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1.0 What is Multi-host Internet Access Portal (MIAP)?
MIAP is the replacement for Secure Web Access (SWA) for accessing the Standard Accounting and Reporting System (STARS), as well as other applications such as DCPS, DJMS, etc.  It is a web-based Java applet (WRQ’s Reflection for the Web) that provides terminal and printer emulators for logging into, and printing from STARS.  The web interface is very different from the one SWA users are used to seeing.  SWA provided several icons that could be set up to automatically start up the terminal session (logon screen) and printer sessions.  MIAP provides a “links page” with links for the terminal and printer sessions that must be clicked on to start up the desired STARS sessions.  You also must log in to MIAP, though users with common access card (CAC) enabled PCs will be able to provide their PIN to log in.  If the CAC fails or there are communication issues, the user will be prompted to enter their MIAP user ID and password.  
Please keep in mind that your MIAP account and account request process are completely separate from your STARS user ID and access request process.  The transition to MIAP has no affect on your current STARS user ID or access request process.  You can request a MIAP account with your CAC regardless of the CAC status of your STARS user ID (whether CAC enabled or mandatory). 
The MIAP website contains a MIAP user manual and a Frequently Asked Questions page under the ‘Need Help?  MIAP Support’ section of the homepage.  Please refer to the MIAP manual and FAQ page for general MIAP information.  This guide is meant to provide supplemental information for STARS users accessing MIAP.  If you have further questions, problems with registration, or logging in to MIAP with or without a CAC then contact:

DECC Mechanicsburg MIAP Helpdesk 
Toll Free: (800) 443-2448, Option 4 (MIAP)

DSN 430-7426, option 4 (MIAP)
COMM (717) 605-7426, option 4 (MIAP)
Email: MIAP@MECH.DISA.MIL
2.0 BEFORE Registering for a MIAP Account

2.1 Users who already have a MIAP Account:
1)  If you don’t see the STARS links in your current list of MIAP links, then contact the DECC-Mechanicsburg MIAP Helpdesk at (717) 605-7426, option 4.

2) If you have a CAC, and you are logging into MIAP with an account ID that is the same as your STARS ID, then you need to delete your MIAP account by calling the DECC-Mechanicsburg MIAP Helpdesk at (717) 605-7426, option 4.  The MIAP user ID for users with a CAC should be based on your CAC information and not on your STARS ID.  You will need to re-register for a MIAP account.  After deleting your account, go to the MIAP homepage and click on the ‘CAC Registration’ button and complete the MIAP Account Creation form.  After this is complete, then your MIAP account will become the 10 digit number of your common name from your CAC (this 10 digit number is also called the EDI/PDI from your CAC).
2.2 Verify Your JAVA Version:

Before attempting to install MIAP you should ensure that you have a correct version of Java installed.  To fully use all functions of the MIAP software, MIAP recommends that you have Sun Java Version 1.5.0_12, or later, installed on your PC.  In addition to the MIAP User Manual, see Appendix A to determine the version of Java installed on your PC.  If you have questions about receiving a more updated Java version, please see your local network administrator.  If you do not have Java version 1.5.0_12 or later installed, then you may have problems accessing MIAP with your CAC.  See the note in section 4.2 for problem details.
2.3 Verify Your CAC Email Address:

Since a user’s email address can change after a CAC is issued, before attempting to install MIAP, CAC users should confirm that the e-mail address on their CAC matches their current e-mail address.  The CAC email address is utilized by MIAP for verification and correspondence from MIAP administrators.  If the CAC and current e-mail addresses don’t match, you will not be able to use your CAC to log in to MIAP. You will be required to use your MIAP user ID and password.  See Appendix B for instructions on how to check the e-mail address on your CAC. 
NOTE:  If your e-mail addresses do not match you should follow local procedures for getting your CAC updated.  Contact the DECC Mechanicsburg MIAP Helpdesk for further questions at (717) 605-7426, option 4.
2.4 Register Your CAC to Your STARS User ID - REQUIRED:

All STARS users are required to register their CAC to their STARS user ID.  The STARS CAC/PKI links can only be utilized after this step is completed.  If you are a current STARS user and have previously used your CAC to log into STARS, then this step has already been completed and does not need to be redone.  If you are unsure if this step is required, then follow the instructions provided in Appendix D.  Re-registering your CAC multiple times will not affect your STARS account or MIAP access.  
If you are a new STARS user who has not logged into STARS before or a current STARS user that has never used a CAC to log into STARS, then follow the steps in sections 2.4.1 or 2.4.2, respectively, to register your CAC to your STARS ID.   
2.4.1 New STARS Users:

If you’ve just been issued a new STARS ID, then review sections 3, 4 and 5 of this manual and create a MIAP account.  Then, log onto MIAP and select the Mech Model 2 or 5 links to log into STARS.   Input ‘MZC’ at the initial login screen and press ‘Enter’ at the DISA warning banner.  At the STARS log in page, change the initial password provided by your STARS Security Administrator to a permanent password.   Then, go to https://cacpki-mzc.mech.disa.mil or select the ‘STARS Certificate Registration’ link from the MIAP homepage to register your CAC/PKI certificate.  See Appendix D for instructions.  After you have registered your CAC to your STARS ID, then you can log into MIAP and successfully select the STARS CAC/PKI links.  See Section 5 of this manual for more information regarding the STARS links page in MIAP.
2.4.2 Current STARS Users:

If you are a current STARS user who has not previously used your CAC to access STARS via SWA, then you must register your CAC to your STARS ID to utilize the MIAP STARS CAC/PKI links.  Go to https://cacpki-mzc.mech.disa.mil or select the ‘STARS Certificate Registration’ link from the MIAP homepage to register your CAC/PKI certificate.  See Appendix D for instructions.  After you have registered your CAC to your STARS ID, then you can log into MIAP and successfully select the STARS CAC/PKI links.  See Section 5 of this manual for more information regarding the STARS links page in MIAP.

2.5 Stay Informed:
If you would like to receive STARS and other Accounting Operations system updates, to include current MIAP news, register your email address via the STARS Web Accounting Portal at https://mzd-2.mech.disa.mil/.  Select the ‘Accounting System Notes’ link.
3.0 How to Register for a MIAP Account
After completing the necessary actions under section 2.0., access the MIAP homepage via the following URL: https://miap.csd.disa.mil and register for a MIAP account.  
3.1 Registration via CAC:

If you have a CAC, select the ‘CAC Registration’ button at the left of the screen.  If prompted to ‘Choose a Digital Certificate’, select ‘Email Signature - DOD Class 3 Email’.  Fill out the MIAP Account Creation form.  Be sure to select the ‘STARS’ Community of Interest.
The email address that you enter must match the email address on your CAC or you will not be able to log into MIAP via your CAC.  See Section 2.3 for further information.
Your MIAP account will be automatically created.  Your MIAP user ID is the 10 digit number of your common name from your CAC, which is also called the EDI/PDI from your CAC (see Appendix B to determine the MIAP User ID).  
If you registered your MIAP account with your CAC and then have a requirement to access MIAP without your CAC or from a non-CAC enabled PC, then you will need to log on with your MIAP user ID and password.  If you have never used your MIAP user ID and password before, then use the ‘Reset Password’ link on the MIAP homepage to reset your password.  This only needs to be done once.  You will need your 10 digit MIAP User ID (see Appendix B to determine your MIAP User ID) and the password will be e-mailed to the e-mail address on your CAC card.  If you receive the password reset email from MIAP, and are unable to click on the link provided, ensure that you copy the entire URL link into your browser or you will receive an error.  After resetting the password, you will then be able to enter your MIAP user ID and password to log in to a non-CAC PC.  If you want to use your MIAP user ID and password from a CAC enabled PC, then select ‘Cancel’ when prompted for your PIN.
3.2 Non-CAC Registration:

Users without a CAC or that have a soft-certificate (generally foreign national users) can complete a DD-2875 and submit as instructed on the MIAP website.  
Click on the ‘NON-CAC Registration’ button on the MIAP homepage.  Download and complete the specially tailored DD2875 from the MIAP website.  Select the ‘DD2875 Instructions’ link and refer to the instructions provided since only some fields are required.  Though blocks 27, 27B and 27C are not marked as required, if you are a previous STARS user then be sure to review the blocks and enter appropriate information (include your STARS User ID in block 27).  Once approved, you will be sent your MIAP User ID and a temporary MIAP password.  Your MIAP user ID will be your STARS user ID.  Your MIAP password and your STARS password are not related and will remain completely different.  
If you ever need to reset your MIAP password, you can do so from the MIAP homepage by selecting the ‘Reset Password’ link.  For verification, you will need to enter the last 4 positions of the number that you provided in the SSN field on the DD2875.  If you receive the password reset email from MIAP, and are unable to click on the link provided, ensure that you copy the entire URL link into your browser or you will receive an error.
4.0 Logging into MIAP
4.1 Notes Before Initial MIAP Log In:

If, during installation of the MIAP software, you are prompted as to whether you want to download and run software select ‘Yes’, or ‘Run’, as appropriate.  Some prompts (such as the download for the ‘Reflection for the Web’ software) will have a ‘More Options’ button.  On these screens, click on ‘More Options’ and select ‘Always Run Software from Reflections’ and then click the ‘Run’ button.  Other prompts may have an option to ‘Always Trust’.  On those screens select ‘Always Trust’ before clicking on the ‘Run’ or ‘Yes’ button.  This will prevent these prompts from coming up each time you start up MIAP.  All users will not see these prompts which depend on the versions of Windows, Java, and Internet Explorer you are using.  
4.2 Log in via CAC:

Once your MIAP account is created, you will be directed back to the MIAP homepage.  Click on the ‘Login’ button.  See section 4.1 for notes of actions to take for screens that you may see the first time you log in.  If you are a CAC user, then you may be presented with a ‘Choose a Digital Certificate’ window.  Select the ‘Email Signature’ certificate (not ‘Email encryption’), and check the option to ‘Always use this certificate without prompting’ and click ‘OK’.  You should not be prompted for this again in the future.  If you select a certificate other than ‘Email Signature’, then you will be presented with the certificate screen each time you log in (even if you checked the ‘Always use’ option).  Select the correct ‘Email Signature’ certificate and the ‘Always use’ option again and you should not see the window again.

You should ‘authenticate’ through either DISA Columbus or DISA San Antonio.  MIAP is validating your CAC information.  You will be prompted for your CAC PIN.  Type it into the box and hit the ‘Enter’ key or click on ‘OK’.  After the authentication process is complete, then the STARS Links page should display.  See Section 5 for link descriptions before selecting a link.
NOTE: If you enter your CAC PIN and the MIAP USERID/PASSWORD screen displays instead of the STARS Links page (see screen below), try hitting the ‘Refresh’ button in your Internet Explorer toolbar or the ‘Back’ button and clicking on ‘Login’ again.  If you are then taken to the STARS Links page, then continue to log into STARS (see Section 5 for link descriptions).  If you are unable to use the ‘Refresh’ or ‘Back’ and continue to receive the MIAP USERID/PASSWORD page, you should contact the DECC Mechanicsburg MIAP Help Desk and open a trouble ticket.  This issue is often experienced if you do not have the most recent version of Java.  
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4.3 Non-CAC Log in: 

Once you receive your MIAP User ID and temporary password, browse to the MIAP homepage and click on the ‘Login’ button.  You will be required to enter your user ID and password (see above) and to change the temporary password that you were issued.  See the MIAP User Manual for password configuration information.  See section 4.1 for notes of actions to take for screens you may see the first time you log in.  You should continue through either DISA Columbus or DISA San Antonio to the STARS Links page.

5.0 STARS Links Page

After you authenticate through MIAP, you will be presented with the STARS Links page.  If you access MIAP for multiple systems, you may see more than just the STARS links.  To reconfigure the session settings, see Appendix C.
IMPORTANT:  When you select a link from the Links page, CLICK IT ONLY ONCE.  If you click more than once, multiple sessions will open.  This may cause errors.
The available STARS links are displayed in the following screen print.  If you don’t see these links then you are not registered in the STARS Community.  Call the DECC Mechanicsburg MIAP Helpdesk and request to be added to the STARS Community.
Select the links with ‘V2’ at the end of the link if you continually experience issues with being disconnected from your MIAP session after only a few minutes.   Using the ‘V2’ links should resolve the disconnect issue.  If the ‘V2’ links do not resolve your disconnect issues, then contact the DECC Mechanicsburg MIAP Helpdesk.
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5.1 Log in to STARS via User ID and Password (MECH MODEL2/5):

Select links ‘MECH MODEL 2’ or ‘MECH MODEL 5’ to log into STARS via user ID and password.  CAC mandatory STARS users may NOT use these links.  You will receive an error.  MECH MODEL 2 presents an 80 character screen and MECH MODEL 5 presents a 132 character screen.   To get to STARS, type ‘MZC’ at the initial log in screen, and hit ‘Enter’ at the DISA Warning Banner page (see screen in Section 5.2).  Input your STARS user ID and password at the STARS login screen.  

MECH Model 2 and 5 are standard links used by various systems so you must manually configure your keyboard mapping.  See Appendix C for keyboard mapping instructions.  Continue to log into STARS with your normal STARS user ID and password.  
5.2 Log into STARS via CAC (STARS CAC/PKI 80 and 132 Char):
Also known as ‘Express Login’, the STARS CAC/PKI (132 Char) or STARS CAC/PKI (80 Char) links can only be selected after you have registered your CAC to your STARS ID.  See Sections 2.4.1 and 2.4.2 for instructions on how to register your CAC to your STARS ID.  These links allow you to log into STARS utilizing CAC/PKI.  The link name represents how many characters will be presented on the screen.  CAC mandatory STARS users must use one of these links.  
The ‘Express Login’ links are only utilized by STARS users, thus the keyboard has been default mapped to allow the ‘Escape’ key to function as the ‘Attention’ key, and the ‘Control’ key is mapped to ‘Reset’.  Thus, when you are in a CICS session, to go back to the main CL Supersession screen, select the ‘Escape’ key.  If your session is locked, select the ‘Control’ key to unlock it.
The ‘Express Login’ links utilize a macro to log you into STARS.  The macro only works the first time the link is selected.  If your STARS session expires or is disconnected, then you must close the link window and re-select the link to allow the CAC/PKI macro to run again.  This is different from SWA.  SWA would allow you to select the ‘disconnect’ and ‘connect’ options in the SWA toolbar to rerun the CAC/PKI macro.  
The STARS login screens will look exactly the same as they did under SWA.  You must hit the ‘Enter’ key when prompted by the DISA warning screen below or the macro will time out and display an error message.  
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If you are timed out, then selecting ‘OK’ at the macro error message will take you to the user ID/password login screen.  The login screen is also where you can change your STARS password before it expires:
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5.3 MECH MZC FTP - Secure FTP:
Note, only STARS users that have a valid need, have provided a risk agreement to their STARS Security Administrator, and have been authorized to use the file transfer function may successfully select this link.   

Select the ‘MECH MZC FTP’ link to open the FTP console.  The MIAP User Manual contains extensive information regarding the usage of the MIAP FTP function.  The MIAP FTP function is more functional and faster than the SWA FTP function and is secure, so it is recommended over other non-secure FTP software, such as WS FTP.  

5.4. Printing:

Select either the ‘MECH PRINTER – LANDSCAPE’ or the ‘MECH PRINTER – PORTRAIT’ links to print from STARS.  Only one may be open and connected at a time.  Opening one session will disconnect the other printer session.  
Each user must initially configure the print sessions.  Click on the printer link and select ‘Connection’ and ‘Session Setup’ from the toolbar.  In the ‘Host/LU Name’ section, type in your STARS/MZC Printer ID (‘PZSC’ and 4 alphanumeric positions) and select ‘OK’.  If you don’t know your PZSC number, you may be able to view it at https://mzd-2.mech.disa.mil/, at the ‘SWA/HOD Printer IDs’ link or call the DECC Mechanicsburg MIAP Helpdesk.
5.4.1 Print to a Printer:

To print to a printer, while the print link is open, go to ‘Setup’ and ‘Terminal’ in the Printer toolbar and ensure the following boxes are checked:
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Click ‘OK’ and select ‘File’ from the Printer toolbar and select ‘Save Preferences’.  

5.4.2 Print to a File:

To print to a file, while the print link is open, go to ‘File’ and ‘Print Setup’ in the toolbar.

Under ‘Destination’, select ‘Send Output to File’. Click on the ‘Browse’ button.
6.0 Additional Information

6.1 Macros:

Currently, macros can be recorded, saved, and played.  Unfortunately, macros in SWA are not the same file type as in MIAP, so they cannot be imported.  The MIAP website contains information about the macro function – see the FAQ’s page under the ‘MIAP Support’ section on the MIAP homepage.   
6.2 Copying screen data to email or spreadsheet:
Screen data can easily be copied into email or an Excel spreadsheet by highlighting the data to copy, right-clicking, selecting ‘Edit’ and one of the copy functions.  If you want to copy data and keep the table structure (such as into an Excel spreadsheet), then select the ‘Copy to Table’ function.  To alleviate formatting issues in Excel, ensure the Excel fields are formatted as text before copying in the data. 
APPENDIX A – JAVA VERSION
DETERMINING THE VERSION OF JAVA
From any Internet Explorer page click on ‘Tools’, ‘Internet Options’, and the ‘Advanced’ tab.

Scroll down until you see the section labeled HTTP 1.1 settings.  Internet Explorer 7 users will see a section after that labeled International Settings.  Whatever sections appear between the HTTP 1.1 Settings (or International settings for IE 7) and Multimedia is what Java is installed on your PC.  If there are no sections between these two then you have no Java and you should get with your local computer support group to have Sun Java 1.5.0_12, or later, installed on your PC.

If you do have a Java (Sun) section (as shown below) ensure that you are using version 1.5.0_12 or later.  If not, you will need to have it installed on your PC.  Ensure the option under Java (Sun) is selected.

Microsoft VM (shown in the picture below under Java (Sun) is also known as Java 1 and does not support all the functionality of MIAP.  If you only have Microsoft VM installed, you should get Sun Java 1.5.0_12, or later installed.
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APPENDIX B – CAC EMAIL/MIAP USER ID
CHECKING YOUR CAC E-MAIL ADDRESS AND MIAP USER ID

1.  From any Internet Explorer page click on ‘Tools’, then ‘Internet Options’ and the ‘Content’ tab.

2.  Click on the ‘Certificates’ button.
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APPENDIX B – CAC EMAIL/MIAP USER ID
3.  Under the ‘Personal’ tab, select the EMAIL certificate that displays Smart Card Logon, Secure Email, Client Authentication under the Certificate intended purposes section.  See the screen print below.  Then, click on the ‘View’ button.  Expand the ‘Issued To’ column to view the 10 digits of your common name that will be used as your MIAP user ID.   (Fields have been obscured to protect personal information)
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APPENDIX B – CAC EMAIL/MIAP USER ID
4.  Click on the ‘Details’ tab and scroll down and select Subject Alternative Name.  The e-mail address that is loaded on your CAC card will be displayed, in the large white area of the Certificate screen, as RFC822 Name=your.email@address.mil.  The Principal Name = shown will be used as your MIAP User ID in case you need to log in to MIAP from a non-CAC enabled PC at some time.  The MIAP User ID is also the 10 digit number between “=” and “@”.  (Fields have been obscured to protect personal information)
[image: image9.jpg]Certificate.

General | Details

Certficaton Path

show: [ <all> v

Feld
ERlsubictKey denir
Elorticate Poces
EtoerAtemntive e
FHCRL Dstriution Pins

Other Name:
Principal o

Ve

0652645750l

Edt Propertis. Copy toFie.

25737920 d1 1357 9090
[1]Certficate Polcy:Polcy Ide.
URL=Idap: femai-s-4.c3pki.d.
[1]CRL Distrbution Poit: Disr





APPENDIX C – MIAP CONFIGURATION
MODIFYING MIAP CONFIGURATION
MIAP Terminal Keyboard Mapping
You can view (and print) the current keyboard mapping by following these procedures.

1.  On the MECH MODEL 2 or other STARS link screen click ‘Setup’, then ‘Keyboard’

2.  Click the ‘View All…’ button to show current key mapping.


a. On the ‘Key Mappings’ screen click ‘Print Mappings’ to print a copy of


    the current keyboard mapping.


b. You can sort by ‘Trigger’ (key) or ‘Action’ by clicking on the appropriate


    column heading.

c. Click the ‘X’ in the upper right-hand corner to close the ‘Key Mappings‘

    window.

3.  Click ‘Cancel’ to close the ‘Keyboard Setup’ window.

You can remap keys by following these steps.

1.  On the MECH MODEL 2 session or other STARS link screen click ‘Setup’, then ‘Keyboard’
2.  Entries in the large white area are keys that have been remapped from the 

     defaults.  The ‘Edit’ and ‘Delete’ buttons work on these entries.  The ‘Defaults’
     button will reset all keys to their factory settings.  The items in the ‘Trigger’
     column are the keys you press to perform the function in the ‘Action’ column.
3.  To remap a default key to some other function click ‘Add’.


a. From the ‘Define Trigger’ window depress the key you wish to perform


     your function.


b. If  the key you press is already mapped to a function you will be offered


     a chance to override the current mapping.  Click ‘Yes’ to override.


c. From the ‘Define Action For Keypad’ window select the desired function


     and click ‘OK’.


d. Your new mapping will then show up on the ‘Keyboard Setup’ screen.


e. Repeat for as many keys as you wish to remap.


f. When finished click ‘OK’.
4.  On the session screen select ‘File’, then ‘Save Preferences’ from the toolbar.
Some commonly used functions and their DEFAULT key mapping:

Note that you can specify a different function for EACH key.  The Left CTRL can be mapped differently than the Right CTRL key, ENTER on the main keyboard can be mapped differently than ENTER on the keypad.  
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MIAP Terminal Font

You can change the current font by following these procedures.

1.  On the MECH MODEL 2 or other STARS session screen click ‘Setup’, then ‘Terminal…’
2.  Click the ‘Fonts’ tab to show current and available fonts.


a. Select the desired font.  Both the font sample display and the terminal screen

     (in the background) will change to show each font as you select it.  When you

      have one you like, click ‘OK’.  


     (Courier New and Monospaced are two fonts that most PC’s should have and

they closely resemble the SWA terminal Fonts, (but your PC may not have them)).

3.  On the MECH MODEL 2 or other STARS session screen click ‘File’, then ‘Save Preferences.’ 

MIAP Terminal Miscellaneous Options

1.  To show text with the Toolbar icons: Click ‘Views’, ‘Toolbar’, ‘Show Toolbar Text’.

2.  To provide a palette of Function buttons at the bottom of the screen:  Click ‘Views’,

     ‘Button Palette’.

3.  To disable “Hotspots” (a highlighted area that shows up anywhere there is text that

      identifies a function key (F1, F10, etc.)):  Click ‘Setup’, ‘Hotspot…’, and de-select

      ‘Enable Hot Spots’ and ‘Show Hot Spots’.

4.  To change the cursor characteristics:  Click ‘Setup’, ‘Terminal’, select the ‘Display’ tab.  You can make the cursor blink, or not, and you can make it an underline or block      cursor.

If you make any changes be sure to click ‘File’, ‘Save Preferences’ on the MECH MODEL 2 or other STARS session screen.
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STARS CAC/PKI REGISTRATION and MIAP STARS CAC/PKI SESSION ACCESS

As a Standard Accounting and Reporting System (STARS) user, you are required to register your DoD CAC/PKI certificate to your STARS user ID.  Please follow these instructions to complete the registration process.
NEW STARS USERS:  For STARS users that have just been issued a new STARS user ID, you must create a MIAP account and change the initial password for your new STARS user ID before completing the CAC registration process.  See the MIAP website, https://miap.csd.disa.mil, to create a MIAP account.  After your MIAP account is created, you must change your initial STARS password by logging onto MIAP and at the links list select the ‘Mech Model 2’ or ‘Mech Model 5’ links to log into STARS.   Input ‘MZC’ at the initial login screen and press ‘Enter’ at the DISA warning banner.  At the STARS log in page, change the initial password provided by your STARS Security Administrator to a permanent password.  You may then proceed with the STARS CAC/PKI registration process. 
EXISTING STARS USERS:  If you are an existing STARS user and your user ID is active, then you should not need to reset your STARS password.  You should only need to reset your password if you have a problem with the ‘Enter Network Password’ box as noted in the instructions below.  
A) Process for registering your CAC/PKI certificate to your STARS ID.  

(Note: STARS resides on LPAR MZC at DECC Mechanicsburg)

1). Open Internet Explorer 

2)  URL: https://miap.csd.disa.mil and select the ‘STARS Certificate Registration’ link from the ‘Informational Links’ area of the MIAP main webpage.  After selecting the link, you will be presented with the following screen. 

Click on the https://cacpki-mzc.mech.disa.mil link.
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STARS CAC/PKI REGISTRATION

If you have been advised by your TASO or local administrator to register your DoD CAC/PKI
certificate, click here: https://cacplki-mze.mech.disa.mil. Refer to "Accounting Systems PMO Note
04-043 - Common Access Card/PKI Enablement of DFAS Accounting Systems" for registration
information.

This registration link only applies to STARS Express Logon users.

If you are not a STARS Express Logon user, please do not use this function.





3) When you log into the registration webpage, you may be requested to enter your CAC PIN and choose a digital certificate.  If prompted, then select the ‘DOD-CA-xx’ (does not contain the word ‘EMAIL’) certificate.  Click ‘OK’.  


[image: image11]
After logging into the registration webpage, the following screen will be displayed.  The ‘Change Password’ link may be used if you need to change your 
STARS password.  If you have a valid STARS password, then click on the ‘Register DoD CAC certificate’ link also located in the upper right hand corner.
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Security & Privacy Notice

PLEASE READ BEFORE SELECTING EITHER OPTION FROM THE MENU ... MENU
Register DoD CAC Certificate Register DoD CAC
Certificate

>> You cannot register your DoD CAC certificate if your user ID has been revoked.

This web application allows you to register/associate a personal certificate from your DoD Change Password
Common Access Card (CAC) with your MZC/STARS user ID. You must have a valid user ID and
password to complete this process.

After selecting "Register DoD CAC Certificate” from the menu, you will be prompted for your
MZC/STARS user ID and password. A confirmation screen will be displayed with information
from the certificate you presented and your MZC/STARS user ID.

If the data is correct, click the "Register Personal Certificate” button to complete the
registration.

Change Password
>> You cannot change your password if your user ID has been revoked. Your TASO can verify the status of your user id.
>> You cannot change or reset your Common Access Card PIN from this screen.

>> Users should normally attempt a password change from this screen only if advised to do so by their TASO. Most users will
never need to use this function.

After selecting "Change Password" from the menu, a logon box will appear. First enter your user D in the user ID field and then
in the password field enter old_password/new_password/new_password where old_password is your current password and
new_password is the password you'd like to change to. You must separate the old password and the new passwords by a
forward slash (/) (a total of two slashes). Follow this syntax carefully as asterisks are displayed in the password field of the

logon box.
Click OK.
The password pop-up window will appear again. Type in your user ID and the new_password.
Click OK.




 

4) You will then be prompted to choose a certificate. Please ensure that you choose the ‘DOD CA-xx’ certificate.  Please do NOT choose the ‘DOD EMAIL CA-xx’.
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 5) You will then be prompted to enter your ‘User Name’ and ‘Password’.  The ‘User Name’ is your STARS user ID (begins with ‘K’) and ‘Password’ is your STARS password.  Note, if the ‘Enter Network Password’ box keeps reappearing and you cannot move onto the next step, then your STARS password needs to be reset.  Reset the password as noted in the initial instructions above and then retry the CAC registration process.  
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‘Security & Privacy Notice
PLEASE READ BEFORE SELECTING EITHER OPTION FROM THE MENU ... MENU
Register DoD CAC Certificate Register DoD CAC
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> You cannot register your DoD CAC certificate if your user ID has been revoked. e

Change Password

This web application allows you to register/associate a personal certificate from your DoD
Common Access Card (CAC) with your MZC/STARS user ID. You must have a valid user ID and
password to complete this process. Connect to cacpki-mzcmech.disamil

After selecting "Register DoD CAC Certificate” from the m
MZC/STARS user ID and password. A confirmation screen \
from the certificate you presented and your MZC/STARS ¢

If the data is correct, click the "Register Personal Certific The server cacpkimzcmech.dsami st MEC/STARS recuies a
registration. username and password,

R |
Change Password Password: e

>> You cannot change your password if your user ID has be

>> You cannot change or reset your Common Access Card Cancel

>> Users should normally attempt a password change fror
never need to use this function.

After selecting "Change Password" from the menu, a logon box will appear. First enter your user D in the user ID field and then
in the password field enter old_password/new_password/new_password where old_password is your current password and
new_password is the password you'd like to change to. You must separate the old password and the new passwords by a
forward slash (/) (a total of two slashes). Follow this syntax carefully as asterisks are displayed in the password field of the
logon box.

Click OK.
The password pop-up window will appear again. Type in your user ID and the new_password.
Click OK.
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6). Once you have successfully entered your STARS user ID and password you will be prompted with the following screen. Verify that your certificate information is correct. Verify the contents of the “Issuer Common Name” field.  The “Issuer Common Name” should contain ‘DOD CA-xx’ and NOT ‘DOD EMAIL CA-xx’.  Do NOT register your certificate if you have ‘DOD EMAIL CA-xx’ in “Issuer Common Name”.  If the “Issuer Common Name” field is incorrect, then select ‘Cancel’ and return to step 1 and repeat the process.  If you select the DOD Email certificate you will not be able to use the STARS CAC/PKI sessions in MIAP.  You will receive a “Macro timed out” error.

Once you have verified that you have selected the right certificate and the information is correct for your certificate you may click on “Register Personal Certificate”.
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7) Once you have registered your certificate successfully you will receive the following message.
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B) Process for logging onto MIAP and verifying the STARS CAC/PKI sessions.

1) Open Internet Explorer 

2) URL https://miap.csd.disa.mil/  

3) The following screen will display. Click on “Enter MIAP Portal”:
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By using this IS (which includes any device attached to this IS), you consent to the
following conditions:

« The USG routinely intercepts and monitors communications on this IS for purposes
including, but not limited to, penetration testing, COMSEC monitoring, network operations
and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence
(Cl) investigations.

« At any time, the USG may inspect and seize data stored on this IS.

+ Communications using, or data stored on, this IS are not private, are subject to routine
monitoring, interception, and search, and may be disclosed or used for any USGauthorized
purpose.

« This IS includes security measures (e.g., authentication and access controls) to protect
USG interests--not for your personal benefit or privacy.

« Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI
investigative searching or monitoring of the content of privileged communications, or work
product, related to personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants. Such communications and work product are private and
confidential.

Enter MIAP Portal




5) You will then be on the MIAP main webpage.  If you already have a MIAP account, then click the “Login” button from the ‘MIAP Login for existing user with a MIAP account (User ID and or CAC-PKI Card)’.  
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6) You will then authenticate and be prompted to enter your CAC PIN.
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7). Once you enter your PIN you will be prompted to select a digital certificate.  Ensure that you select the ‘Email Signature’ certificate.  You can also check the “Always use this certificate without prompting” then click on “ok”.
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8) You will then be presented with your MIAP session list.  Because you have successfully registered your CAC to your STARS user ID, now you can begin to use the following STARS CAC/PKI session links on your MIAP links list:  

STARS CAC/PKI (80 Char)

STARS CAC/PKI 80 Char {V2}

STARS CAC/PKI 132 Char

STARS CAC/PKI 132 Char {V2}

If you do not see the STARS CAC/PKI sessions on your MIAP session list, please contact the Multi-Service Operations Support Team at Mechanicsburg. 717-605-7426, DSN 430-7426, (800-443-2448), or miap@mech.disa.mil for assistance.
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