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System Design Specification Guidebook Appendix C – C4I Systems


System Design Specification Appendix: C4I Systems
1. Scope

1.1. Introduction
2. Operational Requirements 
2.1. Missions
2.2. Threat

2.3. Environment

2.4. Requirements

2.4.1. Performance Requirements

2.4.1.1. Derivation of Performance Requirements from Concept of Operations (CONOPS) and Capabilities Development Document (CDD)

2.4.1.1.1. KPPs 

2.4.1.1.2. KSAs

2.4.1.1.3. Additional / Derived Attributes

2.4.2. Capabilities
2.4.2.1. Derivation of Functional Requirements from Concept of Operations (CONOPS) and Capabilities Development Document (CDD)

2.4.2.1.1. KPPs 

2.4.2.1.2. KSAs

2.4.2.1.3. Additional / Derived Attributes
3. Key Interface Profiles (KIPS) - Where applicable, KIPS will be used.  KIPS are available on the DKO site.
4. Documents and Processes – Provide applicable list of documents and processes.  Describe how these documents and processes are implemented in this section or a later applicable section.
4.1  MIL SPEC / MIL STDs - The ASSIST database and DISR will be used to obtain the applicable DoD documents.
4.2  DoD, OPNAV, SYSCOM, and PEO C4I documents and processes - instructions, directives, policy statements and other documents will be pulled from the SPAWAR ECIC and the PEO C4I Acquisition Management Office (AMO) portals.
4.3 Industry Design standards - Industry design standards that are publicly available will be obtained from various forums such as IEEE, W3C, IETF, ANSI etc.
4.4 Where applicable, use of NESI guidance will be utilized in the design.

4.5 Maintain list of requirements in a relational database such as DOORS for comparison to other requirements of other systems so that if this system interoperates with or will be integrated into another system.  Specify additional system requirements, if any, or not covered in the other paragraphs. Examples include requirements for system documentation, such as specifications, drawings, technical manuals, test plans and procedures, and installation instruction data, if not covered in other contractual documents.  Precedence and criticality of requirements.  Specify, if applicable, the order of precedence, criticality, or assigned weights indicating the relative importance of the requirements in this specification. Examples include identifying those requirements deemed critical to safety, to security, or to privacy for purposes of singling them out for special treatment.  If all requirements have equal weight, then so state. 
5. Information Assurance Information - focus of Information Assurance (IA) is to ensure information is protected and incurs minimal impact within all systems and inter-dependant systems.  The policy requirements for IA include IA program management, certification and policy, access controls, trust, integrity, firewalls/intrusion detection and prevention, encryption and audits.  This section will describe the following:
IA planning consistent with DoN IA policy. (SECNAVINST 5239.3A) 

IA strategy on file and approved by the DoN CIO. (Clinger-Cohen Act)

Certification and Approving authorities (e.g. SPAWAR 05, PMW-160, NETWARCOM, SSO-Navy, DIA, CNO, local DDAA, etc.) engaged based on the classification of data processed by the system.
POA&M developed for completing the Certification & Accreditation (C&A) tasks associated with applicable DoD Information Technology Security Certification (DITSCAP) and/or DoD Intelligent Information System (DoDIIS) C&A process. 

System Security Authorization Agreement (SSAA) developed in accordance with the applicable C&A guidance. (DoD 8510.1-M. DIA DoDIIS C&A Guide)

Ensure IA requirements are addressed and visible in all investment portfolios and investment programs incorporating DoD information systems. 
6. Navy Enterprise Architecture and Standards 

Overview: The focus of the Architecture and Standards is to ensure systems are in alignment with navy and joint architecture and standards requirements consistently to ensure systems interoperability across the DoN Enterprise and provides the DoN enterprise architecture framework that systems are designed to implement.  Each system design shall describe relevant architecture information in DoDAF format in appropriate JCIDS documents to demonstrate compliance with approved DoN Enterprise Architecture and Standards as contained in the CJCSI 6212.  The DoN Enterprise Architecture will be used as a reference.  The following are a list of the DoDAF products:
a. All View-1 (AV-1):  The AV-1 sets the scope, purpose, intended users, environment depicted, and the analytical findings of the architecture.

b. Operational View-1 (OV-1):  The OV-1 is a high-level graphical/textual description of the operational concept of the system.

c. Operational View-2 (OV-2):  The OV-2 depicts operational nodes; operational activities performed at each node and connectivity and information exchange need lines between nodes.

d. Operational View-4 (OV-4):  The OV-4 depicts organizational, role, or other relationships among organizations.

e. Operational View-5 (OV-5):  The OV-5 depicts operational activities, relationships among activities, and inputs and outputs.

f. Operational View-6c (OV-6c):  The OV-6c depicts operational activity sequence and timing necessary to trace actions in a scenario or sequence of events and specifies the timing of events.
g. System View-1 (SV-1):  The SV-1 depicts systems nodes, systems, and system items and their interconnections, within and between nodes.

h. System View-2 (SV-2):  The SV-2 depicts communications systems nodes, communications systems, and their interconnections, within and between nodes.

i. System View-4 (SV-4):  The SV-4 depicts functions performed by systems and the information flow among system functions.

j. System View-5 (SV-5):  The SV-5 depicts the mapping of systems back to operational activities or the mapping of system functions back to operational activities.

k. System View-6:  The SV-6 depicts, in tabular format, system data exchanged between systems.

l. Technical View-1 (TV-1):  The TV-1 depicts the technical standards that govern what hardware and software may be implemented and what system data formats may be used.    The TV-1 shall be based on DISR and aligned with the approved DoN TV-2. 

m. Technical View-2 (TV-2):  The TV-2 depicts emerging standards, which are not currently approved, and documents technical issues that could affect program implementation.  The TV-2 shall be based on DISR and aligned with the approved DoN TV-2.  

7.
Open System Architecture - See NESI and OA guidance on the Computing Infrastructure Segment for Processors, Networks, Displays, Common Services, Operating Systems, and Middleware.
8.
NSS Supportability – Bandwidth / Quality of Service requirements will be considered.  A description of how bandwidth will be utilized and managed is part of this section.  {This includes on-board (LAN) and off-board (WAN) transmit and receive requirements per mode of the system.}  For digital systems, describe in terms of data rate and for analog describe in terms of frequency.  A description of the  Quality of Service (QoS) necessary to meet or exceed required by networked applications for the transport of voice, data, video, and imagery and any other demands will be described {in terms of latency and jitter or other measurable attributes}. 

9.
C4I Design Criteria - C4I systems can encompass computers, networks, servers, radios, applications, software, satellite systems (terminals, satellites, and associated equipment), and other associated equipment and systems.  The applicable sections for the systems can be described in the following section or described in the appreciate systems description section.
9.1 Transport: Networking - ensure systems have met DoN Policy requirements for transport.  DoN policies require systems to meet criteria in the areas of networking, core services, routing, and quality of service, IP standards and multi-casting.  Describe Tactical Edge Networking if applicable for example.   (TEN)-A and TEN-B shall support connectivity between multiple TEN-M networks.  If applicable, describe the Global Information Grid (GIG) network Service Level Agreements that support the following Service Level Specification Throughput-related metrics: Committed Information Rate, Peak Information Rate, and Committed Burst Size system. Transport service users shall describe interfaces to, or transition to, a transport infrastructure supporting full convergence of traffic on a single Internet Protocol (IP) inter-network, using DoD-adopted standards and Defense Information Systems Agency (DISA)/Joint Interoperability Test Command (JITC)-certified (voice) solution sets.
9.2
Transport: Communications - to ensure systems are implementing DoN transport requirements for communications consistently across the DoD Enterprise.  Transport service providers must acquire Joint Tactical Radio System (JTRS)/Software Communications Architecture (SCA)-compliant radio terminals and coordinate with the Office of the Secretary of Defense (OSD) and the JTRS Joint Program Office (JPO).
Note: Transport Communication requirements are currently being identified throughout the Naval Enterprise.  Transport Communications criteria are developed and approved by the Transport Communications Domain Owner and the DoN Technical Authority.
9.3
Storage - ensure systems are implementing DoN Storage requirements consistently across the DoD Enterprise in order to achieve interoperability.

9.4 Data Strategy - ensure naval implementation of the DoD Net-Centric Data Strategy attributes.  The key attributes of the DoD Net-Centric Data Strategy include:  (1) ensuring data are visible, available and usable when needed and where needed to accelerate decision-making, (2) “Tagging” of all data (intelligence, non-intelligence, raw and processed) with metadata to enable discover of data by users, (3) posting of all data to shared spaces to provide access to all users except when limited by security, policy or regulations, (4) advancing the Department of Defense from defining interoperability through point to point interfaces to enabling the “many-to-many” exchanges typical of net-centric data environment and (5) management of data within Communities Of Interest (COIs) across the Department of Defense.
9.5 Applications & Services - ensure systems have met DoN Policy requirements for Applications and Services.  DoN policies require systems to meet criteria in the areas of design and implementation, web services, service level agreement and service interface.
9.6 Computing Infrastructure - ensure systems are implementing DoN computing infrastructure requirements consistently across the DoD Enterprise in order to achieve interoperability.

Note: Computing infrastructure requirements are currently being identified throughout the Naval Enterprise.  This CAL will be updated as computing infrastructure requirements are identified in policy and computing infrastructure criteria are developed and approved by the Computing Infrastructure Domain Owner and the DoN Technical Authority.

9.7 Enterprise Management - ensure systems have met DoN Policy requirements for Enterprise Management.  Enterprise Management functions and activities provide the foundations and frameworks needed to integrate and coordinate operational management functions across different Global Information Grid (GIG) segments and organizations.  As such they are dependent on the common set of transport network services, applications and computing systems, and operational management functions within each of the segments as the basic source for enterprise-level operational management information. Global Information Grid (GIG) Operations Support Systems shall have the capability to collect, archive, retrieve, trend and report information, which includes operational, configuration, reliability, and performance data within their assigned area of responsibility.
9.8 Geospatial, Time Standards, Meteorology, and Oceanography - ensure Geospatial, Time Standards, Meteorology, and Oceanography DoN and DoD requirements are described and applied in this section.   Fro example, any information that refers to time must provide time in terms of the standard temporal reference defined by Coordinated Universal Time (UTC), as maintained by the U.S. Naval Observatory (USNO) Master Clock, which is the standard for military systems, available through a Global Positioning System (GPS) receiver or other system-specific time source. )
9.9 Navy Data Links - ensure a process for developing interoperable systems at the tactical edge of the Global Information Grid (GIG) for data links, it is a rapid, unambiguous transfer of tactical digital information amongst sensors, shooters, and Command and Control (C2) nodes to maximize war-fighting capabilities.  Use the Interoperable Systems Management Requirements Transformation (iSMART) process to systems engineer DoN data links.  

10.

Interface Requirements
10.1 System external interface requirements - This paragraph shall be divided into subparagraphs to specify the requirements, if any, for the system’s external interfaces. This paragraph may reference one or more Interface Requirements Specifications (IRSs) or other documents containing these requirements.
10.2 Interface identification and diagrams. This paragraph shall identify the required external interfaces of the system. The identification of each interface shall include a project-unique identifier and shall designate the interfacing entities (systems, configuration items, users, etc.) by name, number, version, and documentation references, as applicable. The identification shall state which entities have fixed interface characteristics (and therefore impose interface requirements on interfacing entities) and which are being developed or modified (thus having interface requirements imposed on them). One or more interface diagrams shall be provided to depict the interfaces.
10.3 (Project-unique identifier of interface).  This paragraph (beginning with 5.3.2) shall identify a system external interface by project-unique identifier, shall briefly identify the interfacing entities, and shall be divided into subparagraphs as needed to state the requirements imposed on the system to achieve the interface. Interface characteristics of the other entities involved in the interface shall be stated as assumptions or as "When [the entity not covered] does this, the system shall...," not as requirements on the other entities. This paragraph may reference other documents (such as data dictionaries, standards for communication protocols, and standards for user interfaces) in place of stating the information here. The requirements shall include the following, as applicable, presented in any order suited to the requirements, and shall note any differences in these characteristics from the point of view of the interfacing entities (such as different expectations about the size, frequency, or other characteristics of data elements).
10.4 System internal interface requirements. This paragraph shall specify the requirements, if any, imposed on interfaces internal to the system. If all internal interfaces are left to the design or to requirement specifications for system components, this fact shall be so stated. If such requirements are to be imposed, paragraph 5.3 provides a list of topics to be considered.
10.5 System internal data requirements. This paragraph shall specify the requirements, if any, imposed on data internal to the system. Included shall be requirements, if any, on databases and data files to be included in the system.
10.6 Security and privacy requirements. This paragraph shall specify the system requirements, if any, concerned with maintaining security and privacy. The requirements shall include, as applicable, the security/privacy environment in which the system must operate, the type and degree of security or privacy to be provided, the security/privacy risks the system must withstand, required safeguards to reduce those risks, the security/privacy policy that must be met, the security/privacy accountability the system must provide, and the criteria that must be met for security/privacy certification/accreditation.

11.
Electromagnetic Environmental Effects/Spectrum Supportability - ensure systems have met DoN Policy requirements for Electromagnetic Environmental Effects (E3) and Spectrum Supportability (SS).  DoN policies require systems to have well-defined, E3 control performance and verification parameters, a spectrum supportability plan, as well as applications for the proper equipment frequency allocation.
12.
Specific System Requirements this section describes the specific technical characteristics of the systems.  The C4I system can encompass computers, networks, servers, radios, applications, software, satellite systems (terminals, satellite), and other associated equipment and systems.   This section is the key portion that describes what is being built.  This section should have sufficient detail and encompass criteria mentioned in this specification over view document.
13. Physical Characteristics - Description of the following criteria applicable to the installation will be described.
a. Ship installation
b. Submarine Installation
c. Shore Installation
d. Blockage Mapping for Antennas
e. Calibration (Ship and Shore)
f. Shipboard Unique Requirements
g. Topside Design
h. Below Decks Design 3.4.5.1……Deckhouse Requirements
i. Size and Weight
j. Handling or Transportability
k. Size
l. Ship and Shore
m. PPI Size and Weight
n. Submarine
o. PPI Size and Weight
p. Connector Layout
q. Portability and Load Carrying
r. Equipment Separation
s. Reliability
t. System Reliability Requirements
u. Maintainability
v. System MTTR
w. Preventive Maintenance
x. Test Monitoring and Diagnostic Equipment
y. Paint Color - for those types of paint which are specialized - like low RCS or *don't paint* (like for radomes)

 
14. Environmental Conditions (Ship/Shore/Sub)  System environment requirements. This paragraph shall specify the requirements, if any, regarding the environment in which the system must operate. Examples for a software system are the computer hardware and operating system on which the software must run. (Additional requirements concerning computer resources are given in the next paragraph). Examples for a hardware-software system include the environmental conditions that the system must withstand during transportation, storage, and operation, such as conditions in the natural environment (wind, rain, temperature, geographic location), the induced environment (motion, shock, noise, electromagnetic radiation), and environments due to enemy action (explosions, radiation).
a. Altitude, Non-Operating
b. Atmospheric Pressure
c. Temperature
d. Non-Operating
e. Operating
f. Naval Unsheltered Equipment (Ship and Shore only)
g. Naval Sheltered Equipment
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h. Solar Radiation (Ship and Shore only)

i. Wind (Ship and Shore only)
j. Icing (Ship and Shore only)
k. Humidity
l. Salt Atmosphere
m. Shock
n. Vibration
o. Below-Decks Equipment
p. Above-Decks Equipment (Ship only)
q. Sand and Dust (Ship and Shore)
r. Inclination
s. Airborne and Structureborne Noise
t. Fungus
15. Design and Construction 
a. Parts
b. Unused Cable Conductors
c. Fastener Hardware
d. Protective Caps
e. Equipment Slide And Tilt Mechanisms
f. Equipment Accessibility
g. Materials
h. Prohibited Materials
i. Flammability
j. Hazardous Material (HAZMAT) And Hazardous Waste Minimization
k. Toxic Hazards
l. Corrosion
m. Corrosion Protection
n. Unsheltered Equipment Corrosion Resistance
o. Protective Coatings
p. Soldering
q. Structural Welding
r. Enclosures
s. Thermal Design And Construction
t. Thermal Sensor And Automatic Shutdown
u. Workmanship Screen
v. Interchangeability
w. Human Factors Engineering - The focus of this Human Systems Integration (HSI)  is to provide information with respect to the integration of the HSI disciplines of Human Factors Engineering (HFE), manpower, personnel, training, habitability, survivability, and Environment, Safety, and Occupational Health (ESOH) concerns into the systems engineering of a materiel solution to ensure safe, effective operability and supportability.  HSI ensures systems are designed, produced, supported, fielded, and modernized through a complete and careful integration of the human component
16.
Nameplates and Product Marking Packaging Requirements.
 This Section Shall Specify The Requirements, If Any, For Packaging, Labeling, And Handling The System And Its Components For Delivery. Applicable Military Specifications And Standards May Be Referenced If Appropriate.
a.
Markings
b.
Mounting and Location

c.
Marking ESD Components

d.
Unique Identification (UID) Marking
17. Safety Requirements.  This paragraph shall specify the system requirements, if any, concerned with preventing or minimizing unintended hazards to personnel, property, and the physical environment. Examples include restricting the use of dangerous materials; classifying explosives for purposes of shipping, handling, and storing; abort/escape provisions from enclosures; gas detection and warning devices; grounding of electrical systems; decontamination; and explosion proofing. This paragraph shall include the system requirements, if any, for nuclear components, including, as applicable, requirements for component design, prevention of inadvertent detonation, and compliance with nuclear safety rules.
a. Radiation Hazard
b. HELO OPS
c. Personnel Safety and Fail-Safe
d. Electrical
e. Power
f. Ground
g. Grounding Methods
h. Shielding
i. Guards and Barriers
j. Voltage Measurements
k. Guarding of RF Voltages
l. Main Power Switch
m. Connectors
n. Mechanical Design
o. Mechanical Interconnection
p. Leakage Current
q. Thermal Design
r. Protection Circuits
18. Maintenance
a. Topside
b. O-Level
c. I-Level
d. D-Level
19.
Manpower, Personnel and Training
20.
System quality factors. This paragraph shall specify the requirements, if any, pertaining to system quality factors. Examples include quantitative requirements concerning system functionality (the ability to perform all required functions), reliability (the ability to perform with correct, consistent results -- such as mean time between failure for equipment), maintainability (the ability to be easily serviced, repaired, or corrected), availability (the ability to be accessed and operated when needed), flexibility (the ability to be easily adapted to changing requirements), portability of software (the ability to be easily modified for a new environment), reusability (the ability to be used in multiple applications), testability (the ability to be easily and thoroughly tested), usability (the ability to be easily learned and used), and other attributes.

21.
Design and construction constraints. This paragraph shall specify the requirements, if any, that constrain the design and construction of the system. For hardware-software systems, this paragraph shall include the physical requirements imposed on the system. These requirements may be specified by reference to appropriate commercial or military standards and specifications.  Areas such as topside design for antennas or cable runs or wave guides shall be describes and the requirements of those elements and impact to platform structural considerations.

22.
Personnel-related requirements. This paragraph shall specify the system requirements, if any, included to accommodate the number, skill levels, duty cycles, training needs, or other information about the personnel who will use or support the system. Examples include requirements for the number of work stations to be provided and for built-in help and training features. Also included shall be the human factors engineering requirements, if any, imposed on the system. These requirements shall include, as applicable, considerations for the capabilities and limitations of humans, foreseeable human errors under both normal and extreme conditions, and specific areas where the effects of human error would be particularly serious.  Examples include requirements for adjustable-height work stations, color and duration of error messages, physical placement of critical indicators or buttons, and use of auditory signals.

23.
Training-related requirements. This paragraph shall specify the system requirements, if any, pertaining to training. Examples include training devices and training materials to be included in the system.

24. Logistics-related requirements. This paragraph shall specify the system requirements, if any, concerned with logistics considerations. These considerations may include: system maintenance, software support, system transportation modes, supply-system requirements, impact on existing facilities, and impact on existing equipment.
25. Risk Areas
25.1 Operational Risk areas (where is system not meeting the operational requirements)
25.2 Identify off ramps that offer partial solutions to operational requirements
25.3 identify cost and schedule impacts of these alternatives
25.4 Risk Management Plan – demonstrate you have a Risk Management Plan and provide the methodology you have instituted for the Risk Management Plan
25.5 Technology Risks
25.6 Define the risk with respect to chance of occurrence and the consequence if it occurs
25.7 Identify technology off ramps and impact on performance / cost / schedule
26. Cost Analysis
26.1 Probabilistic Determinations of Cost
26.2 Tradeoff Priorities
26.3 CAIV Philosophy
26.4 ‘Fenced’ areas
26.5 Lifecycle vs. Acquisition Cost priorities
26.6 Acquisition Strategy Options
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