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29 Dec 15 

 
MEMORANDUM FOR COMMANDER, NAVAL MEDICAL CENTER, 

PORTSMOUTH 
COMMANDER, NAVAL HOSPITAL, JACKSONVILLE 

 
Subj: MANAGING PERSONALLY IDENTIFIABLE INFORMATION AT 

NAVAL MEDICAL CENTER, PORTSMOUTH AND NAVAL HOSPITAL, 
JACKSONVILLE (AUDIT REPORT N2016-0013) 

 
Ref: (a) NAVAUDSVC memo 7510 2014-070, dated 16 Sep 14 
 (b) SECNAV Instruction 7510.7F, “Department of the Navy Internal Audit” 
 
Encl: 1. Status of Recommendations 
 2. Pertinent Guidance 
 3. Scope and Methodology 
 4. Activities Visited 
 5. Glossary of Acronyms 
 6. Management Response from Naval Medical Center, Portsmouth 
 7. Management Response from Naval Hospital, Jacksonville 
 
1.  Introduction.  We have completed the subject audit announced in reference (a).  
Paragraph 8 provides a summary of audit results.  The audit found opportunities to 
improve personally identifiable information (PII) procedures and internal controls, 
including the disposal of medical equipment that may contain PII/protected health 
information (PHI).  Paragraph 9 provides our recommendations to the Commanders for 
Naval Medical Center, Portsmouth (NMCP) and Naval Hospital, Jacksonville (NHJAX), 
and their summarized responses.  Management took or plans appropriate corrective 
actions on all of the recommendations.  

2.  Reason for Audit.  The audit objectives were to verify that selected Department of 
the Navy (DON) East Coast commands’ internal controls (1) were operating effectively 
to protect PII from unauthorized disclosure, and (2) ensure sufficient disposal of medical 
treatment equipment containing PII.  This audit specifically focused on NMCP and 
NHJAX.  We conducted this audit because PII vulnerability was identified as a high risk 
by the DON Chief Information Officer (CIO) in the Fiscal Year (FY) 2014 annual risk 
assessment.  Our focus on medical treatment equipment PII was due to Chief, Bureau of 
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Medicine and Surgery (BUMED) personnel stating that BUMED medical treatment 
equipment containing PII and/or PHI may not have been disposed of properly.   

3.  Background. 

a. BUMED’s mission is to: (1) ensure personnel and material readiness of shore 
activities as assigned by the Chief of Naval Operations; (2) develop health care policy for 
all shore-based treatment facilities and operating forces of the Navy and Marine Corps; 
(3) provide technical support in the direct health care delivery system of shore-based 
treatment facilities and operating forces of the Navy and Marine Corps; and (4) manage 
the use of the Civilian Health and Medical Program of the Uniformed Services, and other 
indirect health care delivery systems.  BUMED is the Echelon 2 Headquarters of Navy 
Medicine.  Navy Medicine consists of three Echelon 3 (Flag level) commands – Navy 
Medicine West, Navy Medicine East, and Navy Medicine Education and Training 
Command.  Subordinate Echelon 4 commands under Navy Medicine East include Naval 
Medical Center, Portsmouth, VA and Naval Hospital, Jacksonville, FL.  Activities visited 
during this audit are identified in Enclosure 4. 

b. The Privacy Act of 1974 established requirements for Federal agencies 
maintaining information in a system of records.  The Department of Defense’s (DoD’s) 
definition of a system of records is a group of records under the control of a DoD 
component from which personal information is retrieved by the individual’s name or by 
some identifying number, symbol, or other identifier assigned to an individual.  This type 
of information was previously called “Privacy Act Information” and “protected personal 
information.”  It is now referred to as PII.  

4.  Briefings with Management.  Opening conferences were held with officials at 
BUMED on 30 September 2014, NMCP on 3 November 2014, and NHJAX on 
10 March 2015.  We kept the commands apprised of our progress throughout the audit.  
The closing conference was held on 14 October 2015. 

5.  The Federal Information Security Management Act (FISMA) permanently 
reauthorized the framework laid out in the Government Information Security Reform Act 
of 2000, which expired in November 2002.  Under the provisions of FISMA, DoD must 
provide Congress with an annual report on DoD’s information assurance posture.  
DON CIO submits DON input for the DoD FISMA report.  Additionally, FISMA 
requires an annual independent evaluation of an agency’s information security program 
and practices to determine the effectiveness of such program and practices.  The 
evaluation required by this section may be based in whole or in part on an audit, 
evaluation, or report relating to the programs or practices of the applicable agency.  
DON CIO can use this report in partially meeting that requirement. 
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6.  Federal Managers’ Financial Integrity Act (FMFIA) of 1982.  This Act, as 
codified in Title 31, United States Code, requires each Federal agency head to annually 
certify the effectiveness of the agency’s internal and accounting system controls.  
Recommendations 1 through 19 address issues related to the internal control weaknesses 
in the use, collection, safeguarding, and disposal of PII.  In our opinion, the internal 
control weaknesses noted in this report are significant issues of noncompliance with the 
DON Privacy Act Program and could potentially result in the compromise of PII.  
Therefore, this audit in conjunction with other similar audits, shows that insufficient 
controls over PII may warrant reporting in the Auditor General’s annual FMFIA 
memorandum identifying management control weaknesses to the Secretary of the Navy. 

7.  Scope and Methodology.  The audit was conducted at two Navy Medicine East 
commands, NMCP and NHJAX, from 30 September 2014 to 19 November 2015.  Our 
audit scope included steps to determine whether the commands’ internal controls were 
operating effectively to protect PII from unauthorized disclosure and that medical 
equipment containing PII or PHI were sufficiently disposed of.  In addition, we reviewed 
policies and procedures related to PII.  We reviewed matters related to the Privacy Act 
program, semi-annual spot checks, disposal methods, internal PII/PHI forms, 
safeguarding PII, and PII breach reporting.  We examined the sufficiency of the disposal 
of medical treatment equipment containing PII by requesting relevant records, and 
analyzing judgmental samples from equipment disposal records.  Enclosure 3 provides 
details concerning the scope and methodology used for the audit.  Enclosure 2 contains 
the guidance used during this audit.  Enclosure 5 is a glossary of acronyms contained in 
this report. 

8.  Audit Results.  We examined PII internal controls at NMCP and NHJAX.  The 
examinations were conducted through analyses, interviews, and reviews of appropriate 
documentation and information systems.  We found opportunities for improvement in the 
following areas: 

• Staff assistance visits; 

• Semi-annual PII spot checks; 

• Disposal method policy; 

• Internal PII/PHI forms; 

• Technical safeguards; 

• Breach reporting; and 

• Medical equipment disposal. 
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These conditions occurred because: (1) improvement was needed in monitoring and 
oversight of the Privacy Act program; and (2) DON guidance and internal controls were 
not fully implemented.  When internal controls are not properly implemented and 
executed, there is an increased risk of personal information compromise, and a limited 
ability to plan for and respond to unintended releases, breaches, or unauthorized 
disclosures.  This could result in identity theft or fraud, which would have a negative 
impact on DON and the individuals whose PII/PHI is compromised.   

a. Staff Assistance Visits.  NHJAX had not fully implemented the Privacy Act 
guidance contained within Secretary of the Navy (SECNAV) Instruction 5211.5E.  This 
instruction requires the Privacy Act Coordinator (PAC) to conduct and document staff 
assistance visits within their command and lower echelons to ensure compliance with the 
Privacy Act.  Based on interviews conducted with the NHJAX PAC, we determined staff 
assistance visits at NHJAX and lower echelon commands (i.e., branch clinics, dental 
clinics) were not conducted or documented.   

b. Semiannual PII Spot Checks.  NHJAX did not conduct and document 
semiannual PII spot checks as required by SECNAV Message 042232Z of October 2007.  
This policy requires commanding officers to ensure that supervisors conduct and 
document spot checks of their assigned areas of responsibility, focusing on those areas 
that deal with PII on a regular basis.  The PAC had been in this position more than a year 
and was aware of the requirement but had not performed semiannual PII spot checks as 
of the time of our audit.   

c. Disposal Method Policy.  The disposal method policy outlined in NHJAX 
Instruction 5211.7A does not reflect the current disposal process used.  Currently, an 
authorized contractor comes to the hospital once a week and destroys documents on site 
by a secure information destruction process that renders PII unrecognizable or beyond 
reconstruction, as required by SECNAV Instruction 5211.5E.  However, NHJAX 
Instruction 5211.7A states cross-cut shredders are to be used on-site by the command.  
Since auditors observed the disposal process that is in place, and it does not include the 
use of cross-cut shredders, we recommend that the NHJAX Instruction be updated to 
reflect the current policy of using an authorized contractor that destroys documents on 
site by a secure destruction process.  NHJAX personnel stated that the hospital 
implemented this disposal process almost a year ago.  In addition, the audit team also 
observed straight-cut shredders in multiple departments.  If used on PII/PHI documents, 
these shredders are not sufficient to render PII/PHI unrecognizable per SECNAV 
guidance.  To mitigate the potential for PII/PHI documents being shredded improperly, 
straight-cut shredders should be removed from administrative areas. 
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d. Internal PII/PHI Forms.  We examined internal forms at NMCP and NHJAX 
used to collect PII/PHI information.   

(1) Approval Process for Internal Forms.  We examined the form processes at 
NMCP and NHJAX.  At each activity a form1was found that was not reviewed and 
approved by the Activities’ Forms Manager Officers, as required by BUMED Instruction 
5210.9B.  The instruction directs that when Navy Medical Department personnel within 
an activity require a form they shall use, in order of precedence, General Services 
Administration Standard or Optional forms, then DoD forms, and finally existing DON 
(including Navy Medicine) forms.  If there are no existing forms that will suit their needs, 
the last option is to create a new Navy Medicine Activity form.  This option requires 
approval and assignment of a form number from the Activity Forms Manager. 

(2) Privacy Act Statement on Internal Forms.  We found one internal form at 
NMCP that was not marked with a Privacy Act statement nor any indication that the 
individuals were to be informed of the Privacy Act notice.  SECNAV Instruction 5211.5E 
has explicit requirements on how to notify individuals of the Privacy Act when collecting 
their PII.   

e. Technical Safeguards.  Technical safeguards for PII/PHI at NMCP and NHJAX 
need improvement.  SECNAV Instruction 5211.5E states that DON activities are 
responsible for establishing appropriate administrative, technical, and physical safeguards 
to ensure that the documents in every system of records are protected from unauthorized 
alteration or disclosure.  They are also responsible for ensuring that confidentiality is 
protected.  Additionally, Navy Medicine (NAVMED) Policy 08-005 requires that when 
transmitting PII or PHI by e-mail, the subject line of the message should include 
“FOUO.”2  This sensitivity marking apprises the receiver of the need to properly protect 
the information.  When PHI or PII is to be transmitted by e-mail, Navy Medicine 
personnel shall only use Government-furnished equipment and software, and encrypt the 
sensitive information with DoD-approved encryption methods prior to transmission.  This 
requires authorized, non-DoD recipients to use a DoD-approved digital certificate to 
encrypt and decrypt sensitive e-mail.  In addition, DON CIO Message 201839Z of 
November 2008 states that command leadership must ensure that proper controls and 
permissions are in place to safeguard data on a shared drive. 

(1) At NMCP, 8 “sent” e-mails were arbitrarily selected for review at each of the 
5 departments visited for a total of 40 e-mails reviewed.  Of these, 12 of the “sent” 
e-mails contained PII/PHI and were further evaluated.  We found 11 of these 12 e-mails 
did not include “FOUO” in the subject line of message and 6 of the 12 e-mails were not 
                                                 

1 The forms found were different at each of the activities.  Each of the forms collected PII or PHI. 
2 “For Official Use Only” 
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encrypted.  Also, 7 of 93 e-mails had attachments containing PII/PHI information that did 
not include the required FOUO statement.  

(2) In addition, NMCP management at all five departments assessed did not know 
whether all personnel with access to shared drives had a need to know for the information 
contained on those shared drives. 

(3) At NHJAX, 8 “sent” e-mails were arbitrarily selected for review at each of the 
5 departments visited for a total of 40 reviewed e-mails.  Only the sent e-mails containing 
PII/PHI were further evaluated.  From the 40 sent e-mails, 10 contained PII/PHI.  We 
found 8 of the 10 sent e-mails with PII/PHI did not include “FOUO” in the subject line of 
the message, and 7 of 74 e-mails had attachments containing PII/PHI information that did 
not include the required FOUO statement.  Also, 4 of 95 e-mails sent with PII/PHI were 
not encrypted. 

f. Breach Reporting.  NAVMED Policy 09-016 requires reporting within 1 hour of 
the discovery of a known or suspected incident of a PII/PHI breach.  In four of the 
four departments assessed at NMCP, personnel were unaware of the timeframe to report a 
breach.  At each of the departments assessed, personnel interviewed gave incorrect 
answers that did not match the reporting timeframe requirement. 

g. Disposal of Medical Equipment.  The disposal process for medical equipment 
potentially containing PII and PHI needed improvement at NMCP and NHJAX.  We 
judgmentally selected a sample of 111 items of equipment that the command determined 
had been disposed of in FYs 2013 or 2014; 80 items were from NMCP, and 31 were from 
NHJAX.  We then determined, through discussion with the command, that a total of 
56 equipment sample items that we assessed had hard drives capable of storing PII/PHI: 
38 from NMCP and 18 from NHJAX.  The sample selection for our assessment of 
disposal documentation is summarized in Table 1. 

                                                 
3 Three e-mails were not assessed for FOUO on attachments because it was determined the attachments were 
generated externally. 
4 Three e-mails were not assessed for this element because it was determined the attached forms were 
generated externally. 
5 One e-mail was not assessed for encryption because NHJAX was unable to send encrypted e-mails to that 
specific recipient at the time. 
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Table 1: Sample Selection for Disposal Documentation Assessment 

111 Items of Equipment NMCP NHJAX 
Equipment Disposed of by Command in FYs 2013 and 2014 80 31 
Equipment Having Hard-drives (56 total) 38 18 
Proof of final disposition/destruction 0 16 

 
(1) Disposal Review.  We requested relevant disposal documentation for each 

sample item.  This included the (1) DD Form 1348-1A (Issue Release/Receipt Document), 
(2) Excess Property Turn-In Document (used at NMCP) or DD Form 1149 (Requisition 
and Invoice/Shipping Document used at NHJAX), and (3) Defense Medical Logistics 
Standard Support (DMLSS)6 screenshots.  We reviewed the documentation for the 
following elements as required by the Navy Medicine Equipment Management Manual 
or BUMED FY 2014 Logistics Guidance: 

• Existence of a signed DD Form 1348-1A Turn-In Document; 

• Existence of an Excess Property Turn-In Document (used at NMCP) or a 
DD Form 1149 (used at NHJAX) for transfer of custody; 

• Annotation of a condition code in DMLSS; 

• Annotation of the date of destruction in DMLSS; 

• Annotation of the method of destruction in DMLSS; 

• Annotation of the name of the sanitizer (individual performing destruction) 
in DMLSS; 

• Annotation of the rank/grade of the sanitizer in DMLSS; 

• Annotation that equipment meets the disposition requirements in 
accordance with DoD memo, “Disposition of Unclassified Computer Hard 
Drives,” dated 4 June 2001, on DD Form 1348-1A, Box 27; and 

• Documentation showing final disposition of the hard drives (both forms of 
documentation below are acceptable per guidance): 

                                                 
6  The DMLSS information technology system delivers an automated and integrated information system with a 
comprehensive range of medical materiel, equipment, war reserve materiel, and facilities management functions. 
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• Documentation showing that the hard drive was degaussed and 
destroyed by Information Management Department personnel at 
NHJAX; or  

• NMCP receiving documentation from the National Security Agency 
(NSA) showing that the hard drive was sent to NSA and subsequently 
destroyed by NSA.   

(2) Disposal Review Results.  Both NMCP and NHJAX did not fully comply with 
guidance governing the destruction of equipment containing PII/PHI.  The results for 
each element at both locations are summarized in Table 2.  We reviewed 38 sample items 
at NMCP and 18 sample items at NHJAX.  

Table 2: Results of Disposal Documentation Assessment 

Elements Assessed NMCP NHJAX 
Signed DD Form 1348-1A 37 17 
Excess Property Turn-In Document (NMCP)/DD Form 1149 
(NHJAX) 38 16 

Annotation of condition code 37 18 
Annotation of date of destruction 0 14 
Annotation of method of destruction 0 14 
Annotation of name of sanitizer 3 14 
Annotation of rank/grade of sanitizer 3 14 
DD Form 1348-1A annotated that equipment disposition 
requirements met 12 14 

Proof of final disposition/destruction N/A 167 
 

(a) Both NMCP and NHJAX could not provide a signed DD Form 1348-1A for 
one of their sampled pieces of equipment.  Additionally, NHJAX could not provide a 
DD Form 1149 for two of their sampled pieces of equipment, and NMCP did not 
annotate the condition code in DMLSS for one sampled piece of equipment. 

(b) NMCP did not annotate in DMLSS the date and method of destruction for 
any of the 38 sampled pieces of equipment, and did not annotate the name and rank/grade 
of the sanitizer for 35 sampled pieces of equipment.  This occurred because the 

                                                 
7 For one sample, destruction of the hard drive was pending at the time of review. 
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equipment is deactivated in DMLSS once it is transferred to the Defense Logistics 
Agency (DLA).  At the time of transfer, NMCP did not want the equipment to continue 
being counted in their inventory, so they closed it out in DMLSS.  However, once a piece 
of equipment is removed from DMLSS, it cannot be updated further without reactivating 
the equipment record in the inventory.  The receipt of the date and method of destruction 
is often provided months later by NSA after they perform the destruction, and it is not a 
priority to input this information into the DMLSS records.  Because of this, required 
elements of disposition are not documented in DMLSS as required by the FY 2014 
Logistics Guidance.  NMCP processes hard drive disposal to NSA in batches.  The 
NMCP procedures do not specify timing of hard drive disposals.  Management agreed 
that a quicker transfer schedule would help alleviate this problem and suggested a weekly 
transfer, when applicable.  Also, the Information Management Department at NMCP did 
not provide the Equipment Management Department with a listing of serial numbers from 
the removed hard drives and the corresponding serial numbers of the equipment from 
which the hard drives were removed.  The Equipment Manager needs this information to 
do the required DMLSS updates.  Information Management should update the policy to 
include sending hard drives to NSA for destruction on a more frequent basis to expedite 
the return information on destruction.  These actions will help alleviate the time gap 
between disposition and proof of destruction and allow NMCP to match the pieces of 
equipment that have had their hard drives removed.  In addition, the Equipment 
Department should document in DMLSS, the date, rank, and name of person that 
destroyed the hard drive in each instance and the method of destruction for each piece of 
disposed equipment with the capability of storing PII. 

(c) NMCP did not annotate that the equipment met the disposition 
requirements on the DD Form 1348-1A for 26 of the sampled pieces of equipment, 
because the NMCP Biomedical Engineering Division was unaware of this requirement.  
NMCP personnel had interpreted the requirements for medical and computer equipment 
as separate even though that was not the Naval Medical Logistics Command’s intent in 
their guidance.  The annotation did not occur on any of the sampled items of medical 
equipment.  The FY 2014 Logistics Guidance gives specific requirements for disposal of 
hard drives and specific references for Automated Data Processing equipment.  At the 
staff level, this equipment was deemed to be computer equipment only and separate from 
medical equipment.  Due to this erroneous interpretation, the policy regarding the 
disposition of hard drives in the FY 2014 Logistics Guidance was not applied to hard 
drives found within medical equipment.  NMCP should coordinate with Naval Medical 
Logistics Command to update the Logistics Guidance to ensure the DD Form 1348-1A is 
properly annotated for medical equipment. 

(d) NMCP’s noncompliance with guidance requiring the annotation of all the 
required elements in DMLSS and on the DD Form 1348-1A could result in their being 
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unable to verify that equipment was sanitized of PII and PHI, thus increasing the risk of a 
PII breach.   

(e) NHJAX did not annotate in DMLSS the date and method of destruction, or 
the name and rank/grade of the sanitizer for four pieces of sampled equipment.  NHJAX 
also did not annotate that the equipment met the disposition requirements on the 
DD Form 1348-1A for the same four samples.  Corrective action has been taken by the 
command. 

(f) NHJAX could not verify the destruction of one hard drive because their 
Biomedical Engineering Division initially did not indicate that the equipment had PII or 
computer hard drive elements.  The equipment was submitted for normal disposal to 
DLA since there was no indication that PII or PHI was present.  Based on the survey 
results, NHJAX processed the equipment for transfer to DLA without completing 
required documentation regarding the proof of hard drive removal.  NHJAX’s inability to 
prove destruction of the hard drive presents a risk that the hard drive is still intact and 
could be acquired outside of DON.  This could cause a violation of Health Insurance 
Portability and Accountability Act regulations regarding confidentiality of PHI.  The 
Material Management Department, which is responsible for equipment disposal at 
NHJAX, should amending their disposal process to ensure that: (1) equipment is tested 
for the capability of storing PII; (2) equipment capable of storing PII is marked as such in 
DMLSS; and (3) DMLSS is checked for the capability of storing information at the 
beginning of the disposal process. 

9.  Recommendations and Corrective Actions.  Our recommendations, summarized 
management responses, and our comments on the responses are below.  The complete 
management responses are in Enclosures 6 and 7. 

We recommend that Commander, Naval Medical Center, Portsmouth: 

Recommendation 1.  Provide training and awareness to personnel to ensure that 
forms used to collect personally identifiable information are formally reviewed and 
approved prior to use, as required by Department of the Navy Bureau of Medicine and 
Surgery Instruction 5210.9B. 

Management response to Recommendation 1.  Concur.  Forms Management 
personnel currently interact with clinical and administrative areas through the 
“Executive Officer (XO) Rounds” process.  Through this process, which includes 
an outbrief of findings with the Division Officer and often the Department Head as 
well as other key personnel, the Forms Management Officer can provide training 
and awareness on discrepancies in the collection of personally identifiable 
information (PII).  In addition, in order to ensure Forms and Reports requirements 
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are being met, the Naval Medical Center Portsmouth (NMCP) intranet will be 
updated to include a simple set of directions to follow for assistance with the 
submission of forms.  Plan of the Day and All Hands notices will be utilized to 
direct to NMCP staff to the revised NMCP intranet page and provide Forms 
Management point of contact information.  The target completion date for the 
Forms Management intranet site is April 2016. 

Naval Audit Service comment on response to Recommendation 1.  Actions 
taken and planned by Commander, Naval Medical Center, Portsmouth, meet 
the intent of the recommendation, which is considered open pending 
completion of the agreed-to actions. 

Recommendation 2.  Provide oversight to ensure that the Forms Manager Officers 
review forms in their control for the required Privacy Act statements, as required by 
Secretary of the Navy Instruction 5211.5E. 

Management response to Recommendation 2.  Concur.  A Tiger Team is 
inspecting the case files of all NMCP internal forms.  The estimated rate of 
inspection is 25 case files per month out of 416 total case files.  Through these 
inspections, discrepancies for the proper display of Privacy Act statements on 
forms can be documented.  Addressing Privacy Act statement discrepancies will 
be coordinated through the Department Heads and Division Officers.  All forms 
found to be noncompliant with Secretary of the Navy Instruction 5211.5E will be 
revised or cancelled with the proper corresponding action utilizing DD Form 67.  
The estimated completion date of the case file audit is April 2017. 

Naval Audit Service comment on responses to Recommendation 2.  
Actions taken and planned by Commander, Naval Medical Center, Portsmouth, 
meet the intent of the recommendation, which are considered open pending 
completion of the agreed-to actions.  In subsequent communication, 
management provided a new estimated completion date of 1 October 2016. 

Recommendation 3.  Provide training and awareness for personnel to ensure that 
personally identifiable information on e-mail is properly safeguarded in accordance 
with Navy Medicine Policy 08-005. 

Management response to Recommendation 3.  Concur.  NMCP will: 
(a) increase the publication of messages to staff personnel on the Plan of the Day, 
All Hands and Intranet Home Page concerning the Navy Medicine Policy 08-005 
on safeguarding requirements; (b) distribute Awareness Briefs to Share Point 
managers to publish for their staffs’ situational awareness about this requirement 
(Share Point managers will maintain records documenting when their staff 
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reviewed Awareness Briefs); (c) implement quarterly (or more frequently, if 
necessary) spot checks for compliance with this standard and maintain written 
records documenting the outcome of these reviews; (d) report all noncompliant 
safeguarding practices to the appropriate office immediately upon detection; and 
(e) continue to educate staff during command assessments, XO Rounds, command 
orientation, audits, spot-checks, and during semiannual performance reviews when 
standards are established and/or reviewed.  The target completion date is 
30 September 2016. 

Recommendation 4.  Review the current computer access policy and educate shared 
folder owners so that they ensure only those with a “need to know” have access in 
accordance with Department of the Navy Chief Information Officer Message 
201839Z. 

Management response to Recommendation 4.  Concur.  NMCP will publish a 
local instruction regarding a new shared information access policy and will be 
working with departments to ensure that only those with a “need to know” have 
access.  The target completion date is 1 March 2016. 

Recommendation 5.  Provide additional training to ensure that personnel know the 
proper timeframe to report a breach in accordance with Navy Medicine Policy 09-016. 

Management response to Recommendation 5.  Concur.  NMCP will:  
(a) increase the publication of Plan of the Day and all hands messages to staff 
concerning Health Insurance Portability and Accountability Act (HIPAA) privacy 
and security rules; and (b) continue to educate staff during command assessments, 
XO Rounds, command orientation, annual required training, and during 
semiannual performance reviews when standards are established and/or reviewed.  
The target completion date is 30 November 2016. 

Recommendation 6.  Provide oversight to ensure that the Equipment Management 
Department documents, in Defense Medical Logistics Standard Support, include the 
date, rank, and the name of the person who destroyed a hard drive in each instance, 
and the method of destruction for each piece of disposed equipment with the 
capability of storing personally identifiable information, as required by Navy Bureau 
of Medicine and Surgery Fiscal Year 2014 Logistics Guidance. 

Management response to Recommendation 6.  Concur.  Equipment 
Management Division is working with Information Management Division to 
ensure that the date, rank, and name of the person who destroyed a hard drive in 
each instance, and the method of destruction for each piece of disposed equipment 
with the capability of storing PII, are included and documented in Defense 
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Medical Logistics Standard Support (DMLSS).  If using the National Security 
Agency (NSA) for hard drive destruction, the date, shippers tracking number, and 
the rank and name of the person who shipped the hard drive will be included and 
documented in DMLSS.  A standard operating procedure is being written between 
Equipment Management Division and Information Management Division to 
implement the recommendation.  Target completion date is 1 February 2016. 

Naval Audit Service comment on responses to Recommendations 3 
through 6.  Actions taken and planned by Commander, Naval Medical Center, 
Portsmouth, meet the intent of the recommendations, which are considered 
open pending completion of the agreed-to actions. 

Recommendation 7.  Update policy to include sending hard drives to the National 
Security Agency for destruction on a weekly basis to expedite receipt of confirmation 
of hard drive destruction. 

Management response to Recommendation 7.  Concur.  NMCP will update the 
policy to include sending hard drives to NSA for destruction on a weekly or 
as-needed basis to expedite receipt of confirmation of hard drive destruction.  
Equipment Management Division will work with Information Management 
Division to complete a standard operating procedure for this process, with a target 
completion date of 1 February 2016. 

Naval Audit Service comment on response to Recommendation 7.  Actions 
planned by the Commander, Naval Medical Center, Portsmouth, meet the 
intent of the recommendation, which was to expedite the receipt of 
confirmation of hard drive destruction.  This recommendation is considered 
open pending completion of the agreed-to actions. 

Recommendation 8.  Provide oversight to ensure the Information Management 
Department provides the Equipment Management Department with a listing of hard 
drives that have been removed that includes the hard drive serial number and the 
equipment serial numbers. 

Management response to Recommendation 8.  Concur.  Information 
Management Division will provide Equipment Management Division with a 
listing of hard drives that have been removed that includes the hard drive and 
equipment serial numbers along with the shipping tracking number verifying 
delivery to NSA.  Equipment Management Division will ensure that the 
information is entered into DMLSS.  Equipment Management Division will work 
with Information Management Division to include this recommendation in the 
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Excess standard operating procedures, with a target completion date of 1 February 
2016. 

Naval Audit Service comment on response to Recommendation 8.  Actions 
planned by Commander, Naval Medical Center, Portsmouth, meet the intent of 
the recommendation, which is considered open pending completion of the 
agreed-to actions. 

Recommendation 9.  Coordinate with Naval Medical Logistics Command to update 
Fiscal Year 2014 Logistics Guidance to ensure that the DD Form 1348-1A is properly 
annotated for medical equipment. 

Management response to Recommendation 9.  Concur.  NMCP coordinated 
with Naval Medical Logistics Command to update Fiscal Year 2014 logistics 
guidance to ensure that the DD Form 1348-1A is properly annotated for medical 
equipment.  Fiscal Year 2015 logistics guidance was updated with the correct 
information.  Action considered complete. 

Naval Audit Service comment on response to Recommendation 9.  Actions 
taken by Commander, Naval Medical Center, Portsmouth, meet the intent of 
the recommendation.  This recommendation is considered closed as of 
14 December 2015 (the date of the management response package). 

We recommend that Commander, Naval Hospital, Jacksonville: 

Recommendation 10.  Provide training and awareness to personnel to ensure that 
forms used to collect personally identifiable information are formally reviewed and 
approved prior to use, as required by Department of the Navy Bureau of Medicine and 
Surgery Instruction 5210.9B. 

Management response to Recommendation 10.  Concur.  The command 
published a Forms Management Program Instruction dated 13 August 2015.  It 
specifically outlies procedures for use and approval of forms using PII.  The 
command’s Forms Control Committee has a representative from each directorate 
that monitors all forms used for version control and updates.  The command has 
bi-monthly meetings in which each directorate representative will present all 
forms for revision/approval, at which time the documents are screened for 
PII/HIPAA compliance.  The notes concerning the precedence of forms are well 
understood by the Forms Control Committee, and higher echelon forms are used 
whenever possible.  Our legal office is included in the routing of all forms when 
PII is involved and there is also a legal representative who sits on the Forms 
Control Committee.  The Committee will ensure the “For Official Use Only” 
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statement is annotated on all forms containing PII.  The command is currently in 
the process of screening all forms and has an estimated completion date of March 
2016. 

Naval Audit Service comment on response to Recommendation 10.  In 
subsequent communication, the command provided a copy of the published 
Forms Management Program Instruction dated 13 August 2015, which 
included training and awareness of the requirement for formal review and 
approval of forms used to collect PII.  The instruction, combined with actions 
planned by Commander, Naval Hospital, Jacksonville, meet the intent of the 
recommendation, which is considered open pending completion of the 
agreed-to actions.   

Recommendation 11.  Establish controls and provide oversight to ensure that staff 
assistance visits are conducted and documented in accordance with Secretary of the 
Navy Instruction 5211.5E. 

Recommendation 12.  Establish controls and provide oversight at the lower echelons 
(i.e., branch clinics, dental clinics) to ensure that staff assistance visits are conducted 
and documented in accordance with Secretary of the Navy Instruction 5211.5E. 

Management response to Recommendations 11 and 12.  Partially concur.  
Secretary of the Navy Instruction 5211.5E specifically requires “Navy Echelon 2 
and 3 Commands and Marine Corps Major Subordinate Commands” to, among 
other things, “(11) Conduct staff assistance visits or program evaluations within 
their command and lower echelon commands to ensure compliance with the 
Privacy Act (PA).”  Naval Hospital Jacksonville is an Echelon 4 command.  
Currently, staff assist visits that conduct “program evaluations” are tracked and 
documentation collected through our Command Evaluation Program Coordinator 
to ensure compliance with the Privacy Act Instruction.  Our last evaluation was 
completed in the 4th quarter, Fiscal Year 2015.  Navy Medicine East is scheduled 
to provide assist visit the week of 25-29 January 2016.  

Naval Audit Service comment on responses to Recommendations 11 and 
12.  Although documentation of assistance visits was not provided to us during 
the audit visit, we subsequently learned there was a reorganization and Naval 
Hospital Jacksonville is now an Echelon 4 activity and is no longer required to 
conduct staff visits.  With the reorganization, Navy Medicine East will conduct 
the staff assistance visits as the Echelon 3, and we saw documentation of staff 
assistance visits done at Navy Medicine East.  These actions, combined with 
Naval Hospital Jacksonville’s tracking of program evaluations and the 
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completion of such an evaluation in the 4th quarter of Fiscal Year 2015, meet 
the intent of the recommendations.  The recommendations are considered 
closed as of as of 14 December 2015 (the date of the management response 
package). 

Recommendation 13.  Establish controls and provide oversight to ensure that 
semiannual personally identifiable information spot checks are conducted and 
documented, and that all spot check areas are reviewed semiannually in accordance 
with the Secretary of the Navy Message 042232Z of October 2007. 

Recommendation 14.  Establish controls and provide oversight at the lower echelons 
(i.e., branch clinics, dental clinics) to ensure that semiannual personally identifiable 
information spot checks are conducted and documented, and that all spot check areas 
are reviewed semiannually in accordance with the Secretary of the Navy Message 
042232Z of October 2007. 

Management response to Recommendations 13 and 14.  Concur on both.  
Naval Hospital Jacksonville Instruction 5211.5D has been revised and is currently 
routing for signature by the Commanding Officer.  This will specifically annotate 
the requirement to conduct semiannual spot checks throughout the hospital and at 
each of our branch health clinics.  Our most recent semiannual spot checks were 
conducted at Naval Hospital Jacksonville and all our branch health clinics between 
30 July and 4 September, and addressed all areas and items delineated in Secretary 
of the Navy message 042232Z of October 2007.  Document file is retained in the 
Command legal office.  

Naval Audit Service comment on responses to Recommendations 13 and 
14.  Actions planned by Commander, Naval Hospital, Jacksonville, meet the 
intent of the recommendations.  In subsequent communication, management 
indicated that Naval Hospital Jacksonville Instruction 5211.5D is expected to 
be approved and signed by 29 January 2016.  Recommendations 13 and 14 are 
considered open pending completion of the agreed-to actions. 

Recommendation 15.  Update the Naval Hospital, Jacksonville Instruction 5211.7A, 
“Health Insurance Portability and Accountability Act (HIPAA),” to align with current 
disposal processes to render personally identifiable information records 
unrecognizable or beyond reconstruction as required by Secretary of the Navy 
Instruction 5211.5E. 

Management response to Recommendation 15.  Concur.  Navy Hospital 
Jacksonville Instruction 5211.7A Change Transmittal 1 signed 15 April 2015 
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outlines the current disposal policy using contracted services with onsite crosscut 
shredding. 

Recommendation 16.  Remove shredders that do not render personally identifiable 
information/protected health information unrecognizable from departments, as 
required by Secretary of the Navy Instruction 5211.5E. 

Management response to Recommendation 16.  Concur.  Naval Hospital 
Jacksonville Operations Management Department is constantly conducting rounds 
to ensure all unauthorized shredders have been removed from the facility.  A 
current sweep of the facility and its outlying buildings was performed the week of 
5 October 2015, and resulted in the removal of 10 unauthorized shredders.  Every 
space has been inspected within the facility and is 100 percent compliant.  We will 
perform spot checks to ensure continued compliance.  

Recommendation 17.  Provide training and awareness for personnel to ensure that 
personally identifiable information is properly safeguarded in accordance with Navy 
Medicine Policy 08-005. 

Management response to Recommendation 17.  Concur.  Naval Hospital 
Jacksonville was 100 percent compliant with the annual HIPAA and PII training.  
Also Naval Hospital Jacksonville Instruction 5211.7A CH-1 dated 15 April 2015 
specifically addressed items in Navy Medicine Policy 08-005.  This was passed 
via command postmaster and through the Executive Steering Council. 

Recommendation 18.  Provide oversight to ensure that: (1) the Material Management 
Department amends the disposal process; (2) equipment is tested for capability of 
storing personally identifiable information; (3) equipment capable of storing 
personally identifiable information is marked as such in Defense Medical Logistics 
Standard Support; and (4) Defense Medical Logistics Standard Support is checked for 
the capability of storing personally identifiable information at the beginning of the 
disposal process. 

Management response to Recommendation 18.  Concur.  We recognized in 
2013 that we were not in compliance with Naval Medicine Logistics Command 
Fiscal Year 2014 logistics guidance with reference to disposal and documentation 
of equipment with hard drives that have the capability of storing PII.  We 
corrected ourselves and since the spring of 2013 have been in compliance with 
NMLC’s annual guidance.   
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Our process since spring 2013: Step (1):  When a piece of equipment is presented 
to Equipment Management for transfer to Defense Reutilization Marketing Office, 
Biomedical Repair conducts the assessment to determine if the equipment is 
capable of storing PII/PHI and removes any hard drives.  The equipment is 
transferred to Equipment Management Division and the hard drive is presented to 
Management Information Department for destruction.  Steps (2) and (3) are 
completed by Biomedical Repair once a new piece of equipment arrives at the 
Command as part of the acceptance check.  If a piece of equipment has the 
capability of storing PII/PHI, the “Contains Patient Data” indicator in DMLSS is 
checked.  Step (4) is completed by Biomedical Repair once a piece of equipment 
has been identified for transfer to the Defense Reutilization Marketing Office.  
The Biomedical Repair Technician codes the equipment and assesses the 
equipment for capability of storing PII on the DD 1149 (transfer document). 

The Naval Audit Service team visit triggered us to streamline the disposal process 
of equipment with PII/PHI.  Effective 10 March 2015, Biomedical Repair is now 
required to surrender the equipment with hard drive to Equipment Management.  
Equipment Management is now required to surrender the hard drive to 
Management Information Department for disposal.  This ensures the chain of 
custody, the destruction and the proper documentation required in DMLSS with 
regards to equipment PII/PHI.  The same procedures also apply to the outlying 
branch clinics. 

Naval Audit Service comment on responses to Recommendations 15 
through 18.  Actions taken by Commander, Naval Hospital, Jacksonville meet 
the intent of the recommendations.  These recommendations are considered 
closed as of 14 December 2015 (the date of the management response package). 

10.  Followup and Additional Information.   

 a.  Actions taken and planned by Naval Medical Center, Portsmouth meet the intent of 
Recommendations 1 through 9.  Recommendations 1 through 8 are closed.  
Recommendation 9 is considered open pending completion of the planned corrective 
actions. 
 
 b.  Actions taken and planned by Naval Hospital, Jacksonville meet the intent of 
Recommendations 10 through 18.  Recommendations 11, 12, and 15 through 18 are 
closed.  Recommendations 10, 13, and 14 are considered open pending completion of the 
planned corrective actions. 
 
 c.  All open recommendations are subject to monitoring in accordance with 
reference (b).  Management should provide a written status report on the  
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recommendations within 30 days after target completion dates.  Please provide all 
correspondence to the Assistant Auditor General for Financial Management and 
Comptroller Audits, Ms. Ellen Smith, XXXXXXXXXX, with copies to the Director, 
Policy and Oversight, XXXXXXXXXX, XXXXXXXXXX and the Naval Audit Service 
Followup Coordinator, XXXXXXXXXX, XXXXXXXXXX.  Please submit 
correspondence in electronic format (Microsoft Word or Adobe Acrobat file), and ensure 
that it is on letterhead and includes a scanned signature. 
    
 d. Any requests for this report under the Freedom of Information Act must be 
approved by the Auditor General of the Navy as required by reference (b).  This audit 
report is also subject to followup in accordance with reference (b).  
 
 e.  In order to protect privacy and other sensitive information included in this report, 
we request that you do not release this report outside the Department of the Navy, post on 
non-Naval Audit Service Web sites, or in Navy Taskers without the prior approval of the 
Auditor General of the Navy. 
 
 f.  We appreciate the cooperation and courtesies extended to our auditors. 

 
ELLEN L. SMITH 
Assistant Auditor General 
Financial Management and Comptroller Audits  

Copy to: 
UNSECNAV 
DCMO 
OGC 
ASSTSECNAV FMC 
ASSTSECNAV FMC (FMO) 
ASSTSECNAV EIE 
ASSTSECNAV MRA 
ASSTSECNAV RDA 
CNO (VCNO, DNS-33, N40, N41) 
CMC (DMCS, ACMC) 
BUMED 
DON CIO 
NAVINSGEN (NAVIG-14) 
AFAA/DO 
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Enclosure 1: 
Status of Recommendations 
 

Recommendations 

Finding8 Rec. 
No. 

Page 
No. Subject Status9 Action 

Command 

Target or 
Actual 

Completion 
Date 

Interim 
Target 

Completion 
Date10 

1 1 10 Provide training and awareness to 
personnel to ensure that forms used to 
collect personally identifiable 
information are formally reviewed and 
approved prior to use, as required by 
Department of the Navy Bureau of 
Medicine and Surgery Instruction 
5210.9B. 

O Commander, 
Naval Medical 

Center, 
Portsmouth  

4/30/16  

1 2 11 Provide oversight to ensure that the 
Forms Manager Officers review forms 
in their control for the required Privacy 
Act statements, as required by 
Secretary of the Navy Instruction 
5211.5E. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

10/1/16  

1 3 11 Provide training and awareness for 
personnel to ensure that personally 
identifiable information on e-mail is 
properly safeguarded in accordance 
with Navy Medicine Policy 08-005. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

9/30/16  

1 4 12 Review the current computer access 
policy and educate shared folder 
owners so that they ensure only those 
with a “need to know” have access in 
accordance with Department of the 
Navy Chief Information Officer 
Message 201839Z. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

3/1/16  

1 5 12 Provide additional training to ensure 
that personnel know the proper 
timeframe to report a breach in 
accordance with Navy Medicine Policy 
09-016. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

11/30/16  

1 6 12 Provide oversight to ensure that the 
Equipment Management Department 
documents, in Defense Medical 
Logistics Standard Support, include the 
date, rank, and the name of the person 
who destroyed a hard drive in each 
instance, and the method of destruction 
for each piece of disposed equipment 
with the capability of storing personally 
identifiable information, as required by 
Navy Bureau of Medicine and Surgery 
Fiscal Year 2014 Logistics Guidance. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

2/1/16  

                                                 
8 / + = Indicates repeat finding. 
9 / O = Recommendation is open with agreed-to corrective actions; C = Recommendation is closed with all action 
completed; U = Recommendation is undecided with resolution efforts in progress. 
10 If applicable. 
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Recommendations 

Finding8 Rec. 
No. 

Page 
No. Subject Status9 Action 

Command 

Target or 
Actual 

Completion 
Date 

Interim 
Target 

Completion 
Date10 

1 7 13 Update policy to include sending hard 
drives to the National Security Agency 
for destruction on a weekly basis to 
expedite receipt of confirmation of hard 
drive destruction. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

2/1/16  

1 8 13 Provide oversight to ensure the 
Information Management Department 
provides the Equipment Management 
Department with a listing of hard drives 
that have been removed that includes 
the hard drive serial number and the 
equipment serial numbers. 

O Commander, 
Naval Medical 

Center, 
Portsmouth 

2/1/16  

1 9 14 Coordinate with Naval Medical 
Logistics Command to update Fiscal 
Year 2014 Logistics Guidance to 
ensure that the DD Form 1348-1A is 
properly annotated for medical 
equipment. 

C Commander, 
Naval Medical 

Center, 
Portsmouth 

12/14/15  

1 10 14 Provide training and awareness to 
personnel to ensure that forms used to 
collect personally identifiable 
information are formally reviewed and 
approved prior to use, as required by 
Department of the Navy Bureau of 
Medicine and Surgery Instruction 
5210.9B. 

O Commander, 
Naval 

Hospital, 
Jacksonville 

3/31/16  

1 11 15 Establish controls and provide 
oversight to ensure that staff 
assistance visits are conducted and 
documented in accordance with 
Secretary of the Navy Instruction 
5211.5E. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  

1 12 15 Establish controls and provide 
oversight at the lower echelons (i.e., 
branch clinics, dental clinics) to ensure 
that staff assistance visits are 
conducted and documented in 
accordance with Secretary of the Navy 
Instruction 5211.5E. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  

1 13 16 Establish controls and provide 
oversight to ensure that semiannual 
personally identifiable information spot 
checks are conducted and 
documented, and that all spot check 
areas are reviewed semiannually in 
accordance with the Secretary of the 
Navy Message 042232Z of October 
2007. 

O Commander, 
Naval 

Hospital, 
Jacksonville 

1/29/16  
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Finding8 Rec. 
No. 

Page 
No. Subject Status9 Action 

Command 

Target or 
Actual 

Completion 
Date 

Interim 
Target 

Completion 
Date10 

1 14 16 Establish controls and provide 
oversight at the lower echelons (i.e., 
branch clinics, dental clinics) to ensure 
that semiannual personally identifiable 
information spot checks are conducted 
and documented, and that all spot 
check areas are reviewed semiannually 
in accordance with the Secretary of the 
Navy Message 042232Z of October 
2007. 

O Commander, 
Naval Hospital 
Jacksonville 

1/29/16  

1 15 16 Update the Naval Hospital, 
Jacksonville Instruction 5211.7A, 
“Health Insurance Portability and 
Accountability Act (HIPAA),” to align 
with current disposal processes to 
render personally identifiable 
information records unrecognizable or 
beyond reconstruction as required by 
Secretary of the Navy Instruction 
5211.5E. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  

1 16 17 Remove shredders that do not render 
personally identifiable 
information/protected health 
information unrecognizable from 
departments, as required by Secretary 
of the Navy Instruction 5211.5E. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  

1 17 17 Provide training and awareness for 
personnel to ensure that personally 
identifiable information is properly 
safeguarded in accordance with Navy 
Medicine Policy 08-005. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  

1 18 17 Provide oversight to ensure that: (1) 
the Material Management Department 
amends the disposal process; (2) 
equipment is tested for capability of 
storing personally identifiable 
information; (3) equipment capable of 
storing personally identifiable 
information is marked as such in 
Defense Medical Logistics Standard 
Support; and (4) Defense Medical 
Logistics Standard Support is checked 
for the capability of storing personally 
identifiable information at the beginning 
of the disposal process. 

C Commander, 
Naval 

Hospital, 
Jacksonville 

12/14/15  
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Enclosure 2: 
Pertinent Guidance 
 

Public Law 104-191, Health Insurance Portability and Accountability Act (HIPAA) 
of 1996.  This Act in part improves portability and continuity of health insurance 
coverage in the group and individual markets, to combat waste, fraud, and abuse in health 
insurance and health care delivery.  The Act specifies that confidentiality of consumers is 
to be protected and that procedures shall be set up that protects the confidentiality of the 
information and the privacy of individuals receiving health care services and items.   

Secretary of the Navy (SECNAV) Instruction 5211.5E, “Department of the Navy 
(DON) Privacy Program,” dated 28 December 2005.   

(1) Privacy Act Coordinator conducts staff assistance visits or program evaluation 
within his or her command and lower echelon commands to ensure 
compliance with the Privacy Program; 

(2) Disposal methods are considered sufficient if the records are rendered 
unrecognizable or beyond reconstruction; and 

(3) DON activities are responsible for establishing appropriate administrative, 
technical, and physical safeguards to ensure that the documents in every 
system of records are protected from unauthorized alteration or disclosure.  
They are also responsible for ensuring that confidentiality is protected. 

When an individual is requested to furnish PII for possible inclusion in a system of 
records, a Privacy Act Statement (PAS) must be provided to the individual, 
regardless of the method used to collect the information. A PAS shall include: The 
Federal law or Executive Order that authorizes collection of information; whether or 
not it is mandatory for the individual to provide the requested information; the 
principal purposes for collecting the information; the routine uses that will be made 
of the information; and the possible effects on the individual if the requested 
information is not provided. The PAS must appear on the form used to collect the 
information or on a separate form that can be retained by the individual collecting the 
information.  When forms are used to collect information about individuals for a 
system of records, the PAS shall appear as follows (listed in the order of preference):   

(a) Immediately below the title of the form; 
(b) Elsewhere on the front page of the form (clearly indicating it is the PAS); 
(c) On the back of the form with a notation of its location below the title of the 

form; or 
(d) On a separate form, which the individual may keep. 
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SECNAV Instruction 5210.16, “Department of the Navy Forms Management and 
Information Requirements (Reports) Management Programs,” dated 
31 December 2005.  When a DON command requires a form, they shall use, in order of 
precedence, General Services Administration Standard or Optional forms, then 
Department of Defense (DoD) forms and finally, existing DON forms.  The last option is 
to create a new DON form.  This option requires approval and assignment of a form 
number from the Service Forms Manager.  The authorization of an information 
requirement shall require the assignment of a report control symbol or the citing of the 
authority that exempts the report from requiring a symbol. 

SECNAV Message 042232Z of October 2007, “DON PII [Personally Identifiable 
Information] Annual Training Policy.”  Spot checks will be conducted on a 
semi-annual basis.  Auditable records will be maintained by the command Privacy Act 
coordinator or other designated official.  Corrective action should be taken immediately 
where weaknesses are identified. 

DON CIO Naval Message 201839Z, “PII on DON Shared Drives and Application 
Based Portals,” dated November 2008.  This requires that command leadership must 
ensure proper controls and permissions are in place to safeguard PII found on shared 
drives and portals.  Only those personnel with a need to know should have access to these 
privacy-sensitive files. 

DON CIO Message 032009Z of October 2008, “DON Policy Updates for Personal 
Electronic Devices Security and Application of E-mail Signature and Encryption.”  
Users must digitally sign e-mail messages requiring either message integrity and/or 
non-repudiation, and encrypt messages containing sensitive information. 

Bureau of Medicine and Surgery Instruction 5210.9B, “Forms and Reports 
Management Program and Survey Coordination,” dated 16 June 2009.  This 
instruction provides the precedence order for higher authority forms.  It lists the duties of 
the Activity Forms Management Officer, which include the following: 

• Administration of the Forms and Reports Management Program at the Navy 
Medical Department Activity; 

• Management of all Activity-created forms used by Navy Medical Department 
personnel within the Activity; 

• Review of program requirements and assessment of compliance to ensure 
requirements are being executed; 

• Ensuring Activity forms do not duplicate higher authority forms in any way; and 

• Ensuring all Activity forms used by Navy Medical Department personnel have an 
associated requiring document, form title, form number, form edition date, and 
follow the guidance established. 
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Navy Medicine (NAVMED) Policy 08-005, “E-Mailing PII and PHI [Protected 
Health Information],” dated 28 January 2008.  When PHI or PII is transmitted by 
e-mail, Navy Medicine personnel shall only use Government-furnished equipment and 
software, and encrypt the sensitive information with DoD-approved encryption methods 
prior to transmission.  This requires authorized, non-DoD recipients to use a 
DoD-approved digital certificate to encrypt and decrypt sensitive e-mail.  All documents 
containing PHI or PII shall be marked as “FOR OFFICIAL USE ONLY (FOUO) - 
PRIVACY SENSITIVE.  Any misuse or unauthorized disclosure may result in both civil 
and criminal penalties.”  When transmitting PHI or PII by e-mail, the subject line of the 
message should include “FOUO.”  This sensitivity marking apprises the receiver of the 
need to properly protect the information. 

NAVMED Policy 09-016, “Personally Identifiable Information Incident Reporting 
Requirements,” dated 6 July 2009.  An incident or “breach” involving PII refers to the 
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, 
unauthorized access, or any similar term referring to situations where persons other than 
authorized users, for other than an authorized purpose, have access or potential access to 
PII, whether physical or electronic.  The policy requires reporting within 1 hour of the 
discovery of a known or suspected incident involving PII/PHI. 

NAVMED P-5132, “Equipment Management Manual,” dated 7 April 2014.  The 
purpose of this manual is to reiterate DON policy and provide equipment management 
procedures, including disposal.  Requirements for equipment marked for disposal listed 
in this guidance include condition coding, coordinating transfer to the Defense Logistics 
Agency with a signed DD Form 1348-1A, and reporting in Defense Medical Logistics 
Standard Support. 

Navy Bureau of Medicine and Surgery Fiscal Year 2014 Logistics Guidance, 
Revised October 2013.  This policy covers topics in Clinical Engineering and 
Procurement Support, Equipment and Technology Management, and Business Logistics 
Systems.  This includes procedures on disposal of computer equipment.  It states that the 
Information Technology Department is responsible for the sanitization or destruction of 
computer hard drives.  The date and method of destruction, as well as the name and 
rank/grade of the person who conducted the sanitization process, is to be included in the 
Notes section of Defense Medical Logistics Standard Support.  The guidance also 
requires the following remark in Block 27 of the DD Form 1348-1A: 

“The Equipment described by this document meets the disposition 
requirements in accordance with the DoD Memorandum, “Disposition of 
Unclassified Computer Hard Drives,” dated 4 June 2001.” 

Naval Medical Center, Portsmouth Standard Operating Procedures for Property 
Disposal/Redistribution Program, dated January 2012.  The purpose of the Standard 
Operating Procedures, which are specific to Naval Medical Center, Portsmouth only, is to 
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provide guidance regarding receipt, advertisement, redistribution, and disposal of 
Government-owned durable equipment identified as idle, underused, or excess.  These 
procedures require Biomedical Engineering to condition code the medical equipment, and 
provide the hard drives to Information Management for disposal.  The hard drives are 
then sent to National Security Agency for destruction. 
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Enclosure 3: 
Scope and Methodology 
 

We conducted this audit of managing personally identifiable information (PII), including 
PII on medical treatment equipment, at Naval Medical Center, Portsmouth (NMCP), VA 
and Naval Hospital, Jacksonville (NHJAX), FL from 30 September 2014 to 
19 November 2015.  These commands were selected because they had the largest number 
of disposed pieces of medical equipment in Fiscal Years (FYs) 2013 and 2014. 

To determine whether the commands’ internal controls were operating effectively to 
protect PII from unauthorized disclosure, we reviewed policies and procedures related to 
PII.  We reviewed matters related to the Privacy Act program: semi-annual spot checks, 
disposal method, internal PII/protected health information (PHI) forms, safeguarding PII, 
and PII breach reporting.  To determine whether commands sufficiently disposed of 
medical treatment equipment containing PII, we requested relevant disposal 
documentation for each sample item.  This included the (1) DD Form 1348-1A; 
(2) Excess Property Turn-In Document (used at NMCP); or DD Form 1149 (used at 
NHJAX); and (3) Defense Medical Logistics Standard Support screenshots.  

We arbitrarily selected departments from both medical and administrative departments in 
order to capture information from the widest variety of environments at each.  We 
reviewed a total of 10 departments at NMCP and NHJAX.   

We evaluated procedures, monitoring practices, and safeguarding measures by 
conducting physical visits to verify proper safeguarding and disposal of PII.  To test the 
safeguarding of PII/PHI on computers, we arbitrarily selected two departments with 
computers for review.  We reviewed computers to determine whether: (a) e-mails sent 
containing PII/PHI had “FOUO” [for official use only] included in the subject line of the 
message; (b) documents containing PII/PHI in e-mails sent are marked, “FOR OFFICIAL 
USE ONLY - PRIVACY SENSITIVE.  Any misuse or unauthorized disclosure can result 
in both civil and criminal penalties,” (c) e-mails sent with PII/PHI were encrypted, and 
(d) there were sufficient controls and permissions over shared drives.  

We looked at internally generated forms used to collect PII/PHI at both NMCP and 
NHJAX to determine whether they were reviewed and approved by a command Forms 
Manager. 

We interviewed Privacy Act Coordinators, Health Insurance Portability and 
Accountability Compliance Officers, and personnel responsible for implementing the 
Privacy Act Program at NMCP and NHJAX.   
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We received a universe of 1,309 pieces of medical equipment determined to have been 
disposed of by Navy Medicine East in FYs 2013 and 2014.  Of this, 1,086 pieces were 
disposed of by NMCP and 45 pieces were disposed of by NHJAX.  From this universe, 
we randomly selected a sample of 111 pieces of equipment: 80 items from NMCP and 
31 from NHJAX.  We then determined through discussions with the command, which 
pieces contained hard drives, potentially making them capable of storing PII/PHI.  This 
left a total of 56 samples that we assessed (38 from NMCP and 18 from NHJAX).  The 
results are not projected because not all items were applicable.  We did not test the 
reliability of the Defense Medical Logistics Standard Support system because this is a 
Department of Defense (DoD) system. 

We assessed compliance with applicable laws and regulations, including DoD and 
Department of the Navy regulations applicable to PII/PHI.  We also reviewed prior Naval 
Audit Service, DoD Inspector General, and Government Accountability Office audit 
reports.  There were no previous audit reports directly covering PII on medical treatment 
equipment at DON East Coast Commands on which to follow up. 

We conducted this performance audit in accordance with Generally Accepted 
Government Auditing Standards.  Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives.  We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusions based on our audit 
objectives. 
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Enclosure 4: 
Activities Visited  
 

Bureau of Medicine and Surgery, Falls Church, VA 

Navy Medicine East, Portsmouth, VA 

Naval Medical Center, Portsmouth, VA 

Naval Hospital, Jacksonville, FL  

Naval Medical Logistics Command, Fort Detrick, MD 
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Enclosure 5: 
Glossary of Acronyms 
 

BUMED Bureau of Medicine and Surgery  
CIO  Chief Information Officer  
DLA Defense Logistics Agency  
DMLSS Defense Medical Logistics Standard Support  
DoD Department of Defense  
DON  Department of the Navy  
FISMA Federal Information Security Management Act  
FMFIA Federal Managers’ Financial Integrity Act  
FOUO For Official Use Only  
FY Fiscal Year  
HIPAA Health Insurance Portability and Accountability Act  
NAVMED Navy Medicine  
NHJAX Naval Hospital, Jacksonville  
NMCP Naval Medical Center, Portsmouth  
NMLC Naval Medicine Logistics Command 
NSA National Security Agency  
PAC Privacy Act Coordinator  
PHI Protected Health Information  
PII Personally Identifiable Information  
SECNAV Secretary of the Navy 
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Because this 
recommendation is 
duplicative to 
Recommendation 
10, we have 
deleted it from the 
final report and 
renumbered the 
subsequent 
recommendations 
in the body of the 
report. 
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