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NAVAL AUDIT SERVICE
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7510
N2010-NFA000-0068
7 Sep 2011

MEMORANDUM FOR DEPARTMENT OF NAVY CHIEF INFORMATION

OFFICER

COMMANDER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY
CENTER

COMMANDER, SPACE AND NAVAL WARFARE
SYSTEMS CENTER-ATLANTIC

COMMANDER, OFFICE OF NAVAL INTELLIGENCE

Subj: CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY
INFORMATION ON NON-NAVY MARINE CORPS INTRANET
NETWORKS (AUDIT REPORT N2011-0056)

Ref: (a) NAVAUDSVC memo N2010-NFA000-0068, dated 6 Apr 2010
(b) SECNAV Instruction 7510.7F, “Department of the Navy Internal Audit”

1. The report provides the results of the subject audit announced in reference (a).
Section A of the report provides our finding and recommendations, summarized
management responses, and our comments on the responses. Section B provides the
status of recommendations. The full text of management responses is included in the
Appendices.

Command Finding Recommendation

No. No.

Department of the Navy Chief Information Officer 1 1

Commander, Naval Education and Training Professional 1 2-4

Development and Technology Center

Commander, Space and Naval Warfare Systems Center- 1 5-6

Atlantic

Commander, Office of Naval Intelligence 1 7-8

2. Actions planned by Department of the Navy Chief Information Officer meet the intent
of Recommendation 1. Actions planned by Commander, Naval Education and Training
Professional Development and Technology Center meet the intent of Recommendations 3
and 4. Actions planned by Space and Naval Warfare Systems Center-Atlantic meet the




Subj: CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY
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intent of Recommendation 5 and 6. Actions planned by Commander, Office of Naval

Intelligence meet the intent of Recommendation 7 and 8. Recommendations 2 and 7 are

closed; Recommendations 1, 3-6, and 8 are considered open pending completion of the

planned corrective actions, and are subject to monitoring in accordance with reference

(b). Management should provide a written status report on the recommendations within

30 days after target completion dates. Please provide all correspondence to the Assistant

Auditor General for Financial Management and Comptroller Audits, XXXXXXXXXX [ o s
XXXXAKAXKAXKAXXX XXX XX XXX XXX, with a copy to the Director, Policy and Oversight,
XXX XXXXX XX XXX XXX, Please submit correspondence in electronic format

(Microsoft Word or Adobe Acrobat file), and ensure that it is on letterhead and includes a
scanned signature.

3. Any requests for this report under the Freedom of Information Act must be approved
by the Auditor General of the Navy as required by reference (b). This audit report is also
subject to followup in accordance with reference (b).

4. \We appreciate the cooperation and courtesies extended to our auditors.

_

XXX XXX XXX XX XXX XXX
Assistant Auditor General
Financial Management and Comptroller Audits

Copy to:

UNSECNAV

0OGC

DCMO

ASN (M&RA)

ASN (FM&C)

ASN (FM&C) (FMO)
ASN (EIE)

ASN (RD&A)

CNO (DNS-33, DNS-36, N6, N4B)
VCNO

CMC (RFR) (ACMC)
NETC

SPAWAR

NAVINSGEN (NAVIG-4)
AFAA/DO
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Finding, Recommendations, and

Corrective Actions

Finding: Authorization for Access

The Department of the Navy (DON) Chief Information Officer needs to improve internal
controls over the authorization process for contract employees and subcontract employees
to access non-Navy Marine Corps Intranet networks. At three Navy commands visited,
we audited 133 contract employees who accessed non-Navy Marine Corps Intranet
networks during the period 1 October 2008 to 31 March 2010. We found 122 contract
employees had both a background investigation and a proper level of security clearance;
6 contract employees had accurately completed System Authorization Access Request —
Navy/access request forms; and 84 contract employees had completed training to access
the network as required by Department of Defense (DoD) guidance. However,

11 contract employees did not have documented background investigations or security
clearances prior to accessing the network; 127 had incomplete, inaccurate, or
unaccounted for access request forms; and 44 contract employees had not completed the
required initial training. This occurred because personnel: (1) were not verifying
evidence of contract employee’s identity/security clearances and completion of access
request forms prior to granting network access; and (2) were not documenting
employee’s initial training. Failure to properly authorize access to DON non-Navy
Marine Corps Intranet networks and provide initial training, increases the risk for theft of
DON-sensitive and personal information.

Reason for Audit

The audit objectives were to verify that: (1) contractor and subcontractor personnel were
properly authorized, and received appropriate training, to access information on
non-Navy Marine Corps Intranet networks, and (2) remedial actions were taken if
information security was breached.

This audit was requested by the DON Chief Information Officer. The request was in
response to an incident involving a subcontractor’s employee who was not properly
screened before providing service to the Navy. The unknown nature of internal controls
and magnitude of risks in the contractor arena raise serious questions about contractor
access, and safeguarding of DON information and personally identifiable information.
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Noteworthy Accomplishment

Prior to the audit, the Naval Education and Training Professional Development and
Technology Center initiated an internal review of all access request forms for contract
employees with command access. This was prior to our recommendation for periodic
inspection of the forms. The command modified the check-in/check-out and document
review processes as a result of their review.

Pertinent Guidance

DoD 5200.2-R, “Personnel Security Program” January 1987 administrative
reissuance incorporated through 23 February 1996, establishes policies and
procedures to ensure that granting members of the Armed Forces, DoD civilian
employees, DoD contractors, and other affiliated persons access to classified information
are clearly consistent with the interests of national security.

e Section C3.1.1 states that certain civilian positions within DoD entail duties of
such a sensitive nature that the misconduct, malfeasance, or nonfeasance of an
incumbent in any such position could result in an unacceptably adverse impact
upon the national security. It is vital to the national security that great care be
exercised in the selection of individuals to fill such positions.

e Section C7.1.3.1 states that access determinations (other than for Special Access
programs) are not an adjudicative function relating to an individual’s suitability
for such access. Rather they are decisions made by the commander that access is
officially required.

DoD Instruction 8500.2, “Information Assurance Implementation” dated

6 February 2003 implements policy, assigns responsibilities, and prescribes procedures
for applying integrated, layered protection of DoD information systems and networks.
Section 5.9.1 states that information assurance managers are to develop and maintain an
organization- or DoD information system-level information assurance program that
identifies information assurance processes and procedures. Section 5.9.2 states that
information assurance managers are to ensure that information ownership responsibilities
are established for each DoD information system, including access approvals. Section
5.10.1 requires all users have the requisite security clearances and supervisory need to
know authorization, and are aware of the information assurance responsibilities before
being granted access to DoD information systems.

DoD “Information Assurance Workforce Improvement Program” 8570.01-M, dated
December 2005, provides guidance and procedures for the training, certification, and
management of the DoD workforce conducting information assurance functions in
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assigned duty positions. Section C6.2.2 states that to ensure understanding of the critical
importance of information assurance, all individuals with access to DoD information
technology systems are required to receive initial information assurance orientation
before being granted access to the system, and annual information assurance awareness
training to retain access.

Secretary of the Navy Instruction 5430.7Q, “Assignment of Responsibilities and
Authorities in the Office of the Secretary of the Navy,” dated 17 August 2009,
assigns Department-wide responsibilities for administration of the Department of the
Navy. The Chief Information Officer serves as the Department’s principle advisor on
information management, information technology, and information resource management
matters, and is responsible for these matters within DON. The DON Chief Information
Officer has oversight for the information management function within the Office of the
Secretary of the Navy, Office of the Chief of Naval Operations, and Headquarters Marine
Corps.

Secretary of the Navy Memorandum M-5510.30 “Department of the Navy Personnel
Security Program,” dated June 2006, provides maximum uniformity and effectiveness
in the application of Personnel Security Program policies throughout DON. Section 5-2
states that:

e The sensitivity- and information technology-level assigned will dictate the
personnel security requirements; the greater the sensitivity, the greater the
personnel security requirements; and

e Position designations will be at the highest level required by the incumbent’s
specific duties. When the level of potential damage or privilege and other position
characteristics appear to indicate differing levels of designation, the higher
designation will always be used.

Section 9-20 states that the commanding officer’s duty to protect the command against
the action of untrustworthy persons is paramount. The commanding officer has the
prerogative of requesting trustworthiness through a National Agency Check or Facility
Access National Agency Check to ensure the individuals who are permitted access to
command persons, property, and facilities are trustworthy.

Commander Naval Network Warfare Command, Computer Tasking Order 08-05
Serial A, “Policy on Use of DoD Information Systems,” dated July 2008, directs the
immediate implementation of the System Authorization Access Request-Navy form for
all users requiring access to Navy information technology resources.




SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS
FINDING: AUTHORIZATION FOR ACCESS

Audit Results

The DON Chief Information Officer needs to improve internal controls over its
authorization process for contractors and subcontractors to access non-Navy Marine
Corps Intranet networks. At three DON commands visited, we audited 133 (39 percent)
of 337 contract employees who accessed 3 networks during the period 1 October 2008 to
31 March 2010. We found 122 contract employees had a proper level of security
clearance; 6 contract employees had accurately completed System Authorization Access
Request-Navy forms; and 84 contract employees had completed required training to
access the network. However, 11 contract employees lacked a proper security clearance;
127 had incomplete, inaccurate, or unaccounted for access request forms; and 44 contract
employees did not have the required training. This occurred because personnel: (1) were
not verifying evidence of contract employees’ identity/security clearances and
completion of access request forms prior to granting network access, and (2) were not
documenting employees’ initial training. The effect of not following guidance for
properly authorizing access to the networks increases the risk for theft of DON sensitive
and personal information. The three commands were not aware of any breaches in
security within the past 12 months. Details explaining our scope and methodology are in
Exhibit C. The following chart shows command results.

Systems Authorization
Access Request-Navy
No Security Form Training Not Documented
Sample of Clearance/ Forms Personally
Contract Background No Incomplete or | Information | Identifiable
Employees | Investigation | Forms Inaccurate Assurance | Information
Naval Education
and Training 66 11 3 57 19 25+
Professional
Development and
Technology Center
Space and Naval
Warfare Systems 1 0 0 1 0 N/A
Center-Atlantic
Office of Naval 66 0 27 39 19 N/A
Intelligence
Totals 133 11 30 97 38 25

* A total of 25 were missing some aspect of training: 19 were missing both information assurance and
personally identifiable information training and six were missing only personally identifiable information

training.

Figure 1. Command Results
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Naval Education and Training Professional Development and Technology
Center

We reviewed 66 (43 percent) of 153 contract employees granted access to one of the
Naval Education and Training Professional Development and Technology Center’s
networks. The command has operational control and oversight over the geographically
distributed network. As a result, the command relies on local area commands to
authorize contract employees who access the network. However, Naval Education and
Training Professional Development and Technology Center has final responsibility for
the contract employees accessing the training network. The command followed a
standard process for granting access to contract employees working on the training
network. Every contract employee is required to complete a System Authorization
Access Request-Navy form. This form identifies:

e The contract employee’s Social Security Number (partial or full);

e Type of access requested;

e Completion of background investigation and security clearance level;

e Date initial information assurance training was completed;

e All appropriate signatures and consents (i.e., endorsement for access); and

e Justification for access.

According to the command’s standard operating procedures, the information assurance
manager is responsible for verifying the completion of training and required access
forms. These procedures also state that each block/section of the access request form
must be accurate and complete before the information assurance manager will accept the
form and approve access to the network. Once the completion of the forms is verified,
the information assurance manager submits an account creation request for each contract
employee. The security manager verifies the type of security clearance for every contract
employee, and whether a background investigation has been completed through the Joint
Personnel Adjudication System. Once the background investigation has been verified,
the security manager signs, dates, and completes the applicable section on the access
request form. The information assurance manager then indicates that a contract
employee is approved and/or verified for access by signing and dating the access request
form. A contract employee is granted access to a network account only after completing
the required access request form, information assurance training, and a Government
employee has verified the completion of a background investigation through the Joint
Personnel Adjudication System. We reviewed a total of 66 contract employees’ security
records through the Joint Personnel Adjudication System, access request forms, and
training documentation.
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Joint Personnel Adjudication System

DoD 5200.2R states persons in connection with the education and orientation of military
personnel shall have been the subject of a favorably adjudicated National Agency Check
prior to such assignment. We determined that 55 (83 percent) of 66 contract employees
had the appropriate security clearance level and had undergone the correct adjudication.
We found that 11 (17 percent) of 66 contract employees had access to the network, but
had no record of a favorable adjudication/background investigation. This occurred
because appropriate personnel did not verify information in the Joint Personnel
Adjudication System. According to Secretary of the Navy M-5510.30, commanders are
responsible for protecting the command against the actions of untrustworthy persons.
With no evidence of adjudications/background investigations, the command cannot
ensure these contract employees do not pose a threat to command security or otherwise
endanger national security. Based on our findings, we projected that 26 (17 percent) of
153 contract employees had no records of favorable adjudications/background
investigations (see Exhibit C).

Systems Authorization Access Request-Navy Form

We requested access request forms for 66 contract employees who had access to the
network from 1 October 2008 through 31 March 2010. The forms, when validated by a
DON official, serve as management control of access to DON networks. We received
63 (95 percent) of the 66 contract employees’ forms. The command had no
documentation for the remaining 3 (5 percent) contract employees. We projected that

7 (5 percent) of 153 contract employees’ access request forms were missing (see

Exhibit C). In addition, we found that 6 (9 percent) of 66 access request forms were
properly processed as required by Commander Naval Network Warfare Command,
Computer Tasking Order. However 57 (86 percent) forms were not. For example, the
access request forms: (1) were missing security validations and designation of
information technology access level; (2) had no signature of approval by the information
assurance manager and/or security manager; or (3) had late signatures of approval. This
happened due to personnel not documenting reviews, conducting late reviews, and not
maintaining documentation. Based on our findings, we projected that 132 (86 percent) of
153 contract employees forms were not processed according to written policies and
procedures (see Exhibit C). Without having adequate controls over the completion and
retention of forms, the command cannot ensure contract employees are trustworthy and
do not pose a threat to national security (see Exhibit B for a blank System Authorization
Access Request-Navy form).

Training

The Naval Education and Training Professional Development and Technology Center’s
standard operating procedures state that any individual accessing a local network must
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complete initial information assurance and personal identifiable information training.
The information assurance manager is responsible for verifying contract employees’
completion of initial training before access is granted.

We found that 36 (55 percent) of 66 contract employees completed required initial
information assurance and personally identifiable information training. However,

25 (38 percent) of 66 contract employees were accessing the network without evidence of
required initial training. Specifically, 6 (24 percent) of 25 contract employees were
missing required initial personal identifiable information training, and 19 (76 percent) of
25 contract employees were missing both initial information assurance and personal
identifiable information training before accessing the network. This occurred because
contract employees were not taking the training and/or command personnel were not
maintaining required documentation. Based on our findings, we projected that

58 (38 percent) of 153 contract employees did not complete required training prior to
gaining access to the network (see Exhibit C). Without the proper security training the
command cannot reasonably assure contract employees are knowledgeable regarding
threat awareness and protection of sensitive information.

Space and Naval Warfare Systems Center-Atlantic

It is a business practice of Space and Naval Warfare Systems Center-Atlantic to require
contractors to apply for a common access card and undergo a background investigation
prior to requesting access to the command’s networks. The background investigation is
monitored by a trusted security agent throughout this process to ensure it has been
completed prior to a contract employee receiving a common access card. A contract
employee is granted access to a network account only after completing the required
System Authorization Access Request-Navy form, information assurance training, and a
Government employee has verified the completion of a background investigation through
the Joint Personnel Adjudication System.

We selected the Naval Capital Region Research Development Technology and Education
network for review, which has one contract employee performing administrative duties
on the network. We reviewed the contract employee’s security record through the Joint
Personnel Adjudication System, access request form, and required training
documentation. We found that the contract employee had the required security clearance
and background investigation, and training was complete as required by Secretary of the
Navy M-5510.30 and DoD Instruction 8570.1-M. However, the access request form was
missing the information assurance manager signature of approval and there was no
information technology-level designation by the security manager as required by local
policies. Command personnel did not document approvals and did not review
documentation. There is no reasonable assurance that the contract employee’s
background investigation was consistent with the level of network access (see Exhibit B
for a blank System Authorization Access Request-Navy form).
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Office of Naval Intelligence

We reviewed 66 (36 percent) of 183 contract employees who had access to one of the
Office of Naval Intelligence networks. We found that personnel had no local guidance
on the complete process of granting network access. We reviewed contract employees’
security records through the Joint Personnel Adjudication System, System Authorization
Access Request-Navy forms, and training documentation.

The command follows an unwritten procedure for granting contract employees access to
any of their networks. We interviewed all Government personnel involved in the process
for granting network access.

e Security is notified of the intent to bring contract personnel on board when the
contracting office representative and/or the contract security officer submits a
nomination package to Security.

e The command’s security manager checks the Joint Adjudication Personnel System
to verify the current security clearance/background investigation status on every
contract employee.

e When the contract employee has the proper clearance then the information
assurance officer creates a disabled account, and the security manager and/or
contracting office representative schedules the contract employee for required
indoctrination orientation.

e Once scheduled for indoctrination, the contract employee and sponsor are required
to complete Part I of the access request form. The indoctrination process is a
2 day course that covers required specific security briefings and information
assurance training.

e Upon completion of indoctrination, contract employees are granted specific
security access. The information assurance manager’s office and security officer
complete the Systems Authorization Access Request-Navy form.

e Once granted specific security access, the contract employee’s accounts are
enabled.

Joint Personnel Adjudication System

The Office of Naval Intelligence requires specific security access and a Single Scope
Background Investigation prior to gaining access to their network. We determined
whether a contract employee had undergone the required investigation and whether the
investigation had resulted in an eligible/ineligible determination for specific security
access. All 66 contract employees had the specific security adjudication and background
investigation records in the Joint Personnel Adjudication System.
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Systems Authorization Access Request-Navy Form

We requested access request forms for 66 contract employees who had access to Office
of Naval Intelligence Unclassified network from 1 October 2008 through 31 March 2010.
The access request forms, when validated by a DON official, serve as a management
control of access to DON networks. We received 39 (59 percent) of 66 contract
employees’ access request forms. The command had no documentation for the remaining
27 (41 percent) contract employees. However, when the command was notified of
Commander Naval Network Warfare Command Computer Tasking Order 08-05, they
immediately began contacting those 27 contract employee to complete the required
access request form. We projected that 75 (41 percent) of 183 contract employees’
access request forms were unaccounted for (see Exhibit C). Of the 39 access request
forms received, none of them were properly completed and processed. For example,
access request forms were missing designation of information technology access level, or
had no signature of approval by the information assurance manager. This occurred
because personnel were: (1) unaware of the access request form requirement; (2) not
reviewing forms; and (3) not documenting approvals. Based on our findings, we
projected that 108 (59 percent) of 183 contract employees’ access request forms were not
properly completed and processed (see Exhibit C) (see Exhibit B for a blank System
Authorization Access Request-Navy form).

Training

We determined that on day 2 of the command indoctrination orientation, the information
assurance manager briefed attendees on information assurance security. The command’s
training coordinator had attendees sign a muster sheet as proof of attendance. When the
orientation is completed, the security manager sends an e-mail to account administration,
listing attendees who completed command indoctrination. We verified that 47 (71
percent) of 66 contract employees had evidence of the initial information assurance
training required by DoD Instruction 8570.01-M. However, 19 (29 percent) of

66 contract employees were accessing the network without any evidence of required
initial information assurance training. This occurred because contract employees were
not taking the training or command personnel were not maintaining required
documentation. Based on our findings, we projected that 53 (29 percent) of 183 contract
employees had no evidence of completed information assurance training prior to
accessing the network (see Exhibit C).

Conclusion

Opportunities exist to improve DON’s process of granting contractor and subcontractor
personnel access to information on non-Navy Marine Corps Intranet networks. The need
to properly authorize and receive appropriate training to access networks is a concern
throughout DON. We found: (1) contract employees did not have documented
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background investigations or security clearances prior to accessing the network;

(2) system access forms were incomplete, inaccurate or missing; and (3) contract
employees had not completed the required initial training. During our audit, the

three commands visited were not aware of any breaches in security within the past

12 months. However, establishing effective policies and procedures will reduce DON’s
future risk of unauthorized access and disclosure of sensitive information.

Recommendations and Corrective Actions

The Department of the Navy Chief Information Officer provided a combined response for
Recommendations 1 through 8, concurred with all recommendations, and all planned and
completed corrective actions meet the intent of the recommendations.

Recommendations, summarized management responses, and Naval Audit Service
comments on the responses are presented below. The complete text of management
responses is in the Appendices.

We recommend that the Department of the Navy Chief Information Officer:

Recommendation 1. Provide oversight to ensure compliance with policies and
procedures for granting contract employees’ access to Department of the Navy
networks as required by Secretary of the Navy Instruction 5239.3B.

Management response to Recommendation 1. Concur. Department of the
Navy Chief Information Officer is coordinating with the Naval Inspector General
to include this oversight in their command inspections. Department of the Navy
Chief Information Officer is updating the Department of the Navy 2005 Effective
Use Policy. Concurrently, the Navy is updating the System Authorization Access
Request-Navy form. Estimated completion date is 31 December 2011.

Naval Audit Service comment on response to Recommendation 1.
Department of the Navy Chief Information Officer actions planned to update
Department of the Navy policy and Naval Inspector General command
inspections, in conjunction with the Navy updating the System Authorization
Access Request-Navy form, meets the intent of the recommendation.

We recommend that Commander, Naval Education and Training Professional
Development and Technology Center:

Recommendation 2. Suspend network accounts for contract employees who have no
record of security clearances/background investigations in the Joint Personnel
Adjudication System until issues are resolved.

10
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Management response to Recommendation 2. Concur. Naval Education and
Training Professional Development and Technology Center has resolved 10 of the
11 instances in which there was no record of a favorable adjudication/background
investigations for contract employees. In addition, the Center is taking action to
conduct a review of all contract employees to verify that all have a background
investigation or security clearance on file. Naval Education and Training
Professional Development and Technology Center will suspend the account of any
contract employee with no record of a favorable background investigation or
security clearance. Estimated completion date is 31 August 2011.

Naval Audit Service comment on response to Recommendation 2. Actions
taken and planned meet the intent of the recommendation. In subsequent
communication, the Naval Education and Training Professional Development
and Technology Center stated the contractor in question received a favorable
adjudication/background investigation on 18 July 2011 and suspension is not
needed and the action is considered complete.

Recommendation 3. Review System Authorization Access Request-Navy forms and
training documentation for all contract employees for completeness.

Management response to Recommendation 3. Concur. Naval Education and
Training Professional Development and Technology Center's Contracting
Officer’s Representative will develop and implement a process to perform periodic
inspections of contractor System Authorization Access Request-Navy forms.

Also, the Technical Assistance appointment letter has been revised to include
“coordinating” the background/security and System Authorization Access
Request-Navy information/requirements. Additionally, the Fiscal Year 2012 Task
Order will incorporate these requirements. Estimated completion date is

31 December 2011.

Naval Audit Service comment on response to Recommendation 3. Actions
taken and planned meet the intent of the recommendation.

Recommendation 4. Update the local instructions to include, but not limited to:

(2) requiring proper completion System Authorization Access Request-Navy forms
before granting system access; (2) requiring quarterly inspection of System
Authorization Access Request-Navy and training documentation for all new contract
employees; and (3) specifying retention period for training documentation as required
in the Department of the Navy Records Management Program.

Management response to Recommendation 4. Concur. Although individual
(remote) sites will be held responsible to ensure that internal controls for system
access requirements are in place, Naval Education and Training Professional
Development and Technology Center agrees that final responsibility for the

11
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contract employees belongs to the command. The Center’s Contracting Officer’s
Representative will develop and/or revise local instructions/documents to ensure
proper completion of System Authorization Access Request-Navy forms, perform
quarterly inspections of these forms for contractors, and retention of training
documentation. In addition, the Fiscal Year 2012 Task Order will incorporate
these requirements. Estimated completion date is 31 December 2011.

Naval Audit Service comment on response to Recommendation 4. Actions
planned meet the intent of the recommendation.

We recommend that Commander, Space and Naval Warfare Systems Center-Atlantic:

Recommendation 5. Review System Authorization Access Request-Navy
documentation for all contract employees for completeness.

Management response to Recommendation 5. Concur. Space and Naval
Warfare Systems Center-Atlantic is currently reviewing all contract employee
System Authorization Access Request-Navy forms for completeness. Estimated
completion date is 31 May 2012.

Naval Audit Service comment on response to Recommendation 5. Action
planned meets the intent of the recommendation.

Recommendation 6. Update standard operating procedures to include a requirement
for quarterly inspections of System Authorization Access Request-Navy
documentation for all new contract employees.

Management response to Recommendation 6. Concur. Space and Naval
Warfare Systems Center-Atlantic is updating its Standard Operating
Procedures/Process to include and implement a quarterly review process
comparing new contractors with information technology access to System
Authorization Access Request-Navy forms on file. Update and initiation of the
process will be completed. Estimated completion date is 31 May 2012.

Naval Audit Service comment on response to Recommendation 6. Action
planned meets the intent of the recommendation.

Additional Comments: Naval Education and Training Professional Development
and Technology Center concurred with the overall finding and provided explanations
regarding the finding. Command stated information and documentation were
available during the audit. After being unable to verify security clearances for 11
contractors, we contacted the command several times. Command personnel stated the
audit team was provided the correct Social Security Numbers for all contractors.
Results were unchanged after a second attempt to verify security clearances. Hence,
we could not verify whether the contractor personnel had security clearances.
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SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS
FINDING: AUTHORIZATION FOR ACCESS

Commander Naval Network Warfare Command’s Computer Tasking Order 08-05, as
implemented in Naval Education and Training Command’s “Standard Operating
Procedure for Completing the End User Agreement,” requires a fully completed
System Authorization Access Request with timely approvals in order to gain access to
a network. With missing information and late or no approvals, we determined forms
were not properly processed. Command’s review actions were taken after Naval
Audit Service’s review of the information and documentation.

We recommend that Commander, Office of Naval Intelligence:

Recommendation 7. Review System Authorization Access Request-Navy and
training documentation for all contract employees for completeness.

Management response to Recommendation 7. Concur. Hopper Information
Service Center is working in concert with the Office of Naval Intelligence Special
Security Office to execute a 100-percent inventory of System Authorization
Access Request-Navy forms and associated training documentation for all 451
contractors who currently have access to Office of Naval Intelligence Sensitive but
Unclassified Internet Protocal Router Network. Estimated completion date is

8 July 2011.

Naval Audit Service comment on response to Recommendation 7. Action
planned meets the intent of the recommendation. In subsequent
communication, the Office of Naval Intelligence stated that the review of
documentation for all contractors was completed on 8 July 2011 as planned,
and the action is considered complete.

Recommendation 8. Establish written standard operating procedures to include, but
not limited to: (1) identifying processes for granting network access; (2) requiring
proper completion of System Authorization Access Request-Navy forms;

(3) requiring quarterly inspection of System Authorization Access Request-Navy and
training documentation for all new contract employees; and (4) specifying retention
period for training documentation as required in the Department of the Navy Records
Management Program.
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SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS
FINDING: AUTHORIZATION FOR ACCESS

Management response to Recommendation 8. Concur. Hopper Information
Service Center is working with the Office of Naval Intelligence claimancy to draft
an Office of Naval Intelligence Instruction that formally codifies a System
Authorization Access Request-Navy and broader user access management
Standard Operating Procedure assembled in May 2011 by a command-wide tiger
team. The Instruction is on-track for Commander, Office of Naval Intelligence
approval and subsequent promulgation. Estimated completion date is 31 August
2011.

Naval Audit Service comment on response to Recommendation 8. Action
planned meets the intent of the recommendation.
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Status of Recommendations

Recommendations

Target or Interim
Action Actual Target
Command Completion| Completion
Date Date’
1 1 10 |Provide oversight to ensure (0] Department of 12/31/11
compliance with policies and the Navy Chief
procedures for granting contract Information
employees’ access to Department of Officer
the Navy networks as required by
Secretary of the Navy Instruction
5239.3B.
1 2 10 [Suspend network accounts for C Commander, 7/18/11
contract employees who have no Naval Education
record of security and Training
clearances/background investigations Professional
in the Joint Personnel Adjudication Development
System until issues are resolved. and Technology
Center
1 3 11 [Review System Authorization Access (0] Commander, 12/31/11
Request-Navy forms and training Naval Education
documentation for all contract and Training
employees for completeness. Professional
Development
and Technology
Center
1 4 11 [Update the local instructions to O Commander, 12/31/11
include, but not limited to: (1) requiring Naval Education
proper completion System and Training
Authorization Access Request-Navy Professional
forms before granting system access; Development
(2) requiring quarterly inspection of and Technology
System Authorization Access Center
Request-Navy and training
documentation for all new contract
employees; and (3) specifying
retention period for training
documentation as required in the
Department of the Navy Records
Management Program.
1 5 12 [Review System Authorization Access (0] Commander, 05/31/12
Request-Navy documentation for all Space and
contract employees for completeness. Naval Warfare
Systems
Center-Atlantic

!/ + = Indicates repeat finding.

% | O = Recommendation is open with agreed-to corrective actions; C = Recommendation is closed with all action
completed; U = Recommendation is undecided with resolution efforts in progress.

% If applicable.
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SECTION B: STATUS OF RECOMMENDATIONS

Recommendations

Target or Interim

1|Rec. | Page Action Actual Target
No. | No. Subject Status® Command |Completion Completlon

Date Date’

granting network access; (2) requiring
proper completion of System
Authorization Access Request-Navy
forms; (3) requiring quarterly
inspection of System Authorization
Access Request-Navy and training
documentation for all new contract
employees; and (4) specifying
retention period for training
documentation as required in the
Department of the Navy Records
Management Program.

1 Update standard operating Commander, 05/31/12
procedures to include a requirement Space and
for quarterly inspections of System Naval Warfare
Authorization Access Request-Navy Systems
documentation for all new contract Center-Atlantic
employees.

1 7 13 [Review System Authorization Access Commander, 7/08/11
Request-Navy and training Office of Naval
documentation for all contract Intelligence
employees for completeness.

1 8 13 |Establish written standard operating Commander, 8/31/11
procedures to include, but not limited Office of Naval
to: (1) identifying processes for Intelligence

16




Background

The unknown nature of internal controls and magnitude of risks in the contractor arena
raise serious questions about contractor access, and safeguarding of Department of the
Navy (DON) information. Furthermore, the DON Chief Information Officer requested a
review of Non-Navy Marine Corps Intranet networks in response to an incident involving
a subcontractor who did not properly screen an employee before placing that employee to
provide service to the Navy. Therefore, we selected three commands to review the
authorization of access for employed contractors and subcontractors providing
information technology services.

Naval Education and Training Professional Development and Technology Center,
which is an Echelon 11l command, has operational control and oversight over the
NETC_NO00076_TRANET _U (training) network. However, the Naval Education and
Training Center, an Echelon Il command, is the owning command of the training
network. Both commands are located in Pensacola, FL. The Naval Education and
Training Professional Development and Technology Center provides quality products
and services to support and enhance education, training, career development, and
personnel advancement. The training network is a distributed learning environment that
offers education, training, and student management to Service members, providing the
tools and opportunities, which enable life-long learning, and enhance professional and
personal growth and development. It is a networked structure of bases, buildings, logical
classrooms, and data centers that provide training and education courseware/learning
content for shore based facilities, as well as locations available via the Non-Classified
Internet Protocol Router Network. Recipients of this training and education content
include the enlisted and officer communities for the Department of Defense (DoD), as
well as civilians, contractors, retirees, and military dependants.

Space and Naval Warfare Systems Center-Atlantic, located in Charleston, SC, is the
owning command of the SPAWAR_N65236_ NCR RDT&E_U network. The main focus
of this network is to provide information technology support to DoD and Federal
Government agencies. This network is part of the core Space and Naval Warfare
Systems Center-Atlantic Research, Development, Testing and Evaluation’s capability,
and is critical to the Command Control Communication Computer Intelligence
Surveillance Reconnaissance system integration, testing, and evaluation. It supports the
development of leading edge, advanced concept technology, and provides a seamless
lab-to-lab and ship-to-shore computing and networking collaboration environment. The
network is host to a variety of customer systems and projects that process information up
to the classification of unclassified sensitive information.
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EXHIBIT A: BACKGROUND

Office of Naval Intelligence is the owner of the ONI_NO00015_ONI UNCLASSIFIED_U
network. Founded in 1882, the Office of Naval Intelligence is the longest continuously
operating intelligence service in the nation. The command employs more than

3,000 highly qualified military, civilian, mobilized reservists, and contractor personnel at
the modern National Maritime Intelligence facility in Washington, DC, and at other
strategic locations around the world. They produce maritime intelligence on seaborne
terrorism, weapons and technology proliferation, narcotics and smuggling activities that
directly supports joint war fighters, the U.S. Navy, civil and national decisionmakers, and
agencies. The Office of Naval Intelligence’s unclassified network is a Non-Secure
Internet Protocol Router Network. The network consists of three systems:

1. Windows, which primarily houses e-mail, shared folders, application services,
and Web product dissemination;

2. The Universal Network Information Exchange, which primarily houses Office
of Naval Intelligence databases, cross domain services, and Web applications;
and

3. The Special Local Area Networks, which also operates through Windows and
houses e-mail, shared folders, application services, and Web product
dissemination for a more limited customer set.

The DON Application and Database Management System is a Web-enabled registry
of information technology applications and systems and their associated data structures
and data exchange formats. It supports DON in the reduction of legacy applications, and
the development of standard applications, databases, and data elements. It also supports
information technology interoperability, information assurance assessments, and the
construction and maintenance of functional and enterprise architecture. As of

20 April 2010 DON had a total of 383 Non-Navy Marine Corps Intranet networks
registered in the DON Application and Database Management System.

The Joint Personnel Adjudication System is the DoD personnel security migration
system for:
e The virtual consolidation of the DoD Central Adjudication Facilities;

e Use by non-Special Compartmented Information security program managers and
special security officers;

e Special Access Program managers; and
e DoD contractor security officers.
The Joint Personnel Adjudication System uses a centralized database with centralized

computer processing and application programs for standardized DoD personnel security
processes. The Joint Personnel Adjudication System automates both core and central
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EXHIBIT A: BACKGROUND

adjudication facilities-unique functionality and provides “real-time” information
regarding clearance, access, and investigative status to authorized DoD security personnel
and other interfacing organizations, such as the Defense Security Service, Defense
Manpower Data Center, Defense Civilian Personnel Management System, Office of
Personnel Management, and Air Force Personnel Center.
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System Authorization Access

Request-Navy

FOR OFFICIAL USE ONLY

SYSTEM AUTHORIZATION ACCESS REQUEST NAVY (SAAR-N)

PRIVACY ACY STATEMENT

AJTHORITY Exoculive Craey 10450, 8387; and Pubic Law 59.474, the Computer Froud snd Abuse Act

PRINCIPAL PURPOSE To record namas, Signaturas, and Socul Secunty Numbers 1o Ihe puposs of vakdaling 1he rasiwasnt
iIndenidunls roquUEeRng etoass 10 Dapanment of Dalarsa (Do) sysmms and mammason NOTE Rae
noaromed N paper form

ROUTINE USES: None

DISCLOSURE Discdiasure of this information & voluntary, howaver, fadiee o provda tho roquestod Information may ingeda, delay o
pravant further procasseg of UNs reguest

wiEs O
20CHs will L

TYPE OF REQUEST
[} omar  [7] Mediication  [] DEACTIVATE  [] USER ID !
TSYSTEM NAME ((0, NACE, IT21, OnaNET, eic) LOCATION (Pryscal Loc

DATE (YYYYMMDD}

PART 1 (To be completed by Regquesiew)

T NAME (Last, Firss, taadie i) | 2 SOGIAL SECURITY NUMBER (LAST FOUN)
3. ORGANIZATION 4. OFFICE SYMBOUDEPARTMENT | 5. PHONE (DSN and Comimarcial) N
|osn com
6 OFFICIAL E-MAIL ADORESS 7. J0B TITLE AND GRADE/RANK
B OFFICIAL MAILING ADDRESS O CITIZENSHIF T 10  DESIGNATION OF PERSON
Qus [C1FN [ mlitary [ contracar
(] Omer | [C] Chitian

11 1A TRANING AND AWARENESS CERTIFICATION REQUIREMENTS (Comyaty 08 raquved fOr User oF Tanchomal vl actw:
[ 1 v cxnnplitag Anaied Wnfocmation Awareness Training DATE (YYYYMMOD)
12 USER SIGNATURE

13, DATE (YYYYMMDO)

s e e et e e e e — — s e
PART il - ENDORSEMENT OF ACCESS BY INFORMATION OWNER, USER SUPERVISOR OR GOVERNMENT SPONSOR (I an mawickid
15 @ caniracior - provide compay naviie, canfract manber, and dofe of confract oxpiralion i Block 17a)

et e e
4. JUSTIFICATION FOR ACCESS

Access 10 Govenunent I'T Systenss are vequized to execure dutkes as assigned.

15 TYPE OF ACCESS REQUIRED

[[] AurioriZED [7] PRIVILEGED
16 USER REQUIRES ACCESSTO.
(7] uncLassIFIED ] CLASSIFIED (Specify Catogory) ] OTER

7 VERINCATION GF REED TO RROW

PIRATION DATE (Conhacions i
Marne, Conlract Numbar, Expiranon Dae

1 ceriy that this user requires pccess as requasted. |

SERVISOIRS NAME (Pranf Name) 180 SUPERVISORS & 180 OATE (Y Y ¥ Y ML
16, SUPERVISOR'S DRGANIZATIONDEPARTMENT | 182 SUPERVISOR'S E-WMAIL ADDRESS 180 PHONE teJmASErR o
20 SIGNATURE OF INFORMATION OWNERIOPR 200 PHONE NUMBER . 206 DATE (YYYYMMOD) e

Z1. SIGNATURL OF 1AD OR APPOINTEL 22 ORGANIZATIONDEPAR TRLENT 23 PHONE NUMBER 24 DATE (YYYYMMID)

OPNAV 5238/14 {JUL 2000) Far Offoel Use Oty Poga 1ol 4
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EXHIBIT B: SYSTEM AUTHORIZATION ACCESS REQUEST-NAVY

25. NAME (Last, First, didle fnftiaf) 253. SD&AI_ SECURITY NUMBER (LAST FOUR)

25. USER AGREEMENT - STANDARD MANDATORY NOTICE AND CONSENT PROVISION
By signing this document, you acknowledge and censent that when you access Depariment of Defense (DoD) information systems

- You are accessing a U.5. Gavernment {USG) infermation system {IS) {which inciudes any device attached fo this mformation systern) that
1s provided for U S Government-authorized use only

- You consenl 1o the foliowmng conditions

< The L.S. Government rowtinely intsrtepls and monitors comnunicatons on this mformation system for purposes including, but
not limited to, penatration testing, communications seeurity (COMSEC) menitoring, nelwork aperations and defense, porsennai
misconduct (#M), law enforcemant { E} and counterintelligence (Cl} investigattons.

c  Atany time, the U.5. Govermnment may inspact and seize data stored on this information system.

o Communicatons using, or data stored on, his mformation system are not private, are subject to souline monitoring, interception, and
seoarch, and may be disclosed or used for any U.S. Government-aulhonized purpose.
& This information system includes security es {e.q., aulh aticn and sccess controls) 1o pratect U.S. Government interesis—
net far your personal henefit or privacy.
¢ Netwithstanding the above, using an information systam dess nol constituie consent te persannel misconduct, law enforcement, of
caunterinteligence invesligative searching or monitoring of the content of privileged communications or data {including work product)
that are related 1o personal representation or services by attarneys, psychotherapists, or clergy, and their assistanls. Under these
circumstances, such communications and work product are prvate and confidential, as further explained betow?
- Nothing in this User Agreement shali be interpreted to limit the user's consent to, or in any other way restrict or affect, any
U.5. Government actions for purposes of network administration, operation, proteclion, or defense, or for COMMUNICBLONS
securily, This includes all communications and data on en information system, regardless of any apphcable priviege or

confidentiality. . ’ . . ) ) .
- The user consents to interception/eapture and seizure of ALL communications and data for any authorized purpase (including

personnel misconduct, law enforcement, or counterintelligence investigation). However, consent fo inlerceplion/caplure or
seizure of communications and deta is not consent to the use of privieged communications or data for personnel misconduct,
{aw enforcement, or counterinteligence itwestigation against any party and does not negale any applicable privilege or
confidentialty that otherwise applies.

- Whether any padicular cammunication or data qualifies for tha pratection of 2 privilege, or is covered by a duty of
confiderdiality, is determined in accordance with established legat standards and QoD paolicy. Users are sirongly encouraged
to seek personal lagal counse! on such matters priof to using on information system if the user intends to rely on the
pratections of a privilege or canfidentiality.

- Users should take réasonable steps to identify such communications or dala hat the user asseris are protected by any such
privilege of confidentiality. Howaver, the user's identification or assertion of a privilege or confidentiabity is not sufficient fo
create such protection where none exists under established legal standards and DoD goliey

- Ausers faiure fo take reasonable steps ko identify such communications or data as privileged or confidential does not wawe
the privilege or confidentiality if such protections othefwise exist under established tegel slandards and Dol policy However,
in such cases the 11.5. Gavernment is authorized to take reasonable actions to identify such communication or data as being
subject to a pnvilege or conflidentiality, and such actions do not negate any eppiicable privilege or confidentialty.

- These conditions preserve the confidentialily of the communicafion or data, and the Jegal prolectons regarding the use and
disclosure of privileged information, and thus such communications and data are private and confidential, Further, the US.
Governmoent shall take all reasonable meoasunes to protect the content of captured/seized privileged communications and data
o ensure they are appropriately protacted.

¢ In cases when the user has consented 1o conient searching or monitering of communications or data for personnel misconduct, faw
enforcement, or countarintelligence investigative searching, {ie., for alf communications and data other than privileged
communications or dala that are related o personal reprasentation or services by attomeys, psychotherapists, o clergy, and their
assistants), the 1.5. Gavernmant may, solely at its discrelion and in accordance with DoD poiicy, elect fo apply a privilege or other
restriction on the U5, Government's otherwise-authosized use or disclosure of such infomaiion

o All of the above conditions apply regardiess of whether ihe access or use of an information system inciudes tha dispiay of a Nouce
and Consenl Banner ("banner}). When a banner is used, lire banner functions 1o remind the user of the condilions that are set forth in
this User Agreement, regardless of whether the banner describes these conditions in full detall or provides a summary of such
conditicns, and regardiess of whelher the banner expressly references this User Agreement.

27. USER SIGNATURE 28. DATE (YYYYMMND)

OPNAV 5238114 {JUL 2008) For Official Use Only . Page 2074
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EXHIBIT B: SYSTEM AUTHORIZATION ACCESS REQUEST-NAVY

29, NAME (Last, Firgl, Middls imtral) 29a. SOCIAL SECURITY NUMBER {(LAST FOUR)

30, USER RESDONSIBILITIES

1 understand that to ensure the intagrity, safely and security of Navy IT resources, when using those resources, | shall;

- Safeguard information and information systems from unauthonized of inadvertent modification, disclosure, deslruction, of use.

- Protect Controlled Unclassified information (CLUi) and classifiad information fo prevent unauthorized access, compromise, tampering, or
exploifation of the information.

- Frolect passwords for systems requiring logon authentication and safeguard passwords at the sensitivity lovel of the systom for classified
systems and at the confidentiality level for unclassified systems. Passwords will be classilied al the highest level of information processed on
that system

- Virus check all nformabion, programs, and othar fies prior Lo uploading onto any MNavy 1T resource,

- Report ali secunty incedents immadialely in accordance with locat procedures and CJCSM 65 10 61 (senes)

- Accass only that dala, controt information, sofiware, hardware, and firmware for which 1 am authorized access and have a need-tu-know, and
assume only those roies and privileges for which | am auihonized.

Iurther understand that, when using Navy IT resources, | shall not:

- Access commaercial web-based e-mait (e g, HOTMAIL, YAHQQL AOL, elc.)

- Auto-forward cfficial e-mail to & commercial e-mail account.

- Bypass, strain, or test 1A mechanisms (e.q., Firewalls, content filiers, antivirys programs, etc.). If IA mechanisms must be bypassed, | shall
coordinate the procedure and receive written approval from the Local |A Authority (CO or OIC).

- Intreduce or use unauthonzed sottware, Bemware, or hardware on any Navy 1T resource.

- Relocate or change equipment or the nebwork conneclivity of equipment withoul authorization frem my Locat 18 Autharity

- Use personally awned hardwars, software, shareware, or public domain software without authorizetion frem the Local 1A Authorily.

- Upioad executable files (e.9., .exe, .com, wvbs, or .bat) onto Navy IT resources without the approval of the Local 1A Authonty

- Participate in or contribuie to any activity resufting in a disruplion or denial of service.

- Wrile, code, compite, store, transmit, transfer, ar intraduce malicious software, programs, or cade.

- Put Navy |T resources to uses that would reflect adversely on the Mavy {such as uses involving pornography, chain tetters, unofficial
advertising, soliciting o selling except on authorized bulletin boards established for such use; viclation of statute or reguiation;
inapprepnately handled classified informaiion; and other uses ihat are intompalible wiih public service).

31, USER SIGNATURE 32. DATE

“PART Ml . SECURITY MANAGER VALIDATES THE BACKGROUND INVESTIGATION OR CLEARANGE INFORMATION
33. TYPE OF INVESTIGATION . 33a. DATE OF iNVESTIGATION (YYY¥YMMDD)

33b. CLEARANCE LEVEL 33¢. 31 LEVEL DESIGNATION

[JLEVEL 1 [CJLEVEL 2 [JiEvELs

35. SECURITY MANAGER | 36 SECURITY MANAGER SIGNATURE
TELEPHONE NUMBER

34 VERIFIED BY (Print name} 3T DATE (YYYYMMDO)

PART ¥ - COMPLETION BY AUTHORIZED STAFF PREFARING ACCOUNT INFORMATION
38. TITLE: 388 SYSTHEM

38b. ACCOUNT CODE

38c. DOMAIN

38d. SERVER

33c APPLICATION

38f. DIRECTORIES .

38g FILES

38h. DATASETS

39, DATE PROCESSED (vyryiuann}

38b. PROCESSED BY (Print name and Sign}

39c. BATE (vyrvmmon)

10, DATE REVALIDATED (yYyvia0oD)

400, REYALIDATED (Print name and sign)

40h. DATE {yvrauoo)

OPNAY 5239114 {JUL, 2008

For Official Uise Oniy

Page 3of 4
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EXHIBIT B: SYSTEM AUTHORIZATION ACCESS REQUEST-NAVY

INSTRUCTIONS

A. PART I: The following information is pravided by the user when
astablishing
or modifying their USER ID.

{1} Name. The last nams, first aame, and middle initial of the user.

{2} Sacial Security Number The last four numbers in the social security
number of the user.

{3} Crganizationt. The users current arganization {t.e. USS xx, Dol}, and
government agency or commercial firm).

{4) Office SymboiDepartment. The office symbaol within Lhe eurrent
organization (i.e., SD1).

(5) Telgphone Number/DSN. The Defense Swilching Network (DSN) and
commercial phone number of the user.

(6) Official E4nall Address. The user's official e-mail address.

(7) Jub Title/Grade/Rank. The civilan job e (i e, Systerns Analyst, YAQ2,
miltary rank {CAPT, Uniled States Nawvy) or “CONT" if useris a
contractar.

(8) Oificial Mailing Address. The users official mailing address.

{8) Citizenship (U.S., Foreign National or Other).

{10} Dasignation of Persan {Military, Civilian, Contractor).

{11) 1A Training and Awareness Cerification Requirements. User must
indicate if he/she has completed the Annual Information Awereness
Training and the date.

(12} User's Signature, User must sign the OPNAY 5239/14 with the
understanding that they are responsible and accountable for their
password and access to the system(s).

(13) Date The date the user sigas the form.

B. PART il: The information below requires the endorsement from the user's
Superwisor or the Govemment Sponsar.

{14} Justification for Access. A brief staterment Js required 1a justify
establishment of an Inittal USER 1D, Provide appropnate information
if the USER |0 or access to he current USER D is madified.

(15} Type of Access Required; Place an “X* in The appropriale box.
(Authorized - Individual with normal access. Prvileged - Those with
privilege to amend or change system configuration, parameters.
or seftings.)

(16} User Requires Access To. Place an "X" in the apprapriate box.
Specily catagory.

{17} Veriication of Need to Know. To venty that the user requires access

as requested
{17a) Expiration Date for Access. The user must specify expiration date if
iess than 1 vear.

{18) Supervisor's Name {Print Name). The supervisor or reprasentative
onints his/her name to indicate that the above information has been
verified and 1hat access is reguired.

{18a) Supervisor's Signature. Supervisor's signature Is reguired by ihe
endorser or his/her representalive,
(18b) Date. Dale supervisor signs the form.

{19} Supervisar's Organization/Cepariment. Supervisors organization

and depariment. :
(18a) E-mail Address. Supsrviser's -mail address.
(18b) Phone Numbes. Supervisor's telephone number.

(20) Swnature of Informalion GwnerfORPR. Signature of the functional
appaintee rasponsible for approving access to the system being
requested

(20a) Phone Mumber. Functional appeintee telephone number.
(20h) Date. The date the functional appointee signs the OPNAV 5239/14

QOPNAY 5238114 (JUL 2008)

For Ofiicial Usa Crly

{21} Signature of Information Assurance Olfcer AD) ar Apponies
Signature of the 1AD or Appowuntee of the office responsible Tor
approving access to

the system being requested.

{22} Organization/Deparment 1A' organization and departiment

{23) Phone Number. [AQ's telephone number

{24) Date.The date 1AO signs the OPNAV 5239/14.

{25) Name, The last name, first name, and mddée mnitial of ihe wser.

{25a) Social Secudlly Number Tha last four numbers in the user's social
socurity number

{28) Standard Mandatary Notice and Consent Provision This itam is
in accordance with Dol memo did May 9, 2008 (Policy on Use of DoD
Informalion Systems - Standard Consent Banner and User Agresment.

{27) User Signalire User signs.

{28) Date. Date signed.

{29) Name, The fast name, lirst, name and middia inibaf of the vser

{20a) Socsal Secusity Number. The last four numbers n the social securtiy
number of the user.

{30} User Responsibilities

{31} User Signature. Member signs.

{32} Date. Date signed.

C. PART JMl; Cenlification of Background Investigation or Clearance.

{33} Type of Investigation. The user's Jast type of background investigation

(i.e., NAC, NACI or SSBI).

{33a) Dale of Invesiigation. Date of Jast investigation

(330) Clearance Leve! The user's current security clearance level
{Secret or Top Secret).

{33c) IT Leve! Designation. The user's I1 designation
{Leval ], Level Il or Level ill).

{34) Verified By. The Secunty hManager or representative prints hisiher
name lo indicate that the above clearance and invesugation
information has been verified.

{35} Security Manager Telephone Number. The lelepitone number of the
Security Manager of histher representative.

{35} Secwity Manager Signature. The Security Manager or hisfher
rapresentative indicates that the above clearance and investigation
information has bean verified.

(37) Data. The data that tha form was signed by the Security Manager or
hisiher reptasentative

D. PART IV: This information 1s site specific ant can be customized by
either the functional activity or the custemer with appravat fram
NAVMETWARCOM. This information will specifically identify the access
required by the user

{38 - 40b}. Fill in appropriate information

E. DISPOSITION OF FORM:

TRANSHMISSION: Form may be electranically transmitted, faxed or mailed.
If ransmitted elecironically, the email must be digitally signed and encrypicd.

FILING: Retention of this form shall be in accordance with SECNAV M5210-1,
Records Management Manuaf (Section 5230.2 applies).

Page 4 of 4
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Scope and Methodology

We judgmentally selected, through the Department of Navy (DON) Application and
Database Management System, networks with a high, medium, and low number of
devices connected to a network. The three networks selected were: (1) the Naval
Education and Training Professional Development and Technology Center training
network, Pensacola, FL; (2) the Space and Naval Warfare Systems Center-Atlantic Naval
Capital Region Research Development Technology and Education network, Charleston,
SC; and (3) the Office of Naval Intelligence unclassified network, Washington, DC. We
reviewed the three commands’ process of granting contract employees access to
networks. This audit was performed between 18 May 2010 and 7 June 2011.

We did not test the reliability of data from the DON Application and Database
Management System because such a test would have constituted a significant audit effort
that was outside the scope of our audit work. We also did not test the reliability of data
from the networks selected because such a test was outside the scope of our audit work.

There were no previous audits from the Naval Audit Service, Department of Defense
Inspector General, or Government Accountability Office covering granting contract
employees access to DON networks at the three commands visited.

We obtained and audited pertinent documentation, records, and reviewed policies and
procedures used. We interviewed personnel involved in the process of granting contract
employees access the DON networks. We assessed compliance with legal and regulatory
requirements, and evaluated internal controls related to contract employees accessing
networks. We reviewed applicable laws, policies, procedures, regulations, and directives
relevant to the process of granting contract employees access to DON networks.

We reviewed 133 contractors and subcontracts (from a universe of 337) who had access
to DON Non-Naval Marine Corps Intranet networks during 1 October 2008 through
31 March 2010.

e The Naval Education and Training Professional Development and Technology
Center provided a universe of 153 contractors; from this universe we
statistically selected 66 (43 percent) contractors for review;

e The Space and Naval Warfare Systems Center-Atlantic provided a universe of
one contractor; and
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EXHIBIT C: SCOPE AND METHODOLOGY

e The Office of Naval Intelligence provided a universe of 183 contractors; from
this universe we statistically selected 66 (36 percent) contractors for review.

The audit team interviewed command information assurance personnel to determine the
process for granting a contractor access to a network specific to their business
environment. At the three commands reviewed, the process for granting access was
consistent:

e The contractor is to complete Part I of the access request form, sign the user
agreement and responsibilities section of the System Authorization Access
Request-Navy form, complete mandatory initial information assurance training,
and record the date taken;

e The access request form, Part Il, is to be completed by the Government sponsor of
the contractor;

e After the completion of Parts | and Il of the access request form, it is returned to
the information assurance manager or information assurance officer. The
information assurance manager or officer is responsible for verifying that training
has been completed and the form is complete and accurate;

e The form is forwarded to the command security manager to complete and sign
Part 111, which validates date of background information and level of security
clearance through the Joint Adjudication Personnel System; and

e Once all has been completed, the information assurance manager enables the
contractor’s account for access.

The audit team reviewed required System Authorization Access Request-Navy forms for:

e Accuracy of required information in accordance with Department of Defense
(DoD), DON, and local policies; and

e Completeness of all required parts in accordance with DoD, DON, and local
policies.

We also verified the completion of all required information assurance training, and
verified contractors’ background investigations and security clearances through the Joint
Personnel Adjudication System.

Throughout the audit, we kept management officials from the Naval Education and
Training Professional Development and Technology Center, Space and Naval Warfare
Systems Center-Atlantic, and Office of Naval Intelligence informed of the conditions
noted. We held opening conferences with the commands on 18 May, 21 June, and

15 September 2010, respectively. Preliminary audit results were briefed to Naval
Education and Training Professional Development and Technology Center, Office of
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EXHIBIT C: SCOPE AND METHODOLOGY

Naval Intelligence, and Space and Naval Warfare Systems-Atlantic on 12 October 2010,
1 February 2011, and 9 February 2011, respectively.

Based on the sample results, the Naval Audit Service statistician calculated projections
for the number of individuals missing training, the number of individuals with no
evidence in the Joint Personnel Adjudication System who received a favorable
adjudication, the number of individuals missing access request forms, and the number of
individuals with incorrectly processed access request forms. The projections were carried
out at the 90 percent confidence level, which means that there is a 10 percent risk that
each interval does not encompass the true population value of interest. The results of
these projections are in the following two tables.

The first row of the Naval Education and Training Professional Development and
Technology Center table shows that it is likely that between 45 and 72 out of the

153 contractors were missing information assurance training. The point estimate, or best
guess, for this projection was 58 contractors. The remaining estimates can be interpreted
in a similar fashion.

Naval Education and Training Professional Development and Technology Center

90% Lower Estimated 90% Upper
Bound Counts Bound
Missing Informa_tlon 45 58 79
Assurance Training
No Evidence of Favorable
Adjudication in Joint
Personnel Adjudication 17 26 36
System
System Authorization
Access Request-Navy Forms 3 7 14
Missing
System Authorization
Access Request-Navy Forms 122 132 139
Incorrectly Processed
Universe Total = 153
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EXHIBIT C: SCOPE AND METHODOLOGY

Office of Naval Intelligence

90% Lower Estimated 90% Upper
Bound Counts Bound
Missing Informa_tlon 40 53 68
Assurance Training
No Evidence of Favorable
Adjudication in Joint 0 0 5
Personnel Adjudication
System
System Authorization
Access Request-Navy Forms 60 75 91
Missing
System Authorization
Access Request-Navy Forms 92 108 123
Incorrectly Processed
Universe Total = 183

The audit was conducted in accordance with Generally Accepted Government Auditing
Standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit
objectives.

Federal Manager’s Financial Integrity Act

The Federal Managers’ Financial Integrity Act of 1982, as codified in Title 31, United
States Code, requires each Federal agency head to annually certify the effectiveness of
the agency’s internal and accounting system controls. During this audit, we identified
internal control weaknesses in the oversight and monitoring of contract personnel
accessing DON non-Navy Marine Corps Intranet networks. In our professional
judgment, the internal control weaknesses identified in this report may warrant reporting
in the Auditor General’s annual Federal Managers Financial Integrity Act memorandum
identifying management control weaknesses to the Secretary of the Navy.
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Activities Visited and/or Contacted

Commands Visited:

Commander, Naval Education and Training Professional Development and
Technology Center, Pensacola, FL

Space and Naval Warfare Systems Center-Atlantic, N. Charleston, SC
Commander, Office of Naval Intelligence, Washington, DC

Commands Contacted:
Department of the Navy Chief Information Officer, Arlington, VA

Space and Naval Warfare Systems Command, San Diego, CA
Space and Naval Warfare Systems Center-Pacific, San Diego, CA
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Management Response from Department
of the Navy Chief Information Officer

FOIA (b)6

DEPARTMENT OF THE NAVY
IFFICE OF THE CHIEF INFORMATION OFFICER
NAYY PENTA

ON, DG 20):

20 July 2011

MEMORANDUM FOR ASSISTANT AUDITOR GENERAIL OF THE NAVY FOR
FINANCIAL MANAGEMENT AND COMPTROLLER AUDITS)

Subp: RESPONSE TO NAVAUDSVC DRAFT AUDIT REPORT N2010-0068, 7 JUN 2011,
CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY INFORMATION ON
NON-NAVY MARINE CORPS INTRANET NETWORKS

Ret:  (a) Naval Audit Service lir 7500 ser N2010-NFAOCOO-0068 of 7 Jun 2011

Encl (1) DON CIO Response 1o NAVAUDSVC Dralt Audit Report N2010-NFAOMM0068

Reference () requires i response to subject audit. The audit contains eight recommendations
tor response by the Department of the Navy Chief Information Officer (DON CIO), Commiander

Nuval Education and Training Professional Development Technology Center, Space and Navid

Warture Systenys Center-Atlantic, and Commander, OMice of Naval Intelligence.

The DON CI0O concurs with the sudit findings and recommendations. In enclosure (1)
we have provided the combined responses, us forwarded and approved by OPNAV N2/NG

The DON CIO points of contact for this matter acc [EEEGGG__—_————
|
Department of the Navy
Yrincipal Deputy Chief Information Officer

('U;l_'y (0N
OPNAV NUN6O (Attn: NYUN6FI5B)
NAVAUDGEN (Ann: [

FOR OFFICIAL USE ONLY

FOIA (b)6

FOIA (b)6

The management
response from DON CIO
is not being treated as
FOUO, therefore we are
striking the FOR
OFFICIAL USE ONLY
markings on the
management response.
However, we are
marking this page of the
report FOUO because
the management
response contains
personally identifiable
information that is
exemption from release
under Freedom of
Information Act
Exemption (b)6.
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APPENDIX 1: MANAGEMENT RESPONSE FROM DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER

DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER RESPONSE TO
NAVAL AUDIT SERVICE DRAFT AUDIT REPORT, N2010-NFA000-0068,
CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY INFORMATION ON
NON-NAVY MARINE CORPS INTRANET NETWORKS

NAVAUDSVC Recommendation 1 for DON CIO Action:
Provide oversight to ensure compliance with policies and procedures for granting contract
employces” access to Department of the Navy networks as required by Secretary of the Navy
Instruction 5239.3B.

DON CIO Response:
Concur.

DON CIO is coordinating with the Naval Inspector General (NAVIG) to include this
oversight in their command inspections. DON CIG is updating the DON 2005 Effective Use
Policy. That policy memorandum is currently out for Flag/SES review. Language to address
the concerns in the audit was inserted. Estimated completion on 1 September 2011.

Concurrently, the Navy is updating the System Auvthorization Access Request-Navy (SAAR-
N} form, with estimated completion by 31 December 2011.

NAVAUDSVC Recommendation 2, 3, and 4 are addressed to the Commander Naval
Education and Training Professional Development Technology Center (NETPDTC) for
Aection.

NAVAUDSVC Recommendation 2:
Suspend network accounts for contract employees who have no record of security
clearances/background investigations in the Joint Personnel Adjudication System until issues
are resolved.

NETPDTC Response:

Concur.

NETPDTC agrees that employees without record of security clearance or background
investigation in the foint Personnel Adjudication System (JPAS) should not have network
accounts or access to the network, The following corrective actions have been taken:

(1} Upon receiving the preliminary audit results last fall, NETPDTC researched the 11
records reviewed in the audit and resolved 10 of the 11 instances of the issue of lack of
record of a [avorable adjudication/background investigation in November 2010. The record
for one contact employee listed on the audit sampling has not vet been resolved for &
favorable adjudication/background investigation. NETPDTC will suspend the network
accounl [or this contract employee by 31 August 2011 if the background investigation has
not been resoived at the time. The suspension will continue until all issues are resolved.

1 Enclosure (1)
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APPENDIX 1: MANAGEMENT RESPONSE FROM DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER

(2) The FY 12 Stalement of Work for the Computer Science Corporation (CSC) contract
requires that ali contract employees have a Common Access Card (CAC) before they are
allowed on the network (if access is required Lo perform their job duties).

(3 After the initial audit finding, CSC reviewed all contract employee records for all
400+ contractors hired on the contract and made proper resclutions where necessary
regarding 1) documentation of background investigations or security clearances; 2} proper
completion of system access forms; and 3) documentation of the completion of required
training. In addition, NETPDTC is taking action to conduct a review of all contract
employecs to verify that all have a background investigation or security clearance on file.
NETPDTC will take action to suspend the account of any contract employee who does not
have a record of either a background investigation or security clearance in JPAS.

Expected completion of the action is 30 September 2011 for current employees, and will be
subject Lo continuing action thercafter.

NAVAUDSVC Recommendation 3:
Review System Authorization Access Request-Navy and training documentation for all
contract cmployees for completeness.

NETPDTC Response:
Concur,

NETPDTC agrees adequate controls should be in place to ensure contractor SAAR-N forms
arc complete. The NETPDTC Contractor Ofticer Representative (COR) will:

{1) Develop and implement a process to perform periodic inspections of contractor
SAAR-N Forms. The NETPDTC COR has revised the Technical Assistant {TA)
appointment letter making the TA responsible for “coordinating” the background/security
and SAAR-N information/requirements.

{2) Additionally, the FY12 Task Order will incorporate a paragraph to address these
requireinents,

Expected completion of the action is 30 June 2012,

NAVAUDSVC Recommendation 4:
Update the local instructions to include, but not limited to: (1) requiring proper completion
of System Authorization Access Request-Navy forms before granting system access; (2)
requiring quarterly inspection of System Authorization Access Request-Navy and training
documentation for all new ‘contract cmployees; and (3) specifying retention period for
training documentation as required in the DON Records Management Program.

NETPDTC Response!
Concur.

Although individual {remote) sites will be held responsible to ensure internal controls for
systemn access requirements are in place, NETPDTC agrees final responsibility for the
contract employees belongs to the command. NETPDTC COR will;

2 Enclosure (1)
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APPENDIX 1: MANAGEMENT RESPONSE FROM DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER

(1) Develop and/or revise local instructions/documents to ensure proper completion of
SAAR-N Forms, perform quarterly inspections of contractor SAAR-N Forms, and retention
of training documentation.

(2) Additionally, the FY 12 Task Order will incorporate a paragraph to address these
requircments,

Expected completion of the action is 30 June 2012.

NAVAUDSVC Recommendation 5 and 6 are addressed to the Commander Space and
naval Warfare Systems — Atlantic for Action.

NAVAUDSYC Recommendation 5:
Review System Authorization Access Request-Navy documentation for all contract
employees for completeness.

SPAWAR Response:
Concur.

SPAWARSYSCEN-Atlantic is currently reviewing all contract employee SAAR-Ns for
completeness.

Estimated completion date is 30 June 2012,

NAVAUDSVC Recommendation 6:
Update standard operating procedures Lo include a requirement for quarterly inspections of
System Authorization Access Request-Navy documentation for all new contract employees.

SPAWAR Response:
Concur.

SPAWARSYSCEN-Atlantic is updating its Standard Operating Procedures/Process to
include and implement a quarterly review process comparing new contractors with I'T access

o SAAR-Ns on file.

The update and instantiation of processes will be completed by 30 June 2012,
NAVAUDSVC Recommendation 7 and 8 are addressed to the Commander Office of Naval
Intelligence (ONI} for Action.

NAVAUDSYC Recommendation 7:

Review System Authorization Access Request-Navy and training documentation for all
contract employees for completeness.

3 Enclosure (1)
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APPENDIX 1: MANAGEMENT RESPONSE FROM DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER

ONI Response:
Concur.

The Hopper Information Services Center (ISC) is working in concert with the ONI Special
Securily Office (SSO) to execute a 100} percent inventory of SAAR-N Forms and associated
training decumentation for all 451 of the contractors who currently have access to the ONI
Sensitive but Unclassified Internet Protocol Router Network {(NIPRNET).

Estimated complefion date for the inventory is 30 September 2011.

NAVAUDSVC Recommendation §:
Establish written standard operating procedures to include, but not limited to: (1) identifying
processes [or granting network access; (2) requiring proper completion of System
Authorization Access Request-Navy forms; (3) requiring quarterly inspection of System
Authorization Access Request-Navy and training documentation for all new contract
employees; and {4) specifying the retention period for training documentation as required in
the DON Records Management Program.

ONI Respeonse:
Concur.

The Hopper ISC is working with ONI claimancy to draft an Office of Naval Intelligence
Instruction (ONIINST) that formally codifics a SAAR-N and broader user access
management Standard Operating Procedure (SOP) assembled in May 2011 by a command-
wide tiger teamn. The ONIINST is on-track for Commander, Office of Naval Intelligence
{COMONTI) approval and subsequent promulgation by 31 August 2011,

Estimated completion of actions is 30 September 2011.

4 Enclosure (1)
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Management Response from
Commanding Officer, Naval Education

and Training Professional Development
and Technology Center

FOIA (EI
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

HETEFDT( RESPONSE TC FINDINGE IN HAVAL AUDIT SBRVIUE DEAFT REPORT
ENCITLED “CONTRACTORS ACCEESING DEPARTMENT OF THE wHavy
INFORMATION ON HON-NAVY MARINE CORPE INTRANET RETWORED

(HZOLO-HFROSO-0068)

Jeint Perponpel Adiudication Svstem:

FINDING {page 6}): We found that 11 {17 péreent’ of €2 contract
employees Had acceegs to the network, bt had no vecord of a
Favorable adjudication/background investiganion.

HETPDTC RESPONEE T0 FINDING: Of fChe 11 contract employees in
the sample, 3 of thess contraciors possessed ¢learanges which
ware finalized in 2003, 2004, and 2008, Compuber Sglences
Humpesrs Lo the NAVAUDSVI fcr 2 of the ¥ contracbers, whidh
expiaing the absence of their invesbigabion. in Joint Parsonnel
Adjudicazion System {(JPAS). The pther conbtragtor had a
clearance and NETPDTC does not understand why the NAVAUDSVC wag
unakle to find the glearance in JPAS. The remaining 7
centyactorg complieted thelr reguired deocumsihtation for a
backgrournd investigation and sukbmitted their application
packages ©o the gecurity personnel st their (yemote: sizes,
However, the remote site security personngl refused fo agceps
and process. the packages. KETPDTC subseguently ssked Fhese
dontrastors to send the packages to NETPDTD sééuxi;y mersonne’l
for provessing.  NETPDTC tock this step in order to ensurs the
nontractors were appropriately cleared. Curresntly all of these
background investlgations have bheen corpleted (with no lssues)
with the szeeption of 1 investiostion still in DY OOSsss . None of
the 11 conuvactors werg located a2t HETPDTC.  although HETYDTC is
the fZontraoting Cfificer’s Representative (£0R), the command
relies on goverament oversight of conbtyachors by whe local
lgeographically disbursed) commands that are su§§czted'by'thé
Sontract. Lontvactors working at remote sinss ars undsr bha
durisdiction of fhe command to which they sre aggloned to
support. Local oversight of contract personngl iz fhe
vesponsibility of the command to which the contractors provide
suppart .  Commands have bean mandated te dse the Sontrachor
Verificabion System (CVE]L to facilitare the application,
validation, and approvel. of personnsl data Ffor the purpose of

issuing a Common. Access {apd (CAT) to contrackor versonnsl.

Englopure (1)

The management
response from DON CIO
is not being treated as
FOUO, therefore we are
striking the FOR
OFFICIAL USE ONLY
markings on the
management response.
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

WETPDTL RESBPONSE TC FINDINGS IN HAVAL AUDIT SERVICE DRAFT REPURT
BNTITLED “CONTRACTORE ACCESSTNG DEPARTMENT OF THE NAVY
INFORMATION ON KON-NAVY MARINE CORPS INTRANET NETWORKS

(N2010-NFAGOO-0068)

Systens Authorization Access Reguest Form:

FINDING {page &): In agdition, we found that & (9 percent? of
§6 mocesd reguest forme were properly processed as vequited by
Commander Haval Hetwork Wariare Cotmand, Computer Tasking Order.
However, 57 (BE perceni) formg wers not. For example, the
accesy reguest formg: 1) ware missing ssourity validabions and
degignation of informavion technelogy access level: %) had ne
signsture of spproval by the information gssurance manasger

and/or security manager: or 3} had late sigmatures of approval.

NETFDTIC BESFONSE TO PINDING: Only 5 of the contractor emplovees
whe £illed cur the SAAR forms were Looated ab Pensacols. OF the
5, 2 were jocakbed ab NAS Pensacola and [ was located st Corry
Stavion Pepsacola. Both of these lorations conduct theilr cwn
security clearance programs. The remaining 2 wers locabted at
Baufley Pisld but 1 was submitted by & Carnter for Personal and
Professional Deveiopmeﬁz {CPPD) emwployee. The CPPD cowmand has
furisdiction over their SAARR forme. NETPDTD conducted a review
of vhe SBAR docutnent on file for the 1 remaining NETRDTO
contractor and found no issues of note. Mot all blocks wers
Filled, but the pertinent ones céntsined appropriate daba and

T huem %iésing blocks wers not of legal walue or issue. Tocal and
glebal governance policy/reguivesents and processes Bave bhesn
strengthened since esarly implementaticn and now all Blocks ape
Filled Zfoy eadh submitted SZAR form.

Training:

PINDING. {(Page Ti: We found Ehat 38 (5% percent! of &6 contract
enmplovees completed reguired braining. However, 25 {38 percent)
of 82 conbract emplovess were accassing the network without
svidence of reguired laitial training. Svecifically. 6 (24
percent) of 2% conbract enplovess were missing reguired inirdial
personal identifisble dnformation braining, aud 4o (g percent)
of 25 contract employees were migsing both initial isformaiion
aspurancs and personal idevntifiable information training Defare
accessing the network.

& BEndlosure {1}
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

NETEDTC RESPONSE TO PINDINGE IM NAVAL AUDIT SERVICE DRAFT REEORT
ENTTTLED “CONTRECTORS ACCESSING DEPARTMENT OF THE NAVY
INFORMATION ON NON-NAVY MARINE CORPE INTRANET METWORKS

{NEOLD-HFARA0O- D068

NETPDTS RESPONSE TC FINDING: Per NEIPDTE review of the
NAVEUDSVS sampling list, there was only 1 contractor Locited at
BETEDTC who had not completed initial PIT tyaining. 211 of the
obher 24 contractors ware looabed at ofher {remobe] sites, Our
verification showsed all the contractovs located al obhar
Pengacolia gizes had aisc completed Informacion Assurance and
ipitial PIL btralving.

~FOR-OFPICTED B RO
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

NETPDTC RESPONBE TC RECOMMENDATIONS IN WRVAL AUDIT SERYICE DRAFT
REPORT ENTITLED “CONTRACTORE ACCESSING DEPARTHENT OF THE WAVY
INFORMATION ON HOMN-NAVY HARINE CORPS THTRANET HETWORES
INZOL0-NEAQGLO-0068)

1. RECOMMENDATION 2. Suspend network acoountbs for eonbrach
employvess wao bave no ecord of securily elesrance 5/ ﬁgrauUd
investigations in the Joint Personnel Bfrudicarion Systenm unkdil
r@sues are rvesclved.

5. NETPDTC RESPONSE TO RECOMMENDATION 2. CORCUR.  NETPDUC
soreszs that employvees without record of gecurity clearance or
barkground i{mvestigation in the Joint Personnel Adjudicablion
gystem should nob have network accounts or access 1o the
network. The following corrsctive zccion has bien takens

{1} Upoh reseiving the preliminary audit resnlts last
fall, NRTEDTC researshed the. 11 recoxds reviewed in the audit
and resalved 10 of the 11 instandss of the lssue of lack of
record of 2 Favorabls adiugivabionibackground dnvestigation in
Noverber 2015, The recerd for 1 conbragy employee listed en ths
audit sampling has oot yeb beesn resolved for g favorakils

adiudication/background lovestigetion. KETERIC will sugpend the
network account For this contract smploves Ly 33 August 2011 if
the background {fwvestigation hes zot been resolved at that time.
The suspension will contisue until all issues have besn
regolvad.

{2y The FY1I2 Fratement of Work for the Computer Bolence
Corporation 0B contract regulires that 2ll coptracl snwlovees
have a Common Avszess Tard (CACSY before they

¢

ars. allowed on the
{if access i3 vequired to pexrform theip

nebwork Heb duties) .

33 Afrerx She ipitial addin Tindings, CBC reviewsd 11
contract emplioyes records for all 400+ contracnorsg ¥ g
contrach and mads proper resolutions whsrs nedessizy rYegayding
1y documentaticn of bac&gxaanﬁ_mnv&sti@atioxg oY security
clearances; Z) propes complebion of svshen access forms; and 3}
Ascunentation of the completion of reguired training. In
addition, WETPDIC is taking action to conduct a review of all
contract employees to verify that all have a background
irvestigation or securiby clearance on £ils, NETPDTC will take
action ko suspend the acoount of any centwact employse who does

Buelosuns {2}

POROPPTOTRL OEROWEY
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

METPOPC RESPONSE TO RECOMMENDATIONS IN NAVAL AUDIT SERVICE DEAFT
REPORT ENTITLED “CONTREACTORE BAOCESSING DEPARTHENT OF THE NAVY
INFORMATION ON NON-MAVY HARINE CORPS TNTLINET NETWORES
(WZ2010-NFRO00-DO6HE)

record ©f eibther a background investigablon or ssourity
clearances in JRAS.

b, TARSET DATE FOR COMPLETION: ABlihough remedial actions
have already taken place, this will ke an ongeoing effort te

ensvre continned compliancsa.,

2. ﬁEéGMMﬁNDA?ZQ% %, Review Svstem &gthaxiza*ion Hoogos

emy%@ygag icr cg%pl@;eﬁaasv

. HETPDIC RESPONSE TD RECOMMENDATION 3, CONCUR. NETepTy
agress adeguate controls should be in place to snsure coptractor
Bysten Ruthorization Access Request-Wavy {(SAAR-N) forms are
complets .  NETPODTS COR will:

(1) Develop and lmplement a prousss to perform periodic
inspections of conbyagtor SAAR-N Foyms. The NETEDTC COR has
revizged the Technical Rssistant {(TA) appointuent letter making
che T4 responesible for “goordinsving” the backgrownd/seouricy

ard £AAR-N *n%axmﬁtzmn}reqm;z@memts«

(2] additionally, the FY12 Task Order will incorporate
a paragraph o dddress these requirements.

B. TARGET BATE FOR COMPLETION: 31 December EASHISS

F. BECOMMEWDATION 4. Update local instructions to include, but
not limited to: 17 requiring proper completion of Systen
Authorization hocess R@q&egtmﬂévy forte: before granting svsten
adeess: Z¥ reguiring qua%t@r}y-iﬁgggctiﬁn of Syabem
Futharization Access Reguest-Navy and rraining doocumentation for
@1l mew contract employess; and 3) spetifying revention eyt ad
fer training deocumentation as required in the TN Reoords

¥

Mamagemant Program.

.

2. HETPDEC RESPONSE TO RECOMMEEDATION 4. CONCIUR.  Althoughn
individual (remste) eites will be held regponeibls Lo ensurs
internal aontrols for system acoesg reguirémantis are in place,
HETEOTC agrees final resporsibility for the contract smplovess
belongs Lo the command. HMETPDTC CCR will.s

@ Enciosure (2}
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APPENDIX 2: MANAGEMENT RESPONSE FROM COMMANDING OFFICER, NAVAL EDUCATION AND TRAINING
PROFESSIONAL DEVELOPMENT AND TECHNOLOGY CENTER

METRDTS RESFONSE TO BECOMMEEDATIONS IN NAVAL AUDIT SERVICE DRAFT
REPORT BNTITLED “CONTEACTORE ACUESSING DEPARTHENT OF THE NAVY
IHNFORMATION ON NOM-NAVY MARINE CORPS INTRANET NETWORES
(H20T0-NEASDO-0068)

{1} Develop andfer reviss Local lnstructlions/documents
T ensure propel completion of SARR-W Forme, perforwm guarbsrly
ingpecticons of contractor SARR-W Forms, and restention of
tranning documencanion.

{2} Additiomally, the FY12 Task Order will incorporate

a paragraeh to addregs these requirsments.

L. TARGET DATE FOR COMPLETION: 31 Decembsr 2001

iy

4. Enclogure (29
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Management Response from

Commander, Space and Naval Warfare
Systems Command

DEPARTMENT OF THE NAVY
SPACE AND NAVAL WARFASE EYETEMS CONMAND
410 PACIFC MIDMWAY
HAK DIEQO, CAS2110312Y

FIRST ENDORSEMENT on SPAWAR Systems Center Atlantic ltr
7500 Ser 86/02461 of & Jul 11

From: Commander, Space and Naval Warfare Syatema Command
To: Rasistant Auditor General for Financial Management and
Comptroller Audits, Naval Audit Serxvice

Subji: NAVAL AUDIT SERVICE (NAVAUDAVC]) DRAFT AUDIT REPORT ON
CONTRACTORS ACCESAING DEPARTNENT OF THE NAVY INFORMATION
ON NON-NAVY MARINE CORPE INTRANET NETWORKE, PROJECT NO
N2010-NFAQQ0-0068, DATED 7 JUNE 2011

1. Forwarded with concurrence.

2, Questions concerning thig corregpondenca may be directed to

I, < cAAR Incpoctor Genexal, at

Copy to:
SPAWAR Syatems Center Atlantic

OPNAV N2/N& The management

response from SPAWAR
is not being treated as
FOUO, therefore we are
striking the FOR
OFFICIAL USE ONLY
markings on the
management response.
However, we are
marking this page of the
report FOUO because
the management
response contains
personally identifiable
information that is
FOR-OPFICTAL -USE-ONLY exemption from release
under Freedom of
Information Act
Exemption (b)6.
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FOR OFFICIAL USE ONLY

APPENDIX 3: MANAGEMENT RESPONSE FROM COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS

COMMAND
DEPARTMENT OF THE NAVY
SPACE AND NAVAL WARFARE SYSTEME COMMAND
4301 PACIFIC MIGHWAY
SAK DIEGO, CA 921103127
7500
Ser 8.6/023
11 Jul 2011
FIRST ENDORSEMENT on SPAWAR Systems Center Atlantic ltr
7500 Sexr 86702461 of 6 Jul 11
From: Commander, Space and Naval Warfare Systems Command
To: Agsistant Auditor General for Financial Management and
Comptroller Audits, Naval Audit Service
Subj: NAVAL AUDIT SERVICE (NAVAUDSVC) DRA¥FT AUDIT REPCRT ON
CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY INFORMATION
ON NON-NAVY MARINE CORPS INTRANET NETWORKS, PROJECT NO.
N2010-NFAQ00-0068, DATED 7 JUNE 2011
1. Forwarded with concurrence.
2. Questions concerning this correspondence may be directed to
I < AR Inspector General, at [INEEEGE FOIA (b)zl
Deputy Commander
Copy to:

SPAWAR Systems Center Atlantic
OPNAV N2/N6&
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APPENDIX 3: MANAGEMENT RESPONSE FROM COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS

COMMAND

Space and Naval Warfare Systems Center Atlantic Response to
Recommendation in Naval Audit Service Draft Audit. Report
N20LO-NFAQGG-00ES

We recommend that Executive Director, Space and Naval Warfare
Syetems Center - Atlantic: '

Recommendation 5. Review System Authorization Access Reguest-
¥avy documentation for =zll contract employses for completenass.

Reasponse: Concur. SPAWARSYSCEN Atlantic is currently reviewing
all contract employee SBAR-Ns for completeness. Estimated
completion date is 31 May 2012.

Recommendation é. Update standard operating procedures to
inelude a requirement for quarterly inspections of System
Aunthorization Access Request-Navy documentation for all new
contract employeses. '

Regponge:; Concur., SPAWARSYSCEN Atlantic iz updating its
Standard Operating Procedurss/Process to include and implement a
quarterly review process comparing new contractors with IT
access to SAAR-Ns on file. Update and instantiation of process
will be completed by 31 May 2012,

Encleosure {1)




Management Response from

Commander, Office of Naval Inte

DEPAR]MENTOFTHENAVY

I0E OF NAYAL IITELLIGE
51 ‘aUn-LA'\D ROA
GT0N. 0.C. 20395

address I

Deputy

Copy to:
NAVINSGEN [04)
I s

I CIo

otiI
ONI MSD

FOIA (bEI

FOR-OFFICIALUSE-

r’|
P
e

IN AEPLY REFER TO
7510
Ser 00/ 110
28 Jun 11}
From: Commander, Oifice of Naval Intelligence
To: Assistant Audlitor General for Financial Management and
Comptroller Audits
Subj: CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY INFORMATION
ON NON-NAVY MARINE CORPS Il""RJ‘NF.'I‘ NETWORKS uAb\:'T AUDIT
REPORT N2010~-NFADQO0-0068
Ref (2} NAVAUDSVC memo 7510 N201C-NFAQCD0-0068 of 7 Jun 11
Encl: (1) Office of Naval Intelligence {(ONI) Response o
Findings and Recommendations
1 As requested by reference (a), enclosure {1) provides oux
responge to the findings and recommendations contained in
subject vepoxrt
2., The ONI point of contact fer this issue is [N
ON1-232, UNCLASS Internet

FOIA (bEI

The management
response from ONI is
not being treated as
FOUO, therefore we are
striking the FOR
OFFICIAL USE ONLY
markings on the
management response.
However, we are
marking this page of the
report FOUO because
the management
response contains
personally identifiable
information that is
exemption from release
under Freedom of
Information Act
Exemption (b)6.




APPENDIX 4: MANAGEMENT RESPONSE FROM COMMANDER, OFFICE OF NAVAL INTELLIGENCE

OFFICE OF NAVAL INTELLIGENCE (ONI] BRESDPONSE

LRAFT AUDIT REFORT N20L0-NFAGQG~0Q0&8
CONTRACTORE ACCESSING DEPARTMENT OF THE HAVY INFORMATION ON
NON-WAVY MARINE CORPS INTRANET NETWORKS

ONI-SPECTIFIC FINDINGS/CONCLUSIONS AND RECOMMENDATICNS

Finding - Authorization for Access

Auditors reviewed 66 of 133 contract emplovess who had access to
sne of the ONI nebtworks. huditors determined that ONT had no
local guidance on the complete procses of granting network
access. The command follows an unwritten procedure for granting
contract employees access te any of thelr netwerka.

Joint Personnel Adjudication System [(JPAS). ONI regquives
gpecific security aceass and a Single Scope Background
Investigation prior to gaining accese to their network. &A1l
68 contract employees had the specific securivy adiudication
and background investieation records in JPAE.

Systemd Authorizaticon Access Reguest-Nayy (SAAR-N) Form. ONI
wag able to provide 39 of the 65 SAAR-N forms reguested. The
command had no documentation for the remaining 27 contract
employees. Of the 39 SAAR-N forms received, none of them were
properly compleced and processed.  This occurred because
personnel were unaware of the access request form reguirement:
not reviewing forms; and not documenting approvals.

Information Assurance (IA) Training. Auditors verified chat
47 of 68 contract employees had evidencs of indtial IAa
training reguired by Dol Instruction 8570.01-M. However, 19
centract employees were accesgeing the network without any
evidence of regquired initial IA training. This ocourred
because contract emplovees were not caking the training or
comnand persconnel were not maintaining regulrzed documentatcion,

oI Comments:  {Jonour.

Concluaion. Opportunities exist vo dlmprove DON' g process of
granting contractoy and subconbractor personnel accesg Lo
information on non-Navy Marine Corps Intranet networks, Tha
need to properly authorize and recelve appropriate craining to
acoess nevtworks is a concern throughout DON. Auditers foungd
that (1} centract employess did not have documented background

EECLOSURE( )
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APPENDIX 4: MANAGEMENT RESPONSE FROM COMMANDER, OFFICE OF NAVAL INTELLIGENCE

invegtigations or security clearances pricr to accessing the
network: (2] systewm access forms were incomplete, inacourate, o
miasing: and (3} contract employees had not completed the
required indvial trainineg.

OHI Comments: Concur with Comclusions {2} and (37.
Conplusion {1} doss not apply, as ONI requires specific
security access and a Single Scope Background Investigstion
prior to gaining access Lo our network.

ONT-gpecific Recommendations

Nete - Recommendations @1 through 6 of chis report do not apply
to ONT or its echelon IIT organigations,

7. Heview System Authorization Access Reguest-Navy and training
documentation for all contract employees for completeneas,

ORI Comments: Coneur. Hopper ISC is working in conecert
with the ONI Special Security Office {$80] to execute a 100
percent inventory of System Authorization Access Reguest-
Mavy (SAAR-N] forms and asvoclated training documentation
for all 451 of the contractors who currentily have access to
the ONI Sensitive but Unclassified Internet Protocel Router
Hetwork (MNIPENET). Sstimated completion date for the
inventory is 8 Jul 2011,

8. Establish written standard operating procsdures to includs,
but not limited to: {1) ildentifying procssses for granting
network acgess; {(2) regquiring proper complevion of Svstem
Authorization Access Request-Navy forms; {3} regulring guarvesly
inspection of System Authorizacion Access Request-Navy and
training documentation for all new contract emplovees: and (4)
specifying the rstenvion period for vraining doocumentation as
required in the DON Records Management Program.

ONI Comments: Jonour. Hopper ISC 1s working with the ONI
craimansy to draft an Office of Waval Intelligence
Instruction [(ONIINST) that formally codifies a SARR-N and
broader user ascsss management Standard Operating Procedure
{30P) agsemblad in May 2011 by a command-wide tiger team.
The ONLINST is on~track for Commandey, Office of Naval
Intelligence {(COMONI) approval and subsequent promulgatieon
vy 31 Aug 2011,
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