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MEMORANDUM FOR DEPARTMENT OF NAVY CHIEF INFORMATION 

OFFICER 

COMMANDER, NAVAL EDUCATION AND TRAINING 

PROFESSIONAL DEVELOPMENT AND TECHNOLOGY 

CENTER  

COMMANDER, SPACE AND NAVAL WARFARE 

SYSTEMS CENTER-ATLANTIC 

COMMANDER, OFFICE OF NAVAL INTELLIGENCE 

 

Subj: CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY 

INFORMATION ON NON-NAVY MARINE CORPS INTRANET 

NETWORKS (AUDIT REPORT N2011-0056) 

 

Ref: (a) NAVAUDSVC memo N2010-NFA000-0068, dated 6 Apr 2010 

 (b) SECNAV Instruction 7510.7F, “Department of the Navy Internal Audit” 

 

1.   The report provides the results of the subject audit announced in reference (a).  

Section A of the report provides our finding and recommendations, summarized 

management responses, and our comments on the responses.  Section B provides the 

status of recommendations.  The full text of management responses is included in the 

Appendices.  
 

Command Finding 
No. 

Recommendation 
No. 

Department of the Navy Chief Information Officer 1 1 

Commander, Naval Education and Training Professional 
Development and Technology Center  

1 2-4 

Commander, Space and Naval Warfare Systems Center-
Atlantic 

1 5-6 

Commander, Office of Naval Intelligence 1 7-8 

 

2.   Actions planned by Department of the Navy Chief Information Officer meet the intent 

of Recommendation 1.  Actions planned by Commander, Naval Education and Training 

Professional Development and Technology Center meet the intent of Recommendations 3 

and 4.  Actions planned by Space and Naval Warfare Systems Center-Atlantic meet the 

DEPARTMENT OF THE NAVY 
NAVAL AUDIT SERVICE 
1006 BEATTY PLACE SE 

WASHINGTON NAVY YARD, DC 20374-5005 



Subj: CONTRACTORS ACCESSING DEPARTMENT OF THE NAVY 

INFORMATION ON NON-NAVY MARINE CORPS INTRANET 

NETWORKS (AUDIT REPORT N2011-0056) 

 

intent of Recommendation 5 and 6.  Actions planned by Commander, Office of Naval 

Intelligence meet the intent of Recommendation 7 and 8.  Recommendations 2 and 7 are 

closed; Recommendations 1, 3-6, and 8 are considered open pending completion of the 

planned corrective actions, and are subject to monitoring in accordance with reference 

(b).  Management should provide a written status report on the recommendations within 

30 days after target completion dates.  Please provide all correspondence to the Assistant 

Auditor General for Financial Management and Comptroller Audits, XXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXX, with a copy to the Director, Policy and Oversight, 

XXXXXXXXXXXXXXXX.  Please submit correspondence in electronic format 

(Microsoft Word or Adobe Acrobat file), and ensure that it is on letterhead and includes a 

scanned signature.  

 

3.   Any requests for this report under the Freedom of Information Act must be approved 

by the Auditor General of the Navy as required by reference (b).  This audit report is also 

subject to followup in accordance with reference (b).  

 

4.   We appreciate the cooperation and courtesies extended to our auditors. 

 

 

 

 

 

XXXXXXXXXXXXXXXXX 

Assistant Auditor General 

Financial Management and Comptroller Audits  

 

Copy to: 
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OGC 

DCMO 

ASN (M&RA)  

ASN (FM&C)  

ASN (FM&C) (FMO) 
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ASN (RD&A) 

CNO (DNS-33, DNS-36, N6, N4B) 

VCNO 

CMC (RFR) (ACMC) 
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Section A:  

Finding, Recommendations, and 

Corrective Actions 

 

Finding:  Authorization for Access  

Synopsis 

The Department of the Navy (DON) Chief Information Officer needs to improve internal 

controls over the authorization process for contract employees and subcontract employees 

to access non-Navy Marine Corps Intranet networks.  At three Navy commands visited, 

we audited 133 contract employees who accessed non-Navy Marine Corps Intranet 

networks during the period 1 October 2008 to 31 March 2010.  We found 122 contract 

employees had both a background investigation and a proper level of security clearance; 

6 contract employees had accurately completed System Authorization Access Request – 

Navy/access request forms; and 84 contract employees had completed training to access 

the network as required by Department of Defense (DoD) guidance.  However, 

11 contract employees did not have documented background investigations or security 

clearances prior to accessing the network; 127 had incomplete, inaccurate, or 

unaccounted for access request forms; and 44 contract employees had not completed the 

required initial training.  This occurred because personnel: (1) were not verifying 

evidence of contract employee’s identity/security clearances and completion of access 

request forms prior to granting network access; and (2) were not documenting 

employee’s initial training.  Failure to properly authorize access to DON non-Navy 

Marine Corps Intranet networks and provide initial training, increases the risk for theft of 

DON-sensitive and personal information.  

Reason for Audit 

The audit objectives were to verify that: (1) contractor and subcontractor personnel were 

properly authorized, and received appropriate training, to access information on 

non-Navy Marine Corps Intranet networks, and (2) remedial actions were taken if 

information security was breached.  

This audit was requested by the DON Chief Information Officer.  The request was in 

response to an incident involving a subcontractor’s employee who was not properly 

screened before providing service to the Navy.  The unknown nature of internal controls 

and magnitude of risks in the contractor arena raise serious questions about contractor 

access, and safeguarding of DON information and personally identifiable information.   



SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS 
FINDING: AUTHORIZATION FOR ACCESS 

2 

 

. . . . . . . . . 
 

Noteworthy Accomplishment 

Prior to the audit, the Naval Education and Training Professional Development and 

Technology Center initiated an internal review of all access request forms for contract 

employees with command access.  This was prior to our recommendation for periodic 

inspection of the forms.  The command modified the check-in/check-out and document 

review processes as a result of their review.  

Pertinent Guidance 

DoD 5200.2-R, “Personnel Security Program” January 1987 administrative 

reissuance incorporated through 23 February 1996, establishes policies and 

procedures to ensure that granting members of the Armed Forces, DoD civilian 

employees, DoD contractors, and other affiliated persons access to classified information 

are clearly consistent with the interests of national security.   

 Section C3.1.1 states that certain civilian positions within DoD entail duties of 

such a sensitive nature that the misconduct, malfeasance, or nonfeasance of an 

incumbent in any such position could result in an unacceptably adverse impact 

upon the national security.  It is vital to the national security that great care be 

exercised in the selection of individuals to fill such positions.   

 Section C7.1.3.1 states that access determinations (other than for Special Access 

programs) are not an adjudicative function relating to an individual’s suitability 

for such access.  Rather they are decisions made by the commander that access is 

officially required.  

 

DoD Instruction 8500.2, “Information Assurance Implementation” dated 

6 February 2003 implements policy, assigns responsibilities, and prescribes procedures 

for applying integrated, layered protection of DoD information systems and networks.  

Section 5.9.1 states that information assurance managers are to develop and maintain an 

organization- or DoD information system-level information assurance program that 

identifies information assurance processes and procedures.  Section 5.9.2 states that 

information assurance managers are to ensure that information ownership responsibilities 

are established for each DoD information system, including access approvals.  Section 

5.10.1 requires all users have the requisite security clearances and supervisory need to 

know authorization, and are aware of the information assurance responsibilities before 

being granted access to DoD information systems.  

 

DoD “Information Assurance Workforce Improvement Program” 8570.01-M, dated 

December 2005, provides guidance and procedures for the training, certification, and 

management of the DoD workforce conducting information assurance functions in 
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assigned duty positions.  Section C6.2.2 states that to ensure understanding of the critical 

importance of information assurance, all individuals with access to DoD information 

technology systems are required to receive initial information assurance orientation 

before being granted access to the system, and annual information assurance awareness 

training to retain access.  

 

Secretary of the Navy Instruction 5430.7Q, “Assignment of Responsibilities and 

Authorities in the Office of the Secretary of the Navy,” dated 17 August 2009, 
assigns Department-wide responsibilities for administration of the Department of the 

Navy.  The Chief Information Officer serves as the Department’s principle advisor on 

information management, information technology, and information resource management 

matters, and is responsible for these matters within DON.  The DON Chief Information 

Officer has oversight for the information management function within the Office of the 

Secretary of the Navy, Office of the Chief of Naval Operations, and Headquarters Marine 

Corps.  

 

Secretary of the Navy Memorandum M-5510.30 “Department of the Navy Personnel 

Security Program,” dated June 2006, provides maximum uniformity and effectiveness 

in the application of Personnel Security Program policies throughout DON.  Section 5-2 

states that:   

 The sensitivity- and information technology-level assigned will dictate the 

personnel security requirements; the greater the sensitivity, the greater the 

personnel security requirements; and  

 Position designations will be at the highest level required by the incumbent’s 

specific duties.  When the level of potential damage or privilege and other position 

characteristics appear to indicate differing levels of designation, the higher 

designation will always be used.  

 

Section 9-20 states that the commanding officer’s duty to protect the command against 

the action of untrustworthy persons is paramount.  The commanding officer has the 

prerogative of requesting trustworthiness through a National Agency Check or Facility 

Access National Agency Check to ensure the individuals who are permitted access to 

command persons, property, and facilities are trustworthy.  

Commander Naval Network Warfare Command, Computer Tasking Order 08-05 

Serial A, “Policy on Use of DoD Information Systems,” dated July 2008, directs the 

immediate implementation of the System Authorization Access Request-Navy form for 

all users requiring access to Navy information technology resources.   



SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS 
FINDING: AUTHORIZATION FOR ACCESS 

4 

 

. . . . . . . . . 
 

Audit Results 

The DON Chief Information Officer needs to improve internal controls over its 

authorization process for contractors and subcontractors to access non-Navy Marine 

Corps Intranet networks.  At three DON commands visited, we audited 133 (39 percent) 

of 337 contract employees who accessed 3 networks during the period 1 October 2008 to 

31 March 2010.  We found 122 contract employees had a proper level of security 

clearance; 6 contract employees had accurately completed System Authorization Access 

Request-Navy forms; and 84 contract employees had completed required training to 

access the network.  However, 11 contract employees lacked a proper security clearance; 

127 had incomplete, inaccurate, or unaccounted for access request forms; and 44 contract 

employees did not have the required training.  This occurred because personnel: (1) were 

not verifying evidence of contract employees’ identity/security clearances and 

completion of access request forms prior to granting network access, and (2) were not 

documenting employees’ initial training.  The effect of not following guidance for 

properly authorizing access to the networks increases the risk for theft of DON sensitive 

and personal information.  The three commands were not aware of any breaches in 

security within the past 12 months.  Details explaining our scope and methodology are in 

Exhibit C.  The following chart shows command results.  

 

Sample of 
Contract 

Employees 

No Security 
Clearance/ 
Background 
Investigation 

Systems Authorization 
Access Request-Navy 

Form Training Not Documented 

No 
Forms 

Forms 
Incomplete or 

Inaccurate 
Information 
Assurance 

Personally 
Identifiable 
Information 

Naval Education 
and Training 
Professional 
Development and 
Technology Center 

66 11 3 57 19 25* 

Space and Naval 
Warfare Systems 
Center-Atlantic 

1 0 0 1 0 N/A 

Office of Naval 
Intelligence 

66 0 27 39 19 N/A 

Totals 133 11 30 97 38 25 

* A total of 25 were missing some aspect of training:  19 were missing both information assurance and 
personally identifiable information training and six were missing only personally identifiable information 
training.  

Figure 1:  Command Results 
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Naval Education and Training Professional Development and Technology 

Center 

We reviewed 66 (43 percent) of 153 contract employees granted access to one of the 

Naval Education and Training Professional Development and Technology Center’s 

networks.  The command has operational control and oversight over the geographically 

distributed network.  As a result, the command relies on local area commands to 

authorize contract employees who access the network.  However, Naval Education and 

Training Professional Development and Technology Center has final responsibility for 

the contract employees accessing the training network.  The command followed a 

standard process for granting access to contract employees working on the training 

network.  Every contract employee is required to complete a System Authorization 

Access Request-Navy form.  This form identifies:  

 

 The contract employee’s Social Security Number (partial or full);  

 Type of access requested; 

 Completion of background investigation and security clearance level;  

 Date initial information assurance training was completed;   

 All appropriate signatures and consents (i.e., endorsement for access); and 

 Justification for access.  

 

According to the command’s standard operating procedures, the information assurance 

manager is responsible for verifying the completion of training and required access 

forms.  These procedures also state that each block/section of the access request form 

must be accurate and complete before the information assurance manager will accept the 

form and approve access to the network.  Once the completion of the forms is verified, 

the information assurance manager submits an account creation request for each contract 

employee.  The security manager verifies the type of security clearance for every contract 

employee, and whether a background investigation has been completed through the Joint 

Personnel Adjudication System.  Once the background investigation has been verified, 

the security manager signs, dates, and completes the applicable section on the access 

request form.  The information assurance manager then indicates that a contract 

employee is approved and/or verified for access by signing and dating the access request 

form.  A contract employee is granted access to a network account only after completing 

the required access request form, information assurance training, and a Government 

employee has verified the completion of a background investigation through the Joint 

Personnel Adjudication System.  We reviewed a total of 66 contract employees’ security 

records through the Joint Personnel Adjudication System, access request forms, and 

training documentation.   
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Joint Personnel Adjudication System 

DoD 5200.2R states persons in connection with the education and orientation of military 

personnel shall have been the subject of a favorably adjudicated National Agency Check 

prior to such assignment.  We determined that 55 (83 percent) of 66 contract employees 

had the appropriate security clearance level and had undergone the correct adjudication.  

We found that 11 (17 percent) of 66 contract employees had access to the network, but 

had no record of a favorable adjudication/background investigation.  This occurred 

because appropriate personnel did not verify information in the Joint Personnel 

Adjudication System.  According to Secretary of the Navy M-5510.30, commanders are 

responsible for protecting the command against the actions of untrustworthy persons.  

With no evidence of adjudications/background investigations, the command cannot 

ensure these contract employees do not pose a threat to command security or otherwise 

endanger national security.  Based on our findings, we projected that 26 (17 percent) of 

153 contract employees had no records of favorable adjudications/background 

investigations (see Exhibit C).  

 

Systems Authorization Access Request-Navy Form  

We requested access request forms for 66 contract employees who had access to the 

network from 1 October 2008 through 31 March 2010.  The forms, when validated by a 

DON official, serve as management control of access to DON networks.  We received 

63 (95 percent) of the 66 contract employees’ forms.  The command had no 

documentation for the remaining 3 (5 percent) contract employees.  We projected that 

7 (5 percent) of 153 contract employees’ access request forms were missing (see 

Exhibit C).  In addition, we found that 6 (9 percent) of 66 access request forms were 

properly processed as required by Commander Naval Network Warfare Command, 

Computer Tasking Order.  However 57 (86 percent) forms were not.  For example, the 

access request forms: (1) were missing security validations and designation of 

information technology access level; (2) had no signature of approval by the information 

assurance manager and/or security manager; or (3) had late signatures of approval.  This 

happened due to personnel not documenting reviews, conducting late reviews, and not 

maintaining documentation.  Based on our findings, we projected that 132 (86 percent) of 

153 contract employees forms were not processed according to written policies and 

procedures (see Exhibit C).  Without having adequate controls over the completion and 

retention of forms, the command cannot ensure contract employees are trustworthy and 

do not pose a threat to national security (see Exhibit B for a blank System Authorization 

Access Request-Navy form).  

 

Training 

The Naval Education and Training Professional Development and Technology Center’s 

standard operating procedures state that any individual accessing a local network must 
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complete initial information assurance and personal identifiable information training.  

The information assurance manager is responsible for verifying contract employees’ 

completion of initial training before access is granted.  

 

We found that 36 (55 percent) of 66 contract employees completed required initial 

information assurance and personally identifiable information training.  However, 

25 (38 percent) of 66 contract employees were accessing the network without evidence of 

required initial training.  Specifically, 6 (24 percent) of 25 contract employees were 

missing required initial personal identifiable information training, and 19 (76 percent) of 

25 contract employees were missing both initial information assurance and personal 

identifiable information training before accessing the network.  This occurred because 

contract employees were not taking the training and/or command personnel were not 

maintaining required documentation.  Based on our findings, we projected that 

58 (38 percent) of 153 contract employees did not complete required training prior to 

gaining access to the network (see Exhibit C).  Without the proper security training the 

command cannot reasonably assure contract employees are knowledgeable regarding 

threat awareness and protection of sensitive information.  

 

Space and Naval Warfare Systems Center-Atlantic 

It is a business practice of Space and Naval Warfare Systems Center-Atlantic to require 

contractors to apply for a common access card and undergo a background investigation 

prior to requesting access to the command’s networks.  The background investigation is 

monitored by a trusted security agent throughout this process to ensure it has been 

completed prior to a contract employee receiving a common access card.  A contract 

employee is granted access to a network account only after completing the required 

System Authorization Access Request-Navy form, information assurance training, and a 

Government employee has verified the completion of a background investigation through 

the Joint Personnel Adjudication System.   

We selected the Naval Capital Region Research Development Technology and Education 

network for review, which has one contract employee performing administrative duties 

on the network.  We reviewed the contract employee’s security record through the Joint 

Personnel Adjudication System, access request form, and required training 

documentation.  We found that the contract employee had the required security clearance 

and background investigation, and training was complete as required by Secretary of the 

Navy M-5510.30 and DoD Instruction 8570.1-M.  However, the access request form was 

missing the information assurance manager signature of approval and there was no 

information technology-level designation by the security manager as required by local 

policies.  Command personnel did not document approvals and did not review 

documentation.  There is no reasonable assurance that the contract employee’s 

background investigation was consistent with the level of network access (see Exhibit B 

for a blank System Authorization Access Request-Navy form).  
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Office of Naval Intelligence 

We reviewed 66 (36 percent) of 183 contract employees who had access to one of the 

Office of Naval Intelligence networks.  We found that personnel had no local guidance 

on the complete process of granting network access.  We reviewed contract employees’ 

security records through the Joint Personnel Adjudication System, System Authorization 

Access Request-Navy forms, and training documentation.   

The command follows an unwritten procedure for granting contract employees access to 

any of their networks.  We interviewed all Government personnel involved in the process 

for granting network access.   

 Security is notified of the intent to bring contract personnel on board when the 

contracting office representative and/or the contract security officer submits a 

nomination package to Security.   

 The command’s security manager checks the Joint Adjudication Personnel System 

to verify the current security clearance/background investigation status on every 

contract employee.   

 When the contract employee has the proper clearance then the information 

assurance officer creates a disabled account, and the security manager and/or 

contracting office representative schedules the contract employee for required 

indoctrination orientation.  

 Once scheduled for indoctrination, the contract employee and sponsor are required 

to complete Part I of the access request form.  The indoctrination process is a 

2 day course that covers required specific security briefings and information 

assurance training.   

 Upon completion of indoctrination, contract employees are granted specific 

security access.  The information assurance manager’s office and security officer 

complete the Systems Authorization Access Request-Navy form.  

 Once granted specific security access, the contract employee’s accounts are 

enabled.  

Joint Personnel Adjudication System  

The Office of Naval Intelligence requires specific security access and a Single Scope 

Background Investigation prior to gaining access to their network.  We determined 

whether a contract employee had undergone the required investigation and whether the 

investigation had resulted in an eligible/ineligible determination for specific security 

access.  All 66 contract employees had the specific security adjudication and background 

investigation records in the Joint Personnel Adjudication System.  
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Systems Authorization Access Request-Navy Form  

We requested access request forms for 66 contract employees who had access to Office 

of Naval Intelligence Unclassified network from 1 October 2008 through 31 March 2010.  

The access request forms, when validated by a DON official, serve as a management 

control of access to DON networks.  We received 39 (59 percent) of 66 contract 

employees’ access request forms.  The command had no documentation for the remaining 

27 (41 percent) contract employees.  However, when the command was notified of 

Commander Naval Network Warfare Command Computer Tasking Order 08-05, they 

immediately began contacting those 27 contract employee to complete the required 

access request form.  We projected that 75 (41 percent) of 183 contract employees’ 

access request forms were unaccounted for (see Exhibit C).  Of the 39 access request 

forms received, none of them were properly completed and processed.  For example, 

access request forms were missing designation of information technology access level, or 

had no signature of approval by the information assurance manager.  This occurred 

because personnel were: (1) unaware of the access request form requirement; (2) not 

reviewing forms; and (3) not documenting approvals.  Based on our findings, we 

projected that 108 (59 percent) of 183 contract employees’ access request forms were not 

properly completed and processed (see Exhibit C) (see Exhibit B for a blank System 

Authorization Access Request-Navy form).  

 

Training  

We determined that on day 2 of the command indoctrination orientation, the information 

assurance manager briefed attendees on information assurance security.  The command’s 

training coordinator had attendees sign a muster sheet as proof of attendance.  When the 

orientation is completed, the security manager sends an e-mail to account administration, 

listing attendees who completed command indoctrination.  We verified that 47 (71 

percent) of 66 contract employees had evidence of the initial information assurance 

training required by DoD Instruction 8570.01-M.  However, 19 (29 percent) of 

66 contract employees were accessing the network without any evidence of required 

initial information assurance training.  This occurred because contract employees were 

not taking the training or command personnel were not maintaining required 

documentation.  Based on our findings, we projected that 53 (29 percent) of 183 contract 

employees had no evidence of completed information assurance training prior to 

accessing the network (see Exhibit C).  

 

Conclusion 

Opportunities exist to improve DON’s process of granting contractor and subcontractor 

personnel access to information on non-Navy Marine Corps Intranet networks.  The need 

to properly authorize and receive appropriate training to access networks is a concern 

throughout DON.  We found: (1) contract employees did not have documented 
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background investigations or security clearances prior to accessing the network; 

(2) system access forms were incomplete, inaccurate or missing; and (3) contract 

employees had not completed the required initial training.  During our audit, the 

three commands visited were not aware of any breaches in security within the past 

12 months.  However, establishing effective policies and procedures will reduce DON’s 

future risk of unauthorized access and disclosure of sensitive information.  

 

Recommendations and Corrective Actions 

The Department of the Navy Chief Information Officer provided a combined response for 

Recommendations 1 through 8, concurred with all recommendations, and all planned and 

completed corrective actions meet the intent of the recommendations.  

Recommendations, summarized management responses, and Naval Audit Service 

comments on the responses are presented below.  The complete text of management 

responses is in the Appendices.   

 

We recommend that the Department of the Navy Chief Information Officer: 

Recommendation 1.  Provide oversight to ensure compliance with policies and 

procedures for granting contract employees’ access to Department of the Navy 

networks as required by Secretary of the Navy Instruction 5239.3B.   

Management response to Recommendation 1.  Concur.  Department of the 

Navy Chief Information Officer is coordinating with the Naval Inspector General 

to include this oversight in their command inspections.  Department of the Navy 

Chief Information Officer is updating the Department of the Navy 2005 Effective 

Use Policy.  Concurrently, the Navy is updating the System Authorization Access 

Request-Navy form.  Estimated completion date is 31 December 2011.   

Naval Audit Service comment on response to Recommendation 1.  

Department of the Navy Chief Information Officer actions planned to update 

Department of the Navy policy and Naval Inspector General command 

inspections, in conjunction with the Navy updating the System Authorization 

Access Request-Navy form, meets the intent of the recommendation.  

We recommend that Commander, Naval Education and Training Professional 

Development and Technology Center:  

Recommendation 2.  Suspend network accounts for contract employees who have no 

record of security clearances/background investigations in the Joint Personnel 

Adjudication System until issues are resolved.   



SECTION A: FINDING, RECOMMENDATIONS, AND CORRECTIVE ACTIONS 
FINDING: AUTHORIZATION FOR ACCESS 

11 

 

. . . . . . . . . 
 

Management response to Recommendation 2.  Concur.  Naval Education and 

Training Professional Development and Technology Center has resolved 10 of the 

11 instances in which there was no record of a favorable adjudication/background 

investigations for contract employees.  In addition, the Center is taking action to 

conduct a review of all contract employees to verify that all have a background 

investigation or security clearance on file.  Naval Education and Training 

Professional Development and Technology Center will suspend the account of any 

contract employee with no record of a favorable background investigation or 

security clearance.  Estimated completion date is 31 August 2011.  

Naval Audit Service comment on response to Recommendation 2.  Actions 

taken and planned meet the intent of the recommendation.  In subsequent 

communication, the Naval Education and Training Professional Development 

and Technology Center stated the contractor in question received a favorable 

adjudication/background investigation on 18 July 2011 and suspension is not 

needed and the action is considered complete. 

Recommendation 3.  Review System Authorization Access Request-Navy forms and 

training documentation for all contract employees for completeness.   

Management response to Recommendation 3.  Concur.  Naval Education and 

Training Professional Development and Technology Center's Contracting 

Officer’s Representative will develop and implement a process to perform periodic 

inspections of contractor System Authorization Access Request-Navy forms.  

Also, the Technical Assistance appointment letter has been revised to include 

“coordinating” the background/security and System Authorization Access 

Request-Navy information/requirements.  Additionally, the Fiscal Year 2012 Task 

Order will incorporate these requirements.  Estimated completion date is  

31 December 2011.  

Naval Audit Service comment on response to Recommendation 3.  Actions 

taken and planned meet the intent of the recommendation.  

Recommendation 4.  Update the local instructions to include, but not limited to: 

(1) requiring proper completion System Authorization Access Request-Navy forms 

before granting system access; (2) requiring quarterly inspection of System 

Authorization Access Request-Navy and training documentation for all new contract 

employees; and (3) specifying retention period for training documentation as required 

in the Department of the Navy Records Management Program.   

Management response to Recommendation 4.  Concur.  Although individual 

(remote) sites will be held responsible to ensure that internal controls for system 

access requirements are in place, Naval Education and Training Professional 

Development and Technology Center agrees that final responsibility for the 
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contract employees belongs to the command.  The Center’s Contracting Officer’s 

Representative will develop and/or revise local instructions/documents to ensure 

proper completion of System Authorization Access Request-Navy forms, perform 

quarterly inspections of these forms for contractors, and retention of training 

documentation.  In addition, the Fiscal Year 2012 Task Order will incorporate 

these requirements.  Estimated completion date is 31 December 2011.  

Naval Audit Service comment on response to Recommendation 4.  Actions 

planned meet the intent of the recommendation.  

We recommend that Commander, Space and Naval Warfare Systems Center-Atlantic:  

Recommendation 5.  Review System Authorization Access Request-Navy 

documentation for all contract employees for completeness.  

Management response to Recommendation 5.  Concur.  Space and Naval 

Warfare Systems Center-Atlantic is currently reviewing all contract employee 

System Authorization Access Request-Navy forms for completeness.  Estimated 

completion date is 31 May 2012.  

Naval Audit Service comment on response to Recommendation 5.  Action 

planned meets the intent of the recommendation.  

Recommendation 6.  Update standard operating procedures to include a requirement 

for quarterly inspections of System Authorization Access Request-Navy 

documentation for all new contract employees.   

Management response to Recommendation 6.  Concur.  Space and Naval 

Warfare Systems Center-Atlantic is updating its Standard Operating 

Procedures/Process to include and implement a quarterly review process 

comparing new contractors with information technology access to System 

Authorization Access Request-Navy forms on file.  Update and initiation of the 

process will be completed.  Estimated completion date is 31 May 2012.  

Naval Audit Service comment on response to Recommendation 6.  Action 

planned meets the intent of the recommendation.  

Additional Comments:  Naval Education and Training Professional Development 

and Technology Center concurred with the overall finding and provided explanations 

regarding the finding.  Command stated information and documentation were 

available during the audit.  After being unable to verify security clearances for 11 

contractors, we contacted the command several times.  Command personnel stated the 

audit team was provided the correct Social Security Numbers for all contractors.  

Results were unchanged after a second attempt to verify security clearances.  Hence, 

we could not verify whether the contractor personnel had security clearances.  
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Commander Naval Network Warfare Command’s Computer Tasking Order 08-05, as 

implemented in Naval Education and Training Command’s “Standard Operating 

Procedure for Completing the End User Agreement,” requires a fully completed 

System Authorization Access Request with timely approvals in order to gain access to 

a network.  With missing information and late or no approvals, we determined forms 

were not properly processed.  Command’s review actions were taken after Naval 

Audit Service’s review of the information and documentation.  

 

We recommend that Commander, Office of Naval Intelligence: 

Recommendation 7.  Review System Authorization Access Request-Navy and 

training documentation for all contract employees for completeness.   

Management response to Recommendation 7.  Concur.  Hopper Information 

Service Center is working in concert with the Office of Naval Intelligence Special 

Security Office to execute a 100-percent inventory of System Authorization 

Access Request-Navy forms and associated training documentation for all 451 

contractors who currently have access to Office of Naval Intelligence Sensitive but 

Unclassified Internet Protocal Router Network.  Estimated completion date is  

8 July 2011.  

Naval Audit Service comment on response to Recommendation 7.  Action 

planned meets the intent of the recommendation.  In subsequent 

communication, the Office of Naval Intelligence stated that the review of 

documentation for all contractors was completed on 8 July 2011 as planned, 

and the action is considered complete.  

Recommendation 8.  Establish written standard operating procedures to include, but 

not limited to: (1) identifying processes for granting network access; (2) requiring 

proper completion of System Authorization Access Request-Navy forms; 

(3) requiring quarterly inspection of System Authorization Access Request-Navy and 

training documentation for all new contract employees; and (4) specifying retention 

period for training documentation as required in the Department of the Navy Records 

Management Program.   
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Management response to Recommendation 8.  Concur.  Hopper Information 

Service Center is working with the Office of Naval Intelligence claimancy to draft 

an Office of Naval Intelligence Instruction that formally codifies a System 

Authorization Access Request-Navy and broader user access management 

Standard Operating Procedure assembled in May 2011 by a command-wide tiger 

team.  The Instruction is on-track for Commander, Office of Naval Intelligence 

approval and subsequent promulgation.  Estimated completion date is 31 August 

2011.  

Naval Audit Service comment on response to Recommendation 8.  Action 

planned meets the intent of the recommendation.   
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Section B:  

Status of Recommendations  

 

Recommendations 

Finding
1
 

Rec. 
No. 

Page 
No. 

Subject Status
2
 

Action 
Command 

Target or 
Actual 

Completion 
Date 

Interim 

Target 
Completion 

Date
3
 

1 1 10 Provide oversight to ensure 
compliance with policies and 
procedures for granting contract 
employees’ access to Department of 
the Navy networks as required by 
Secretary of the Navy Instruction 
5239.3B. 

O Department of 
the Navy Chief 

Information 
Officer 

12/31/11  

1 2 10 Suspend network accounts for 
contract employees who have no 
record of security 
clearances/background investigations 
in the Joint Personnel Adjudication 
System until issues are resolved. 

C Commander, 
Naval Education 

and Training 
Professional 
Development 

and Technology 
Center 

7/18/11   

1 3 11 Review System Authorization Access 
Request-Navy forms and training 
documentation for all contract 
employees for completeness. 

O Commander, 
Naval Education 

and Training 
Professional 
Development 

and Technology 
Center 

12/31/11   

1 4 11 Update the local instructions to 
include, but not limited to: (1) requiring 
proper completion System 
Authorization Access Request-Navy 
forms before granting system access; 
(2) requiring quarterly inspection of 
System Authorization Access 
Request-Navy and training 
documentation for all new contract 
employees; and (3) specifying 
retention period for training 
documentation as required in the 
Department of the Navy Records 
Management Program. 

O Commander, 
Naval Education 

and Training 
Professional 
Development 

and Technology 
Center 

12/31/11  

 

 

1 5 12 Review System Authorization Access 
Request-Navy documentation for all 
contract employees for completeness. 

O Commander, 
Space and 

Naval Warfare 
Systems 

Center-Atlantic 

05/31/12  

 

 

                                                      
1
 / + = Indicates repeat finding. 

2
 / O = Recommendation is open with agreed-to corrective actions; C = Recommendation is closed with all action 

completed; U = Recommendation is undecided with resolution efforts in progress. 
3
 If applicable. 
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Recommendations 

Finding
1
 

Rec. 
No. 

Page 
No. 

Subject Status
2
 

Action 
Command 

Target or 
Actual 

Completion 
Date 

Interim 

Target 
Completion 

Date
3
 

1 6 12 Update standard operating 
procedures to include a requirement 
for quarterly inspections of System 
Authorization Access Request-Navy 
documentation for all new contract 
employees. 

O Commander, 
Space and 

Naval Warfare 
Systems 

Center-Atlantic 

05/31/12  

1 7 13 Review System Authorization Access 
Request-Navy and training 
documentation for all contract 
employees for completeness. 

C Commander, 
Office of Naval 

Intelligence 

7/08/11 

 

 

1 8 13 Establish written standard operating 
procedures to include, but not limited 
to: (1) identifying processes for 
granting network access; (2) requiring 
proper completion of System 
Authorization Access Request-Navy 
forms; (3) requiring quarterly 
inspection of System Authorization 
Access Request-Navy and training 
documentation for all new contract 
employees; and (4) specifying 
retention period for training 
documentation as required in the 
Department of the Navy Records 
Management Program. 

O Commander, 
Office of Naval 

Intelligence 

8/31/11 
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Exhibit A:  

Background 

 

The unknown nature of internal controls and magnitude of risks in the contractor arena 

raise serious questions about contractor access, and safeguarding of Department of the 

Navy (DON) information.  Furthermore, the DON Chief Information Officer requested a 

review of Non-Navy Marine Corps Intranet networks in response to an incident involving 

a subcontractor who did not properly screen an employee before placing that employee to 

provide service to the Navy.  Therefore, we selected three commands to review the 

authorization of access for employed contractors and subcontractors providing 

information technology services. 

 

Naval Education and Training Professional Development and Technology Center, 

which is an Echelon III command, has operational control and oversight over the 

NETC_N00076_TRANET_U (training) network.  However, the Naval Education and 

Training Center, an Echelon II command, is the owning command of the training 

network.  Both commands are located in Pensacola, FL.  The Naval Education and 

Training Professional Development and Technology Center provides quality products 

and services to support and enhance education, training, career development, and 

personnel advancement.  The training network is a distributed learning environment that 

offers education, training, and student management to Service members, providing the 

tools and opportunities, which enable life-long learning, and enhance professional and 

personal growth and development.  It is a networked structure of bases, buildings, logical 

classrooms, and data centers that provide training and education courseware/learning 

content for shore based facilities, as well as locations available via the Non-Classified 

Internet Protocol Router Network.  Recipients of this training and education content 

include the enlisted and officer communities for the Department of Defense (DoD), as 

well as civilians, contractors, retirees, and military dependants. 

 

Space and Naval Warfare Systems Center-Atlantic, located in Charleston, SC, is the 

owning command of the SPAWAR_N65236_NCR RDT&E_U network.  The main focus 

of this network is to provide information technology support to DoD and Federal 

Government agencies.  This network is part of the core Space and Naval Warfare 

Systems Center-Atlantic Research, Development, Testing and Evaluation’s capability, 

and is critical to the Command Control Communication Computer Intelligence 

Surveillance Reconnaissance system integration, testing, and evaluation.  It supports the 

development of leading edge, advanced concept technology, and provides a seamless 

lab-to-lab and ship-to-shore computing and networking collaboration environment.  The 

network is host to a variety of customer systems and projects that process information up 

to the classification of unclassified sensitive information.  
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Office of Naval Intelligence is the owner of the ONI_N00015_ONI UNCLASSIFIED_U 

network.  Founded in 1882, the Office of Naval Intelligence is the longest continuously 

operating intelligence service in the nation.  The command employs more than 

3,000 highly qualified military, civilian, mobilized reservists, and contractor personnel at 

the modern National Maritime Intelligence facility in Washington, DC, and at other 

strategic locations around the world.  They produce maritime intelligence on seaborne 

terrorism, weapons and technology proliferation, narcotics and smuggling activities that 

directly supports joint war fighters, the U.S. Navy, civil and national decisionmakers, and 

agencies.  The Office of Naval Intelligence’s unclassified network is a Non-Secure 

Internet Protocol Router Network.  The network consists of three systems: 

1. Windows, which primarily houses e-mail, shared folders, application services, 

and Web product dissemination; 

2. The Universal Network Information Exchange, which primarily houses Office 

of Naval Intelligence databases, cross domain services, and Web applications; 

and 

3. The Special Local Area Networks, which also operates through Windows and 

houses e-mail, shared folders, application services, and Web product 

dissemination for a more limited customer set.  

 

The DON Application and Database Management System is a Web-enabled registry 

of information technology applications and systems and their associated data structures 

and data exchange formats.  It supports DON in the reduction of legacy applications, and 

the development of standard applications, databases, and data elements.  It also supports 

information technology interoperability, information assurance assessments, and the 

construction and maintenance of functional and enterprise architecture.  As of 

20 April 2010 DON had a total of 383 Non-Navy Marine Corps Intranet networks 

registered in the DON Application and Database Management System.   

 

The Joint Personnel Adjudication System is the DoD personnel security migration 

system for: 

 The virtual consolidation of the DoD Central Adjudication Facilities;    

 Use by non-Special Compartmented Information security program managers and 

special security officers;  

 Special Access Program managers; and  

 DoD contractor security officers.  

 

The Joint Personnel Adjudication System uses a centralized database with centralized 

computer processing and application programs for standardized DoD personnel security 

processes.  The Joint Personnel Adjudication System automates both core and central 
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adjudication facilities-unique functionality and provides “real-time” information 

regarding clearance, access, and investigative status to authorized DoD security personnel 

and other interfacing organizations, such as the Defense Security Service, Defense 

Manpower Data Center, Defense Civilian Personnel Management System, Office of 

Personnel Management, and Air Force Personnel Center. 
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Exhibit B:  

System Authorization Access 

Request-Navy 
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Exhibit C:  

Scope and Methodology 

 

We judgmentally selected, through the Department of Navy (DON) Application and 

Database Management System, networks with a high, medium, and low number of 

devices connected to a network.  The three networks selected were: (1) the Naval 

Education and Training Professional Development and Technology Center training 

network, Pensacola, FL; (2) the Space and Naval Warfare Systems Center-Atlantic Naval 

Capital Region Research Development Technology and Education network, Charleston, 

SC; and (3) the Office of Naval Intelligence unclassified network, Washington, DC.  We 

reviewed the three commands’ process of granting contract employees access to 

networks. This audit was performed between 18 May 2010 and 7 June 2011.   
 

We did not test the reliability of data from the DON Application and Database 

Management System because such a test would have constituted a significant audit effort 

that was outside the scope of our audit work.  We also did not test the reliability of data 

from the networks selected because such a test was outside the scope of our audit work. 

 

There were no previous audits from the Naval Audit Service, Department of Defense 

Inspector General, or Government Accountability Office covering granting contract 

employees access to DON networks at the three commands visited. 

 

We obtained and audited pertinent documentation, records, and reviewed policies and 

procedures used.  We interviewed personnel involved in the process of granting contract 

employees access the DON networks. We assessed compliance with legal and regulatory 

requirements, and evaluated internal controls related to contract employees accessing 

networks.  We reviewed applicable laws, policies, procedures, regulations, and directives 

relevant to the process of granting contract employees access to DON networks. 

 

We reviewed 133 contractors and subcontracts (from a universe of 337) who had access 

to DON Non-Naval Marine Corps Intranet networks during 1 October 2008 through 

31 March 2010.   

 

 The Naval Education and Training Professional Development and Technology 

Center provided a universe of 153 contractors; from this universe we 

statistically selected 66 (43 percent) contractors for review;  

 The Space and Naval Warfare Systems Center-Atlantic provided a universe of 

one contractor; and 
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 The Office of Naval Intelligence provided a universe of 183 contractors; from 

this universe we statistically selected 66 (36 percent) contractors for review. 

 

The audit team interviewed command information assurance personnel to determine the 

process for granting a contractor access to a network specific to their business 

environment.  At the three commands reviewed, the process for granting access was 

consistent: 

 The contractor is to complete Part I of the access request form, sign the user 

agreement and responsibilities section of the System Authorization Access 

Request-Navy form, complete mandatory initial information assurance training, 

and record the date taken;  

 The access request form, Part II, is to be completed by the Government sponsor of 

the contractor;   

 After the completion of Parts I and II of the access request form, it is returned to 

the information assurance manager or information assurance officer.  The 

information assurance manager or officer is responsible for verifying that training 

has been completed and the form is complete and accurate;   

 The form is forwarded to the command security manager to complete and sign 

Part III, which validates date of background information and level of security 

clearance through the Joint Adjudication Personnel System; and  

 Once all has been completed, the information assurance manager enables the 

contractor’s account for access.  

 

The audit team reviewed required System Authorization Access Request-Navy forms for: 

 Accuracy of required information in accordance with Department of Defense 

(DoD), DON, and local policies; and 

 Completeness of all required parts in accordance with DoD, DON, and local 

policies.  

 

We also verified the completion of all required information assurance training, and 

verified contractors’ background investigations and security clearances through the Joint 

Personnel Adjudication System. 

Throughout the audit, we kept management officials from the Naval Education and 

Training Professional Development and Technology Center, Space and Naval Warfare 

Systems Center-Atlantic, and Office of Naval Intelligence informed of the conditions 

noted.  We held opening conferences with the commands on 18 May, 21 June, and 

15 September 2010, respectively.  Preliminary audit results were briefed to Naval 

Education and Training Professional Development and Technology Center, Office of 
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Naval Intelligence, and Space and Naval Warfare Systems-Atlantic on 12 October 2010, 

1 February 2011, and 9 February 2011, respectively.  

Based on the sample results, the Naval Audit Service statistician calculated projections 

for the number of individuals missing training, the number of individuals with no 

evidence in the Joint Personnel Adjudication System who received a favorable 

adjudication, the number of individuals missing access request forms, and the number of 

individuals with incorrectly processed access request forms.  The projections were carried 

out at the 90 percent confidence level, which means that there is a 10 percent risk that 

each interval does not encompass the true population value of interest.  The results of 

these projections are in the following two tables.  

 

The first row of the Naval Education and Training Professional Development and 

Technology Center table shows that it is likely that between 45 and 72 out of the 

153 contractors were missing information assurance training.  The point estimate, or best 

guess, for this projection was 58 contractors.  The remaining estimates can be interpreted 

in a similar fashion. 

 

Naval Education and Training Professional Development and Technology Center 

 

90% Lower 

Bound 

Estimated 

Counts 

90% Upper 

Bound 

Missing Information 

Assurance Training 
45 58 72 

No Evidence of Favorable 

Adjudication in Joint 

Personnel Adjudication 

System 

17 26 36 

System Authorization 

Access Request-Navy Forms 

Missing 

3 7 14 

System Authorization 

Access Request-Navy Forms 

Incorrectly Processed 

122 132 139 

Universe Total = 153 
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Office of Naval Intelligence 

 

90% Lower 

Bound 

Estimated 

Counts 

90% Upper 

Bound 

Missing Information 

Assurance Training 
40 53 68 

No Evidence of Favorable 

Adjudication in Joint 

Personnel Adjudication 

System 

0 0 6 

System Authorization 

Access Request-Navy Forms 

Missing 

60 75 91 

System Authorization 

Access Request-Navy Forms 

Incorrectly Processed 

92 108 123 

Universe Total = 183 
 

The audit was conducted in accordance with Generally Accepted Government Auditing 

Standards.  Those standards require that we plan and perform the audit to obtain 

sufficient, appropriate evidence to provide a reasonable basis for our findings and 

conclusions based on our audit objectives.  We believe that the evidence obtained 

provides a reasonable basis for our findings and conclusions based on our audit 

objectives. 

Federal Manager’s Financial Integrity Act 

The Federal Managers’ Financial Integrity Act of 1982, as codified in Title 31, United 

States Code, requires each Federal agency head to annually certify the effectiveness of 

the agency’s internal and accounting system controls.  During this audit, we identified 

internal control weaknesses in the oversight and monitoring of contract personnel 

accessing DON non-Navy Marine Corps Intranet networks.  In our professional 

judgment, the internal control weaknesses identified in this report may warrant reporting 

in the Auditor General’s annual Federal Managers Financial Integrity Act memorandum 

identifying management control weaknesses to the Secretary of the Navy.  
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Exhibit D:  

Activities Visited and/or Contacted 

 

Commands Visited: 

Commander, Naval Education and Training Professional Development and 

Technology Center, Pensacola, FL 

Space and Naval Warfare Systems Center-Atlantic, N. Charleston, SC 

Commander, Office of Naval Intelligence, Washington, DC 

 

Commands Contacted: 

 

Department of the Navy Chief Information Officer, Arlington, VA  

Space and Naval Warfare Systems Command, San Diego, CA 

Space and Naval Warfare Systems Center-Pacific, San Diego, CA 
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Appendix 1:  

Management Response from Department 

of the Navy Chief Information Officer 

 

 

 

The management 
response from DON CIO 
is not being treated as 
FOUO, therefore we are 
striking the FOR 
OFFICIAL USE ONLY 
markings on the 
management response.  
However, we are 
marking this page of the 
report FOUO because 
the management 
response contains 
personally identifiable 
information that is 
exemption from release 
under Freedom of 
Information Act 
Exemption (b)6. 

 

FOIA (b)6 

 

FOIA (b)6 

 

FOIA (b)6 
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Appendix 2:  

Management Response from 

Commanding Officer, Naval Education 

and Training Professional Development 

and Technology Center 
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The management 
response from DON CIO 
is not being treated as 
FOUO, therefore we are 
striking the FOR 
OFFICIAL USE ONLY 
markings on the 
management response.   
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Appendix 3:  

Management Response from 

Commander, Space and Naval Warfare 

Systems Command 

 

The management 
response from SPAWAR 
is not being treated as 
FOUO, therefore we are 
striking the FOR 
OFFICIAL USE ONLY 
markings on the 
management response.  
However, we are 
marking this page of the 
report FOUO because 
the management 
response contains 
personally identifiable 
information that is 
exemption from release 
under Freedom of 
Information Act 
Exemption (b)6. 
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Appendix 4:  

Management Response from 

Commander, Office of Naval Intelligence 

 

 

The management 
response from ONI is 
not being treated as 
FOUO, therefore we are 
striking the FOR 
OFFICIAL USE ONLY 
markings on the 
management response.  
However, we are 
marking this page of the 
report FOUO because 
the management 
response contains 
personally identifiable 
information that is 
exemption from release 
under Freedom of 
Information Act 
Exemption (b)6. 
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