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Int roduc t ion  

  

By Sarandis  Papadopoulos ,  Ph .D.  

  

In  Apr il 2 0 15 , Secreta ry of th e Na vy Ra y Ma b u s  r ecogn ized  a ll n a va l in n ova tors  wh o u s e id ea s  

to overcom e ba r r ier s  to ch a n ge, a s  well a s  th os e wh o n ou r is h  in n ova t ion  a cros s  th e 

Depa r tm en t . Th e com plexity of th e wor ld’s  s ecu r ity ch a lle n ges , en a b led  b y a ccelera t in g ch a n ges  

in  tech n ology, com pels  th e U.S. Na vy a n d  Ma r in e Corp s  to a d ju s t , qu ick ly, th eir  th in k in g. Th e 

es s a ys  com piled  h ere rep res en t  a  s m a ll s a m ple of s u ch  bold  th in k in g in s id e th e Dep a r tm en t  of 

th e Na vy workforce, a n d  a re cir cu la ted  b oth  to s t im u la te fu r th er  th ou gh t  a n d  to en cou ra ge 

oth ers  to s h a re id ea s  th rou gh ou t  th e orga n iza t ion .  

Th es e 2 3  s h or t  es s a ys  h igh ligh t  th e u rgen t  n eed  for  th e U.S. Ma r in e Corps  a n d  Na vy to u s e 

in n ova t ive a p proa ch es  to a lter  h ow th ey con fron t  a  wide  a r ra y of ch a llen ges . Th ey a re grou ped  

a lon g fou r  b roa d  th em es : a n  Ada pt ive Workforce; Op era t ion a l Ch a llen ges ; Em ergin g Fleet  

Ca pa bilit ies , in clu d in g u n m a n n ed  s ys tem s ; a n d  th e Fu tu re En viron m en t . In  es s en ce th e 

pa pers  a re s ou rces  for  fu r th er  in n ova t ive wor k . Th e h op e is  th ey will p rom pt  Na vy Depa r tm en t  

s ervice m em bers  a n d  civilia n s  to th in k  a b ou t  th e m eth ods  n eeded  for  in n ova t ion  to s u cceed , 

n ow a n d  in  th e fores eea b le fu tu re, a s  well offer  th em  idea s  to m a ke th eir  own  in n ova t ive 

th ou gh ts  b ecom e rea lity.  

Ult im a tely, th e lon g-term  s u cces s  Ta s k  Force In n ova t ion  will be m ea s u red  in  h ow fa r  th e 

s ervice m em bers  of U.S. Na vy a n d  Ma r in e Corps , a n d  th eir  civilia n  cou n terpa r ts , u n ders ta n d  

th e th rea ts  ou t lin ed  h ere a n d  develop  res p on s es  to th em . Th e s ta kes  a re h igh , for  h os t ile a ctors  

ca n  tu rn  th es e n ew in s t ru m en ts  in to t ru ly h a rm fu l th rea ts  to Am er ica  a n d  it s  a llies . At  th e r is k  

of pu t t in g word s  in  th es e a u th ors ’ m ou th s , a ll of u s  wa n t  th e s ea  s ervices  to s u cceed , idea lly by 

preven t in g wa rs  or , if n eeded , by win n in g t h em . If over  t im e th e es s a ys  h ere s u p p or t  th e goa l of 

m a kin g in n ova t ion  in  th e Depa r tm en t  of th e Na vy a  rea lity, th ey will h a ve s u cceeded . 

 
▲   Ta b le of Con ten ts   
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By Dr. Dale  L. Moore , De pt .  o f t he  Navy  ** 

  

Th e s t ra tegic en viron m en t  of th e 21s t  Cen tu ry h a s  been  ch a ra cter ized  a s  vola t ile, u n cer ta in , 

com plex a n d  a m bigu ou s  (V.U.C.A) a s  n ew tech n ologies , d evelopm en ts , d is ru p t ion s , ch a n ge a n d  

t ra n s form a t ion  con t in u e to a ccelera te. Th es e t ren ds  p rofou n dly im pa ct  th e a b ility of a n y 

orga n iza t ion  to rem a in  releva n t  a n d  com p et it ive. We a re n ow en ter in g a  p er iod  wh ere ou r  

exis t in g views  of lea ders h ip  n eed  to be recon s idered  to pa ce th es e ch a n ges  a n d  ou r  en s u re 

s u per ior ity a n d  com pet it ive a d va n ta ge.  

Often  lea d ers h ip  gets  con fu s ed  with  m a n a gem en t , wh ich  a re qu ite d ifferen t  bu t  a ls o clos ely 

rela ted . Ma n a gem en t  focu s es  on  th e p la n n in g, s t ru ctu r in g a n d  efficien t  execu t ion  of a n  a ct ivity, 

ta s k  or  p roject  to a ch ieve a  s et  of ou tcom es  – it  is  h igh ly orga n ized , m on itored  a n d  con t rolled  to 

get  th e fin a l p rodu ct  or  res u lt . Lea ders h ip  is  th e oth er  s ide of th e coin  a n d  is  a b ou t  in s p ir in g 

a n d  m ot iva t in g people in  orga n iza t ion s  to go well beyon d  wh ere th ey th ou gh t  po s s ib le, m a kin g 

th eir  grea tes t  a ccom plis h m en ts ; th es e ca n  ch a n ge th e ga m e or  s h ift  pa ra d igm s  to a  h igh er  level 

of per form a n ce, efficien cy a n d  effect iven es s  – es s en t ia lly t ra n s form in g in s t itu t ion s  to a ch ieve 

th eir  u tm os t  in  m eet in g th eir  m os t  ch a llen gin g goa ls  a n d  ob ject ives .  

Lea d ers h ip  depen ds  on  d ifferen t  a n d  com plex fa ctors  rooted  in  ps ych ology a n d  s ociology, b u t  

u lt im a tely focu s es  on  wh a t  lea ders  kn ow, h ow th ey th in k , a n d  h ow th ey both  com m u n ica te a n d  

s en d  a p propr ia te s ign a ls  to bu ild  t ru s t  a n d  m u tu a l res pect . Lea ders h ip  is  a b ou t  crea t in g a n  

en viron m en t  in  th eir  orga n iza t ion s  wh ich  u n lea s h es  fu ll h u m a n  p oten t ia l, on e gu id in g a n d  

in s p ir in g coa lit ion s  of pa r t icipa n ts  to a ch ieve grea t  th in gs . S tru gglin g to p rovid e lea ders h ip  in  

a n  in crea s in gly V.U.C.A. en viron m en t , lea ders  requ ire n ew wa ys  of look in g a t  th e wor ld  i.e. 

s h ift in g th eir  m odels  to b et ter  a da p t  to a n d  a n t icipa te a n  u n cer ta in  a n d  a ccelera t in g fu tu re, 

on e by it s  very n a tu re a p proa ch in g ch a os .  
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A fra m ework  is  p rop os ed  a s  s h own  in  Figu re 1  in tegra t in g 7  key con cepts  n eces s a ry for  lea d ers  

to s u cceed  in  th is  21 s t  Cen tu ry V.U.C.A. en viron m en t . Th e elem en ts  of th is  fra m ework  form  a  

s ys tem  of th ou gh t , ca p tu red  a s  a : S t ra tegic, Com plex, Ad a pt ive, In n ova t ive, Lea rn in g, a n d  

Em ergen t  Sys tem  (SCAILES). Th is  fra m ework  levera ges , exten ds  a n d  broa den s  con cepts  

grou n ded  in  com plex a d a p t ive s ys tem s ’ (CAS) th eory. SCAILES ta kes  CAS to a  n ew level a n d  

m a k es  it  m ore a cces s ib le, by a ddres s in g n eeded  a n t icipa tory a n d  in n ova t ive ca p a bilit ies , 

focu s ed  on  lea rn in g, a s  th e p re-requ is ite for  fu tu r e s u cces s . Th e SCAILES fra m ework  is  

des cr ibed  b elow: 

Strat e gic : To s u cceed  a n d  a ch ieve a  d es ired  cu ltu re of s t ra tegic th in k in g, lea ders  a n d  th eir  

orga n iza t ion s  n eed  to be a b le to s ee th e b ig p ictu r e a n d  th in k  h olis t ica lly a bou t  h ow dyn a m ic 

in pu ts  a ffect  on e a n oth er . S tra tegic th in k in g is  a bou t  a n t icip a t in g th e fu tu re ba s ed  on  wh a t  is  

kn own , a n d  con s id er in g th e pos s ib ilit ies  a n d  proba bilit ies  of ea ch  lon g term  ou tcom e. St ra tegic 

th in k in g lin ks  th e pa s t  to th e p res en t , a s  well a s  to th e fu t u re, a s  a  s in gle con t in u u m  of 

dyn a m ic in tera ct ion s . It  lin ks  th e b ig p ictu re view to th e ta ct ica l level. S t ra tegic th in k in g h elps  

lea d ers  to s tep  ba ck  a n d  th in k -th rou gh  p la n s  a n d  decis ion s , con n ect in g fu tu re ou tcom es  to 

toda y’s  ta ct ica l a ct ion s , a n d  d evelop  a  cred ib le p a th  to a ch ieve a  des ired  s ta te.  

Co m ple x: Com plexity refers  to th e n u m b ers  of elem en ts  on e con s iders  wh en  th in k in g th rou gh  

prob lem s , is s u es  or  s itu a t ion s , to h elp  crea te well-in form ed s t ra tegies , p la n s  a n d  d ecis ion s . 

Orga n iza t ion s  a n d  tech n ologica lly a dva n ced  s ys tem s  a re in crea s in gly com plex, a n d  th eir  

dyn a m ic, tu rbu len t  n a tu re crea tes  s ign ifica n t  lea ders h ip  ch a llen ges . Lea d ers  m u s t  t ry to 

n a viga te wh a t  is  kn own , wh ile a ccou n t in g for  wh a t  m igh t  n ot  be kn own  i.e. u n kn own  

u n kn own s . Th es e a re a n  im por ta n t  con s id era t ion , es pecia lly in  a  VUCA en viron m en t , requ ir in g 

d is cern in g ju dgm en t  a n d  wis dom . Lea d ers  m u s t  rea lize th e n etwork ed  n a tu re of com plexity, 

a n d  h ow it s  va r iou s  elem en ts  a re in terdep en d en t  a n d  a ll s t r ivin g to a ch ieve a  p roper  

equ ilib r iu m . 

Adapt ive : As  th e VUCA en viron m en t  con t in u es  to ch a n ge, lea ders  a n d  th eir  orga n iza t ion s  

m u s t  a dep t ly s en s e en viron m en ts  a n d  b e a wa re of ch a n ges  wh ich  m a y in flu en ce th eir  a ct ion s , 

beh a viors , p la n s , s t ra tegies  a n d  in ves tm en ts . With  a wa ren es s  in gra in ed  in  lea de rs ’ m in d s  a n d  

in  th eir  orga n iza t ion s , th ere m u s t  b e a n  a b ility to rea ct  effect ively a n d  efficien t ly to s ta y a h ea d  

of en viron m en ta l ch a n ges . Th is  requ ires  lea ders  a n d  th eir  orga n iza t ion s  to be a gile, flexib le a n d  

a da p t ive. In  b u rea u cra t ic orga n iza t ion s , wit h  r igid  p roces s es , gu idelin es , workflows  etc., th is  is  

very d ifficu lt  a n d  ca n  be a  “s ys tem  con s t ra in t” in  th e fa s t  pa ced  com p et it ive en viron m en t .  

In novat ive : In n ova t ive lea d ers  a n d  th eir  orga n iza t ion s  p la ce a  p rem iu m  on  lea rn in g, 

kn owledge a n d  th e a b ility to th in k  crea t ively to ca ta lyze n ew th ou gh ts  a n d  con n ect ion s  wh ich  

res u lt  in  n ovel idea s  a n d  con cepts . In n ova t ion s  occu r  in  a n  en viron m en t  wh ere th ere is  a n  

exp licit  n eed , a n d  wh ere it  is  s a fe to exp er im en t  a n d  fa il, s u m m ed u p  by “fa il s a fe, fa il fa s t , fa i l 

often .” Lea d ers  focu s  on  fos ter in g orga n iza t ion s  wh ich  a ccelera te lea rn in g a n d  th e develop m en t  

of b rea k -th rou gh  idea s  a n d  con cepts  wh ich  m a ke rea l a n d  s u bs ta n t ia l d ifferen ces . 

Orga n iza t ion s  wh ich  ca n  rou t in ely develop  n ovel s olu t ion s  th rou gh  collect ive in telligen ce, 

rooted  in  kn owledge a n d  effect ive a n d  efficien t  s ocia l n etwork s  b u ilt  on  m u tu a l t ru s t  a n d  

res pect , will a ch ieve a  cu ltu ra l n irva n a . In  th e 21 s t  Cen tu ry VUCA en viron m en t , gen era t in g 

ga m e-ch a n gers  or  d is ru p t ive in n ova t ion s  th a t  es ta b lis h  com plet ely n ew p a ra d igm s , or  “off-s ets ” 

for  d is t in ct ive com pet it ive a dva n ta ge, repres en t  th e Holy Gra il to s ta k eh olders  a n d  cu s tom ers , 

s pecifica lly th e Depa r tm en t  of th e Na vy.  

Le arning: Lea rn in g is  th e fou n da t ion a l s k ill of th e 21 s t  Cen tu ry – it  n ot  on ly a ffects  wh a t  on e 

kn ows  b u t  a ls o h ow th in k in g ta kes  p la ce. In  th e fu tu re, kn owledge d om in a n ce will determ in e 

ou tcom es . Lea rn in g to th in k  s t ra tegica lly, crea t ively, cr it ica lly, a n a lyt ica lly a n d  in  term s  of 

s ys tem s  a n d  n etworks  is  fou n d a t ion a l to effect ive orga n iza t ion s . Accelera t in g lea rn in g both  

in d ividu a lly a n d  collect ively cou ld  n ot  be m ore im por ta n t , es p ecia lly in  a  VUCA en viron m en t . It  

ta kes  p la ce by a s s ocia t in g s om eth in g n ew with  wh a t  is  a lrea dy kn own , exten din g exis t in g 

kn owledge. New kn owled ge dem a n d s  a s k in g in s igh t fu l qu es t ion s , cou pled  to fores igh t , to crea te 

a  bet ter  u n d ers ta n d in g. Spen din g t im e to m a ke s en s e of com plexity, a n d  to th in k  th rou gh  

m ea n in gs  a n d  im plica t ion s , ca n  bu ild  n ew n eu ra l con n ect ion s . Th es e n ew con n ect ion s  fos ter  
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even  m ore p os s ib ilit ies  for  ca ta lyzin g n ew a s s ocia t ion s , i.e. a ccelera t in g lea rn in g. Alon g th es e 

lin es , p rototyp in g a n d  exper im en t in g a re very p owerfu l wa ys  to lea rn  s om eth in g n ew. 

Con t in u ou s  lea rn in g en h a n ces  on e’s  a b ility to th in k  a n d  con t r ib u te m ea n in gfu lly; it  is  a ls o 

in s p ir in g, s elf-fu lfillin g a n d  u lt im a tely s elf-a ctu a lizin g. Exper ien t ia l lea rn in g, wh ere kn owledge 

is  a p p lied  in  con text , i.e. h a n ds -on , b u ild s  pers on a l a n d  orga n iza t ion a l growth  a n d  

developm en t , a n d  wider  res u lt s . Newly em ergin g s er iou s  ga m es , vir tu a l, colla bora t ive 

exper ien ces  in clu d in g Ma s s ive Open  On lin e Cou r s ewa re (MOOCs ) a n d , es pecia lly, Ma s s ive 

Mu lt ip la yer  On -lin e Wa r  Ga m e Levera gin g th e In t ern et  (MMOWGLI) p ion eered  by th e Na vy, 

p rovide p la t form s  offer in g grea t  poten t ia l to a ccelera te lea rn in g. Th ey d o s o t h rou gh  d eep  

en ga gem en t  a n d  im m ers ion  in  a  colla b ora t ive s et t in g to a ch ieve d eeper  u n ders ta n d in g, con text  

a n d  p ers p ect ive.  

Em e rge n c e : To u n lea s h  h u m a n  poten t ia l, lea ders  in  th e 21s t  Cen tu ry m u s t  crea te a n  

en viron m en t  th a t  en a b les  th e u n br id led  em ergen ce of n ew idea s , con cep ts  a n d  p ers p ect ives . 

Lea d ers  m u s t  s et  th e ton e, s o th a t  em ployees  feel en cou ra ged  a n d  p os s es s  s a fety of voice, 

perceivin g a  s en s e of open n es s  a n d  t ru s t  for  m ea n in gfu l d ia logu e a n d  exch a n ge a s  th e n orm . 

J u s t  a s  in  th e r ich  a n d  lu s h  con dit ion s  of a n  ecos ys tem  or  ra in fores t , wh ere n a tu re ca n  th r ive 

in  n ea r -per fect  b a la n ce, lea d ers  crea te th e r igh t  exp ecta t ion s  a n d  op en -m in ded  con dit ion s  

a llowin g n ew id ea s  to em erge. Lea ders  s et  th e s ta ge for  th eir  en viron m en t  a n d  th e cu ltu re th a t  

com es  with  it  – em ergen ce occu rs  wh en  a  gen u in e in teres t  in  gen era t in g prod u ct ive idea s  a n d  

s olu t ion s  a r is es , a n d  with  a n  expres s ed  a pprecia t ion  ba s ed  on  th e m er it  of idea s  rega rd les s  of 

th eir  s ou rce i.e. a  m er itocra cy in s tea d  of a  m ore t ra d it ion a l h iera rch y. Divers ity  of th ou gh t  a n d  

pers pect ive, a p p lyin g d ifferen t  len s es  a n d  ba ckgrou n d s  to a  p rob lem , often  p la ys  a  k ey role in  

en a b lin g th e em ergen ce of th e m os t  n ovel a n d  m ea n in gfu l id ea s . Th e role of lea ders  is  to s et  th e 

s ta ge, crea te th e r igh t  en viron m en t , a s k  th e r igh t  qu es t ion s , a n d  th en  ‘let  go’ to ca ta lyze 

produ ct ive a n d  m ea n in gfu l exch a n ge to a ch ieve grea t  ou tcom es .  

Sys t e m : Su cces s fu l lea d ers  th in k  in  term s  of open  a n d  colla b ora t ive s ys tem s , wh ich  fos ter  

in tern a l a n d  extern a l in t era ct ion s , exch a n ges  a n d , u lt im a tely, s yn ergy to crea te dyn a m ic 

lea rn in g a n d  in n ova t ive s ocia l en viron m en ts . Lea ders  m u s t  th in k  in  term s  of in tercon n ected  

a n d  in terdepen den t  s ys t em s , loos ely cou pled  a n d  a b le to ea s ily a d a p t . Lea ders  m u s t  a ls o 

rea lize th a t  th in k in g it s elf is  a  com plex s ys tem  th a t  evolves  n ew th ou gh ts  a n d  id ea s  in  res pon s e 

to in flu en t ia l fa ctors . Un ders ta n d in g th es e in flu en t ia l fa ctors  is  cr it ica l to u n d ers ta n d in g th e 

ba s is  of th ou gh ts  a n d  id ea s  i.e. th e b ia s es  a n d  em ot ion s  of ou r  th in k in g. Ult im a tely, th e a b ility 

of lea d ers  to con s id er  th e wide ra n ge of p os s ib ilit ies  a n d  th eir  in h eren t  p rob a bilit ies , th in k  

th em  th rou gh , a n d  con s ider  th eir  poten t ia l im plica t ion s  p rovides  th e b a s is  for  th e in s igh ts , 

fores igh ts  a n d  ca p a bilit ies  n eces s a ry to ta ke a ct ion  a n d  s u cceed .  

Th e SCAILES fr a m ework  is  a  n ew wa y to th in k  a b ou t  lea ders h ip  a m ids t  th e growin g ch a llen ges  

of th e 21s t  Cen tu ry VUCA en viron m en t . Lea d ers  a n d  orga n iza t ion s  th a t  ca n  s ta y a cu tely 

a wa re, a n t icipa te, id ea te, a n d  lea n  forwa rd  in  th eir  con n ectedn es s , th in k in g a n d  lea rn in g wil l 

s et  th e exa m ple for  oth er s  to follow. Th es e orga n iza t ion s  exem pla rs  of th ou gh t  lea ders h ip  a n d  

lea d ers h ip -in -a ct ion , a n d  will h a ve a  d is t in ct  com pet it ive a dva n ta ge a s  th e u n cer ta in t ies , 

d is ru p t ion s  a n d  n on lin ea r it ies  of th e 21s t  Cen tu ry u n fold .  
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By LT Kris t e n  Whe e le r,  USS IWO J IMA (LHD 7 ).  ** 

  

In s t illin g a  cu ltu re of in n ova t ion  a n d  crea t ivity is  n o ea s y ta s k . It  m ea n s  s t ep p in g a wa y from  

th e com for t  of th e fa m ilia r  a n d  rou t in e a n d  in to th e rea lm  of u n kn own  pos s ib ilit ies . Here 

on b oa rd  USS IWO J IMA, we a re doin g ju s t  th a t , by bu ild in g a  cu ltu re th a t  will a llow deck pla te 

in gen u ity to b u b ble u p  to th e s u r fa ce. Ou r  goa l is  s im ple; crea te a  cu ltu re s h ift  towa rds  

crea t ivity, in gen u ity, a n d  in n ova t ive th ou gh t  with in  ou r  Wa rdroom  a n d  th en  m a n ifes t  th is  

pa ra d igm  th rou gh ou t  th e s h ip . Ou r  s h ift  bega n  in  th e Wa rdroom , th rou gh  th e im plem en ta t ion  

of a  n ew t ra in in g progra m .  

Deck pla te in n ova t ion  s ta r t s  with  lea ders  wh o ch a m pion  th e ca u s e. Ou r  Com m a n din g Officer , 

CAPT Da n a  Gord on  a n d  Execu t ive Officer , CAPT J a m es  Mid kiff a re s ta u n ch  s u pp or ters  of th is  

t ra n s it ion  a n d  b elieve we h a ve th e idea l Wa rdroom  to en a b le th is  ch a n ge. After  a n  ea rn es t  

d is cu s s ion  with  th e Sk ip per  rega rd in g Na vy t ra in in g, lea ders h ip  ch a llen ges , a n d  th e fu tu re of 

th e Na vy, ou r  goa l wa s  clea r ; we n eeded  to reexa m in e n ot  on ly wh a t  we t ra in , bu t  h ow w e t ra in . 

Seek in g to redes ign  th e m u n da n e t ra in in g exper ien ce, we decid ed  th a t  dea th  by Power  Poin t  

a n d  rote m em or iza t ion  were off th e ta b le. In s tea d , ou r  a p proa ch  to t ra in in g focu s es  on  

in corp ora t in g “s ys tem s  th in k in g” a n d  “exp er ien t ia l lea rn in g” tech n iqu e s . Ou r  t ra in in g is  

effect ive, in tera ct ive, m em ora b le, a n d  m ea n in gfu l. We a ls o ca p ita lize on  ou r  d ivers e p ool of 

ta len t . Th e IWO J IMA Wa rdroom  is  th e defin it ion  of d ivers e. We h a ve over  80  Officers  in  2 8  

d ifferen t  des ign a tors , ra n gin g from  fres h -ou t -of-college En s ign s  to s ea s on ed  2 5+ yea r  Lim ited  

Du ty Officers  (LDO) a n d  Ch ief Wa rra n t  Officers  (CWO) . With  th a t , we cu rren t ly h a ve two 

d ifferen t , yet  com plem en ta ry, t ra in in g progra m s . On e is  d es ign ed  for  Divis ion  Officers  (DIVO 

SWO Tra in in g) wh ile th e oth er  is  t a rgeted  for  th e en t ire Wa rdroom  (Officer  Lea ders h ip  

Con t in u u m ). 

Kick in g off DIVO SWO Tra in in g on  Ma rch  12 , 2 0 1 5 , we explored  “s ys tem s  th in k in g” a s  a  wa y to 

u n d ers ta n d  h ow th e Na vy is  com pr is ed , s in ce we a re a  com plex orga n iza t ion  of s ys tem s  with in  

s ys tem s . In  order  to u n d ers ta n d  com plex s ys tem s , we con d u cted  a n  exercis e in volvin g every 

pers on  in  th e room  s im u lta n eou s ly.  

Th e ru les  were s im ple. Ea ch  pers on  s elected  a  s in gle ca rd  with  a  s ys tem  or  n od e (i.e. PQS, 

Wa lk in g Blood  Ba n k , COMTUEX, Ma in ten a n ce on  SPS -4 8 G Ra d a r , ORM, ASA Ch ecklis t s , 

Detect ion  of a  Th rea t  Mis s ile, Eva cu a t ion  of Em b a s s y, etc). After  ea ch  pa r t icipa n t  ch os e a  ca rd , 

th ey th en  h eld  it  u p  for  th e oth ers  to s ee. Next , with ou t  com m u n ica t in g, ea ch  pers on  ch os e two 

oth er  ca rds  th a t  rela ted  to th eir  ca rd . For  exa m ple, th e pers on  h old in g th e Detect ion  of a  

Th rea t  Mis s ile Ca rd  s ilen t ly ch os e th e pers on  h old in g th e PQS Ca rd  a n d  th e Ma in ten a n ce on  

th e SPS-4 8 G Ra d a r  Ca rd . S im u lta n eou s ly, th e pers on  h old in g th e Ma in ten a n ce of th e SPS -4 8G 

Ra da r  Ca rd  s ilen t ly ch os e th e pers on  h old in g Detect ion  of a  Th rea t  Mis s ile a n d  Eva cu a t ion  of 

Em ba s s y. Next , everyon e wa s  in s t ru cted  to m ove equ a l d is ta n ce from  th e two oth er  ca rd s  th ey 

ch os e, with ou t  com m u n ica t in g. In  th e en d , th ere wa s  a  room  fu ll of people wh o were 

con t in u a lly rea d ju s t in g, illu s t ra t in g a n  ever  ch a n gin g "com plex s ys tem s ". After  five m in u tes , we 

ca m e to a  s top pin g p oin t . Ea ch  pers on  in  th e room  th en  br iefly exp la in ed  th eir  s ys tem  ca rd  a n d  

th en  revea led  th e two ca rds  th ey ch os e, wh ile exp la in in g th e rela t ion . Even  th ou gh  th e exercis e 

wa s  in it ia lly received  with  h es ita t ion , in  th e en d , people were en ergized  a n d  ch a t ty with  th is  

n ew vis u a liza t ion  of wh y we n eed  to u n d ers ta n d  n ot  on ly ea ch  s ys tem , b u t  h ow th es e s ys tem s  

a ffect  on e a n oth er .  

Towa rd  th e en d  of J u n e,  DIVO t ra in in g will t ra n s it ion  a s  we begin  to exp lore “des ign  th in k in g”. 

Th e DIVOs  will be d ivided  u p  in to th e fou r  wa tch  tea m s  a n d  ta s k ed  to red es ign  SWO a n d  
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Wa rdroom  t ra in in g du r in g th e u pcom in g ya rd  per iod . Th ere a re th ree t ra in in g top ics  to 

fa cilita te th is  p roject : “In t rodu ct ion  to Ra dica l Colla b ora t ion ”, “In t rod u ct ion  to Des ign  Th in k in g 

a n d  Pla n n in g”, a n d  fin a lly “In t rod u ct ion  to Effect ive Br iefin g/  Pitch in g”. Th e en d  goa l is  th a t  

ea ch  of th e fou r  tea m s  will com e u p  with  fou r  d ifferen t  idea s  for  t ra in in g a n d  th en  p itch  th em  

to th e Sk ip per  a n d  th e Wa rdroom . We expect  to s ee s h ip b oa rd  SWO Tra in in g com pletely 

t ra n s form ed a n d  revita lized .  

Con cu r ren t ly, we h old  Wa rdroom  Tra in in g for  a ll Officers . Th es e top ics  a d dres s  ch a llen ges  we 

fa ce a s  a  d ivers e Wa rdroom  of va r iou s  a ges , b a ck grou n ds , com m u n it ies , a n d  ra n ks . As  of Ma y 

16 th , ou r  Wa rdroom  lea ders  h a ve s h owca s ed  th eir  ta len t  in  five t ra in in g top ics . Ou r  Sk ip per  

(Avia tor ) a n d  XO (SWO) k icked  u s  off with  “Com m u n ity Br iefs ”, exp a n din g kn owledge on  

Fitn es s  Repor ts , p rom ot ion  b oa rd s , ca reer  a d vice, a n d  gu ida n ce. Th is  n ext  les s on  wa s  

fa cilita ted  by CDR Ra ym on d Ma rs h  (Air  Bos s ) rega rd in g “Th e Good, Th e Ba d , a n d  th e Ba s ics  of 

Na va l Lea ders h ip”. Th is  les s on  wa s  followed  by CAPT Sea n  Su lliva n  (Sen ior  Medica l Officer ) 

a n d  CDR Stu a r t  Da y with  “Lea d ers h ip  u n d er  Pres s u re”. Recen t ly, on e of ou r  s a lty Lim ited  Du ty 

Officers  (LDO), LCDR Sh a wn  Collin s  (AIMD Ma in ten a n ce Officer ) a n d  ou r  b ra ck is h  Bu ll En s ign , 

ENS Mike Cu om o (SWO DIVO) tea m ed u p  to deliver  “Br idgin g th e Gen era t ion  Ga p”. Topics  s t ill 

on  th e h or izon  a re “Sm a ll Th in gs  th a t  Ma k es  a  Big Differen ce”, “Effect ive Com m u n ica t ion ”, a n d  

“Crea t ive Lea ders h ip”.  

Overa ll, ou r  goa l is  to fos ter  th e “flip”, wh ich  is  defin ed  by th e th ou gh t  lea der  Da vid  Kelley a s  

th e poin t  wh en  people “s ee th em s elves  a s  crea t ive in d ivid u a ls ”. We a re en cou ra gin g people to 

a s k  qu es t ion s , u n ders ta n d  th eir  s ys tem s , s eek  wa ys  to im prove th es e s ys tem s  a n d  th en  

becom e ch a m pion s  for  oth ers . Th ere is  n o in s t ru ct ion  or  doct r in e developed  by th e Na vy on  

h ow to d o th is , wh ich  m a kes  th e lea p  in to th e u n kn own  ra th er  da u n t in g. However , with  

ch a m pion s  to ba ck  u p  th e cu ltu re s h ift  a n d  a n  op en -m in ded  crew, IWO J IMA Sa ilors  will 

cer ta in ly be Fleet  ga m e-ch a n gers . 
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By Sc ot t  Hargat e  ** 

  

I a m  a m a zed  a t  th e n u m ber  of t im es  th a t  I’ve been  told  th a t  s om eb ody is  “too b u s y” for  p roces s  

im provem en t . Ma n y of ou r  Sa ilors , Ma r in es  a n d  civilia n s  kn ow wa ys  by wh ich  th ey ca n  

im prove th eir  job s , if on ly th ey h a d  th e t im e to develop  th eir  own  idea s . Th es e in d ivid u a ls  

believe th ey ca n n ot  a fford  to s p en d  th e t im e to d es ign  a n d  im plem en t  th eir  ch a n ges , beca u s e 

th eir  cu r ren t  ta s ks  a re b a rely com pleted  in  th e t im e th a t  th ey h a ve a va ila b le. B elow a re two 

rea l-wor ld  exa m ples  of p roces s  im provem en ts  wh ich  were im plem en ted  a s  a  res u lt  of 

s u pp or t ive lea ders h ip  a n d  ta k in g p ers on a l in it ia t ive to m a ke th e t im e for  p roces s  im provem en t .  

Main te nanc e  Organizat ion  

A Ma r in e Corps  La n ce Corp ora l t ra n s fer red  from  a  com ba t  a rm s  ba t ta lion  to a n  Elect ron ics  

Ma in ten a n ce Com pa n y (ELMACO) in  a  Ma r in e Logis t ics  Grou p . As  a  Grou n d  Elect ron ics  

Tra n s m is s ion  Sys tem s  Ma in ta in er , h e h a d  ju s t  s p en t  th e p reviou s  1 8  m on th s  work in g in  th e 

Sh ipp in g a n d  Receivin g Sect ion , a n d  wa s  n ow expected  to fix ra d ios  th a t  h e h a dn ’t  s een  s in ce 

MOS s ch ool. Th e La n ce Corpora l n ot iced  th a t  th e oth er  m a in ta in ers  were very proficien t  a t  

determ in in g th e ca u s e of th e is s u es , b u t  s p en t  m os t  (between  8 0  a n d  90%) of th eir  t im e fillin g 

ou t  th e pa perwork  (Equ ipm en t  Repa ir  Ord ers  (EROs ), ERO Sh op pin g Lis ts , etc…). Th e La n ce 

Corpora l, h owever , h a d  th e op p os ite role. He wou ld  s p en d  a lm os t  a ll of th e t im e tes t in g th e 

equ ipm en t , in  order  to d eterm in e th e ca u s e of th e er rors , ta k in g a lm os t  n o t im e to fin is h  t h e 

a s s ocia ted  p a p erwork .  

Th e ELMACO s ect ion  wa s  s wa m ped  with  m ore th a n  13 0 0  EROs , with  on ly a  dozen  

m a in ta in ers . A few week s  la ter , th e s ect ion  ch ief a n n ou n ced  th a t  th e tea m  wa s  goin g to s ta r t  

por t  a n d  s ta rboa rd  s h ift s , with  a  da y crew a n d  a  n igh t  crew, in  order  to t ry to redu ce th e 

ba ck log of equ ip m en t  wa it in g in  th e m a in ten a n ce cycle (a n d  n ot  a va ila b le for  th e Opera t in g 

Force Ma r in es  to u s e). Th e La n ce Corp ora l a s ked  th e s ect ion  ch ief if th ey cou ld  ta lk  for  a  

m in u te a n d  expla in ed  h is  ob s erva t ion s . Th e s ec t ion  ch ief n oted  th a t  th e s ect ion  d idn ’t  h a ve 

en ou gh  t im e to s top  fixin g brok en  equ ip m en t  a n d  to t ra in  th e oth er  m a in ta in ers  on  th e 

pa perwork . Th e La n ce Corp ora l th en  br iefed  h is  p la n . He recom m en ded  th a t  th e oth er  

m a in ta in ers  con cen t ra te on  fixin g th e equ ipm en t , a n d  th a t  h e wou ld  d ea l with  th e pa perwork . 

On ce th ey got  “ca u gh t  u p” with  th e EROs , th e La n ce Corp ora l cou ld  tea ch  th e oth er  

m a in ta in ers  h ow to com plete a ll of th e requ ired  d ocu m en ta t ion . Th e s ect ion  ch ief a ccep ted  th e 

r is k  of ta k in g on e of th e m a in ta in ers  off of th e floor , a n d  t ryin g ou t  a  n ew proces s  offered  by h is  

tea m  m em ber .  

After  s ix weeks , th e s ect ion  h a d  redu ced  th e n u m ber  of ou ts ta n d in g EROs  to les s  th a n  10 0 —a  

cu t  of over  90%. Th e rem a in in g u n rep a ired  equ ip m en t  wou ld  b e fixed  a s  s oon  a s  th e  repa ir  

pa r ts  a r r ived . Th e s ect ion  th en  h a d  th e t im e a va ila b le to tea ch  cla s s es  on  com plet in g th e 

pa perwork , with ou t  th e n eed  to work  d a y a n d  n igh t .  

Spre ads he e t  Mac ros  

A Depa r tm en t  of th e Na vy Civilia n  work in g a t  th e Pen ta gon  received  th e ta s k  of p roces s in g 

procu rem en t  requ es ts . Th e du e d iligen ce requ ired  for  th is  role h a d  m a n y s teps , in clu d in g 

com pa r in g five s epa ra te s prea ds h eets . Th e t im e r equ ired  to p roces s  ea ch  requ es t  wa s  a b ou t  2  

h ou rs , m os t ly ta ken  u p  com pa r in g th e d ifferen t  s prea ds h eets . With  a n  a ver a ge of 1 0 -15  

requ es ts  every week , th is  job  wa s  ta k in g m os t  of h is  t im e a n d , wors e, th e qu a n t ity of requ es ts  

wa s  in crea s in g. Th e civilia n  rea lized  th a t  com p a r in g s prea ds h eets  wa s  a  p roces s  th a t  cou ld  b e 

a u tom a ted , s a vin g t im e a n d  in crea s in g a ccu ra cy. To a u t om a te th e p roces s , th e civilia n  wou ld  
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n eed  a  p rogra m  (a  m a cro) to s or t , com pile, a n d  com pa re th e d ifferen t  s prea ds h eets  a n d  

determ in e if a ll d u e d iligen ce requ irem en ts  h a d  b een  m et .  

Th e civilia n  wen t  to h is  s u p ervis or  to exp la in  th e s itu a t ion  a n d  th e es t im a ted  t im e s a vin gs  from  

th e m a cro a t  a p proxim a tely 16 -2 5  h ou rs  a  week . Th e s u p ervis or  a greed  th e a u tom a t ion  n eed ed  

to be d on e, a n d  wa s  s u p por t ive of h is  s u gges t ion . Th e two a greed  to s top  proces s in g requ es ts  

for  on e week  in  order  to crea te th e a u tom a t ion  tools et . As  th e p rocu rem en t  requ es ts  h a d  a  

ten den cy to eb b  a n d  flow, th is  tem pora ry s h u td own  wa s  im plem en ted  d u r in g th e n ext  s low 

per iod . A week  wa s  ded ica ted  to it s  develop m en t  a n d  tes t in g.  

At  th e en d  of th e week , th e tools et  h a d  b een  crea ted , tes ted , a n d  im plem en ted . Th e b a ck log of 

requ es ts  wa s  “clea red” in  ju s t  2  da ys , a n d  th e t im e requ ired  to per form  du e d iligen ce wa s  

redu ced  to on ly 2 0 -3 0  m in u tes  p er  requ es t .  

Way  Ah e ad 

With in  th e Depa r tm en t  of th e Na vy, we m u s t  a s s u m e a p propr ia te r is k , with in  la ws  a n d  

regu la t ion s , to m a k e th e t im e to im prove ou r  p roces s es . Alon g with  th e res t  of DoD, th e 

Depa r tm en t’s  bu dget  is  a n t icipa ted  to fa ll a cros s  th e n ext  five yea rs , if n ot  lon ger , with ou t  a  

cor res pon din g red u ct ion  in  m is s ion  requ irem en ts . As  a  res u lt , Depa r tm en t  o f th e Na vy m u s t  

u rge it s  lea d ers  to s u p por t  in n ova t ion , a n d  lea ve in d ividu a l s ervice m em bers  a n d  civilia n s  

en ou gh  pers on a l in it ia t ive to con t in u e to p rovid e a n d  im prove th e defen s e of th e Am er ica n  

people. 

 
▲   Ta b le of Con ten ts   
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In  th e m id -19 9 0s , Com m a n da n t  of th e Ma r in e Corps  Gen era l Ch a r les  Kru la k , recogn ized  th e 

ch a n gin g n a tu re of m od ern  con flict  a n d  in t rod u ced  th e con cepts  of th e “Th ree Block  Wa r” a n d  

th e “St ra tegic Corp ora l.” Both  id ea s  s t res s ed  th e dyn a m ic ch a llen ges  of th e n ew ba t t lefield , 

wh ere lea d ers  a cros s  th e m ilita ry ra n k  s t ru ctu re wou ld  h a ve to m a ke d ia m etr ica lly d ifferen t  

decis ion s  often  with in  m om en ts  of on e a n oth er  d u r in g a  s in gle opera t ion .  

Kru la k ’s  view of th e fu tu re opera t in g en viron m en t  dem a n ded  m en ta l a gilit y. Cen t ra lly, h e 

recogn ized  th a t  poor  ta ct ica l decis ion s  wou ld  qu ick ly tu rn  in to a n  a dvers a ry’s  a d va n ta ge, 

pa r t icu la r ly in  a  globa lly con n ected  en viron m en t . Th e Com m a n da n t’s  p res cien t  vi s ion  beca m e 

rea lity on ly a  few yea rs  la ter  in  Ira q a n d  Afgh a n is ta n .  

To prep a re th e Ma r in es  of th a t  era  for  th is  ch a llen gin g n ew en viron m en t , Kru la k  provided  th e 

followin g gu ida n ce: 

“Th ere is  a  cr it ica l n eed  for  a ll Ma r in es  to p rep a re th em s elves  m en ta lly a n d  ph ys ica lly for  th e 

r igors  of com ba t . Ph ys ica l p rep a ra t ion  h a s  lon g been  in gra in ed  in  ou r  cu ltu re a n d  Ma r in es  a re 

well kn own  for  th eir  ph ys ica l con dit ion in g. Men ta l p rep a ra t ion  n eeds  to r eceive th e s a m e 

em ph a s is .” 

He s t res s ed  th e n eed  for  Ma r in es  to ta k e t im e to im prove ta ct ica l decis ion -m a kin g a n d  ordered  

a  two-pron ged  a p proa ch  – m a ke wid er  u s e of ta ct ica l decis ion  ga m es  a n d  h a ve regu la r  

d is cu s s ion s  on  wa r figh t in g. Kru la k  a ls o ch a llen ged  t ra d it ion a l views  of t ra in in g by en cou ra gin g 

th e u s e of com m ercia l video ga m es  to im prove ta ct ica l decis ion -m a kin g wh en  live t ra in in g 

op p or tu n it ies  were lim ited .  

Toda y, Ma r in es  s t ill em p h a s ize th e n eed  to h on e decis ion -m a kin g s k ills  in  officer  developm en t  

p rogra m s . Su cces s fu lly com plet in g th e lea d ers h ip  rea ct ion  cou rs e is  pa r t  of Officer  Ca n dida te 

Sch ool wh ile la n d  n a viga t ion , wh ere in d ivid u a l decis ion -m a kin g is  a s  im p or ta n t  a s  m ilita ry 

or ien teer in g, is  s t ill a  s ign ifica n t  pa r t  of Th e Ba s ic Sch ool cu r r icu lu m  a t  Qu a n t ico.  

Th e Ma r in es  a re n ot  th e on ly s ervice m em bers  to rec ogn ize th e n eed  to con t in u a lly s h a rp en  

m en ta l a cu ity to p rep a re for  th e com plex b a t t lefield . Na vy SEALs  a re wid ely recogn ized  a s  

wor ld -cla s s  a th letes  b u t  th ey a re a ls o s om e of th e m os t  in telligen t  m em ber s  of th e US m ilita ry. 

For  yea rs  th e SEALs  h a ve u s ed  Keep  In  Min d  exercis es  to im prove a n  opera tor ’s  p owers  of 

ob s erva t ion  a n d  reca ll. A deca de a go, th e SEALs  fa ced  th e ch a llen ge of growin g th eir  n u m bers  

wh ile n ot  com prom is in g th eir  h igh  s ta n da rds . Ra th er  th a n  h a vin g ca n did a tes  d o m ore pu s h -

u p s  or  flu t ter  k ick s , th ey en lis ted  th e h elp  of top  n eu ros cien t is t s  to h elp  im prove th e cogn it ive 

con dit ion in g of fu tu re wa r r iors . Th es e s cien t is t s  fou n d  fou r  cogn it ive p illa r s  wh ich  h elp  en s u re 

s u cces s : s et t in g goa ls , m en ta l vis u a liza t ion , p os it ive s elf-ta lk  a n d  s t res s  con t rol. 

Th e Secreta ry of th e Na vy h a s  a ls o recogn ized  th e n eed  to im prove th e cogn it ive s k ills  of n a va l 

officers . Specifica lly, h e ta s k ed  th e s ervices  to im prove prob lem -s olvin g s k ills  of n a va l officers , 

to m a k e wider  u s e of wa rga m es  a n d  to in crea s e th e u s e of vir tu a l t ra in in g a n d  s im u la t ion  

s ys tem s . All of th es e a ct ion s  a re to h elp  p repa re Na vy a n d  Ma r in e Corps  lea d ers h ip  for  a  

com plex a n d  u n cer ta in  fu tu re, s a vin g t im e a n d  lives  on  a  fu tu re ba t t lefield .  

Des p ite top  lea ders h ip’s  gu id a n ce n ot  a ll n a va l officers  believe cogn it ive s k ills  a re va lu ed  in  th e 

fleet . Du r in g Ta s k  Force In n ova t ion  we fou n d  th a t  m a n y ju n ior  officers , figh ter  p ilots  bein g a n  

excep t ion , were d is cou ra ged  from  d evelop in g cr it ica l th in k in g a n d  prob lem  s olvin g s k ills  in  th e 

op era t ion a l en viron m en t . In s tea d , t h e em ph a s is  wa s  p la ced  on  en forcin g es ta b lis h ed  pra ct ices  

Creat ing Cognit ive Warriors 

file:///C:/innovation/Documents/2015/07/AnticipateFutureMilitaryDemandsMemo.pdf
file:///C:/innovation/Documents/2015/05/WargamingMemo.PDF
file:///C:/innovation/Documents/2015/07/VirtualEnvironmentsMemo.PDF
file:///C:/innovation/Documents/2015/07/VirtualEnvironmentsMemo.PDF
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a n d  followin g ch eck -lis t s . In  th e p r iva te s ector , workers  per form in g s u ch  repet it ive fu n ct ion s  

h a ve b een  rep la ced  by robots .  

Su ch  d eva lu a t ion  dem ora lizes  ou r  ju n ior  lea d ers , a n d  r is ks  wors en in g th ei r  res pon s e t im e in  

com ba t . In  a  fu tu re fores h a d owed by s wa rm s  of m icro UAVs , cyb er  a t ta cks , a n d  even  th e 

p rolifera t ion  of in telligen t  robots  on  th e b a t t lefield , decen t ra liza t ion  of d ecis ion -m a kin g will be 

cr it ica l for  s u cces s .  

As  a n  in s t itu t ion  we m u s t  recogn ize th is  p rob lem  - th e n a vy a t t ra cts  s om e of th e bes t  you n g 

m in ds  ou r  n a t ion  h a s  to offer . Th is  is  a  s u cces s , yet  th eir  cogn it ive s k ills  a re n ot  va lu ed  or  

developed  in  th e op era t in g forces . S im ply s en din g officers  per iod ica lly to gra du a te s ch ools  is  a n  

in s u fficien t  rem edy eith er  to en cou ra ge th e bes t  to s ta y or  to develop  n eed ed  prob lem -s olvin g, 

a n d  life-s a vin g, s k ills .  

As  a  Ma r in e Officer , I des ign ed  s evera l s qu a dron , grou p/ regim en t  a n d  win g -level exercis es . Th e 

gu id a n ce I received  wa s  u s u a lly th e s a m e – m a ke th e exercis e ch a llen gin g a n d  force lea ders  to 

m a k e decis ion s  in  a  s t res s fu l, rea lis t ic en viron m en t . Gen era l Al Gra y, Kru la k’s  Cold  Wa r  

pred eces s or , wa s  a n  a dvoca te for  “free p la y” a n d  r is k -ta k in g in  field  t ra in in g, in flu en cin g th e 

Ma r in es  of th a t  gen era t ion . 

“Hot  wa s h es ” a fter  th e exercis es  were a n  es s en t ia l pa r t  of th e lea rn in g en viron m en t . Exercis e 

pa r t icip a n ts  were u s u a lly a dvis ed  of th e “Rh in o-Ru les ”, th a t  is , h a ve a  th ick  s k in  a n d  let  th e 

s pea rs  th rown  by oth ers  bou n ce off, in  oth er  words , h a ve ca n did  d is cu s s ion s  a b ou t  wh a t  

worked  a n d  m ore im p or ta n t ly wh a t  d idn ’t  work  d u r in g th e exercis e; th a t ’s  wh a t  grea t  

orga n iza t ion s  d o.  

In  con t ra s t , m y fir s t  fleet -wide An t i-Ter ror is m / Force Protect ion  exercis e a s  a  n a vy civilia n  wa s  

ju s t  th e op p os ite of m y Ma r in e Corp s  exper ien ce: we were a dvis ed  to follow a  s cr ip t  a n d  m a ke 

s u re th ere were n o s u rpr is es ! My ob s erva t ion  wa s  th a t  la rge n a va l exercis es  were m ore of a  

dem on s t ra t ion  to p rove t ra in in g h a d  fin is h ed . Alth ou gh  h is tory h a s  s h own  th es e m a y rea s s u re 

a llies  a n d  ca p tu re a n  a d vers a ry’s  a t ten t ion , th ey a re n ot  t ru e lea rn in g exercis es .  

Som e m a y a rgu e th a t  th e m is s ion s  of th e n a vy, focu s ed  on  com m a n din g s h ips , s u b m a r in es  a n d  

a ircra ft , a re s ign ifica n t ly d ifferen t  th a n  th os e of th e Ma r in es  or  SEALs , wh ich  a re focu s e d  on  

lea d in g people a n d  op era t in g in  a  h u m a n -cen t r ic ba t t le s p a ce. Th erefore, t ra in in g th e form er  

s h ou ld  a ls o be d ifferen t . Bu t  th e fu tu re b a t t le s pa ce for  a ll n a va l officers  will ch a n ge 

s ign ifica n t ly over  th e n ext  few deca d es  a n d  officer  developm en t  m u s t  a d a p t  a s  well. J u s t  a s  

Com m a n da n t  Kru la k  wa s  a b le to look  in to th e fu tu re a n d  u rge h is  Ma r in es  to a da p t , we s h ou ld  

be s ca n n in g th e h or izon  toda y for  s im ila r  ch a n ges  a n d  a  recen t  US Arm y s tu dy s h ou ld  provide 

u s  with  s om e in teres t in g food  for  th ou gh t .  

Accord in g to th e rep or t , m a jor  ch a n ges  a re com in g with  res pect  to ou r  a b ility to s ee, 

com m u n ica te, th in k , a n d  decid e on  th e ta ct ica l b a t t lefield  of 2 05 0 . Th es e ch a n ges  d ra w u pon  a  

s h a red  view th a t  th is  ba t t lefield  will be ch a ra cter ized  by th e va s t ly in crea s ed  pres en ce a n d  

relia n ce on  a u tom a ted  p roces s es  a n d  d ecis ion  m a kin g; h u m a n s  with  a u gm en ted  s en s in g; a n d  

in form a t ion -rela ted  a n d  cogn it ive ca p a bilit ies .  

Th e s tu dy’s  a u th ors  iden t ified  th e followin g 7  in ter rela ted  fu tu re ca pa bilit ies  th a t  th ey believe 

d ifferen t ia te th e ba t t lefield  of th e fu tu re from  cu r r en t  ca pa b ilit ies  a n d  en ga gem en ts :  

    •  Au gm en ted  h u m a n s  

    •  Au tom a ted  decis ion -m a kin g a n d  a u ton om ou s  proces s es  

    •  Mis in form a t ion  a s  a  wea p on  

    •  Micro-ta rget in g 

    •  La rge-s ca le s elf-orga n iza t ion  a n d  collect ive d ecis ion -m a kin g 

    •  Cogn it ive m odelin g of th e opp on en t  

    •  Ability to u n ders ta n d  a n d  cope in  a  con tes ted , im per fect , in form a t ion  en viron m en t  

For  th e n a va l s ervices  to con ten d  with  th es e n ew rea lt ies , we m u s t  p repa re ou r  fu tu re lea d ers  

to th r ive in  th is  n ew in form a t ion - cogn it ive-cen t r ic en viron m en t . Th e fir s t  s tep  is  to follow th e 

a dvice of Gen era l Kru la k  a n d  p la ce cogn it ive fitn es s  on  a  p a r  with  ph ys ica l fitn es s .  

http://www.arl.army.mil/arlreports/2015/ARL-SR-0327.pdf
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To im prove cogn it ive fitn es s  we s h ou ld  follow th e s a m e s t ru ctu re a s  ph ys ica l con dit ion in g 

progra m s . We m u s t  crea te loca l exp er ts  to offer  cogn it ive in s t ru ct ion  a n d  provide a m ple 

op p or tu n it ies  to a llow ju n ior  officers  to exercis e d ecis ion -m a kin g a b ility; th e la t ter  ca n  occu r  in  

a  vir tu a l en viron m en t  if n eed ed . Fitn es s  equ ip m en t  is  widely a va ila b le to con dit ion  ph ys ica l 

s ys tem s ; s o, too, s h ou ld  s im u la t ion  or  n etworked  ga m in g to develop  cogn it ive s k i lls . Fin a lly, 

th e n a va l s ervices  in clu d e th e res u lt s  of ph ys ica l fitn es s  tes ts  on  officer  p er form a n ce 

eva lu a t ion s . We m u s t  d evelop  a n  a ccu ra te s ta n da rd  of cogn it ive developm en t  a n d  in clu de th os e 

s cores  on  p er form a n ce eva lu a t ion s  a s  well.  

Th e in form a t ion  a ge b a t t le s pa ce will be m u ch  d ifferen t  from  th a t  of th e in du s t r ia l a ge. We 

m u s t  recogn ize th e n eed  to develop  th e n ext  gen era t ion  of wa r r iors  with  th e cogn it ive s k ills  to 

dom in a te th e da ta  r ich  en viron m en t  of th e fu tu re. Th e cogn it ive wa r r iors  of th e n a va l s ervices  

m u s t  b e a b le to a p p ly m en ta l a n d  ph ys ica l s k ills  with  equ a l a cu m en . Sim ply develop in g a n d  

prom ot in g lea ders  wh o ca n  follow a  ch eck lis t  will lea ve u s  ill -p rep a red  for  fu tu re ch a llen ges .  

 
▲   Ta b le of Con ten ts   
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Secon d  Lieu ten a n ts  a t  Th e Ba s ic Sch ool in  th e la te 19 90 s  were requ ired  to rea d  Ors on  Scot t  

Ca rd ’s  n ovel End er’s  Ga m e . At  th e t im e, I cou ld  n ot  u n d ers ta n d  wh y, with  th e Ma r in e Corps ’ 

r ich  opera t ion a l h is tory, we were requ ired  to rea d  com m ercia l s cien ce fict ion . Ha d  lea rn in g 

from  ou r  own  lega cy b ecom e s om eh ow in s u fficien t?  

Yea rs  la ter  I ca m e to a p p recia te th e s cien ce fict ion  cla s s ic m ore – n ot  on ly for  th e m a n y 

lea d ers h ip  les s on s  id en t ified  by En d er  Wiggin ’s  exper ien ce a t  th e s tory’s  Ba t t le Sch ool, or  for  it s  

con vers ion  in to a  pop u la r  film  bu t  for  th e fu ll poten t ia l wh ich  m odelin g a n d  s im u la t ion  in  a  

n etworked  en viron m en t  h old s  for  p rep a r in g for , or  even  con du ct in g, fu tu re m ilita ry opera t ion s .  

As  Secreta ry of th e Na vy Ra y Ma bu s  iden t ified  in  h is  s peech  a t  Sea -Air  Sp a ce , “New m odelin g 

a n d  s im u la t ion  ca pa bilit ies  a llow u s  to t ry n ew con cepts  with ou t  ben din g s teel. Th ey a llow u s  

to look  a t  th in gs  like a s ym m etr ica l con cep ts  with ou t  goin g th rou gh  th e tor tu ou s , s om et im es  

yea rs -lon g a cqu is it ion  proces s .” Wh ile m od elin g a n d  s im u la t ion  (M&S) offers  t rem en dou s  

a dva n ta ges  in  m ilita ry t ra in in g a n d  exp er im en ta t ion  tod a y, it  is  d ifficu lt  to p red ict  th eir  fu ll 

poten t ia l. Cou ld  En der  Wiggin ’s  com b a t  exper ien ce be a  h a rb in ger  for  m ilita ry opera t ion s  in  th e 

fu tu re?  

On e grou p  from  th e Arm y Res ea rch  La bora tory recen t ly took  a  clos er  look  a t  End er’s  Gam e  in  

th is  con text  a n d  id en t ified  s evera l les s on s  lea rn ed : 

Le s s o n  On e  – The  Train ing Spe c trum  Range s  from  In dividual t o  Colle c t ive  

All m ilita ry s ervices  t ra in  th eir  in d ividu a ls  b efore th ey t ra in  th e u n it . En der ’s  t im e in  Ba t t le 

Sch ool wa s  n o d ifferen t . All n ewcom ers  (“la u n ch ies ”) to th e s ch ool were s u b jected  to cla s s room  

in s t ru ct ion  a n d  vir tu a l s im u la t ion s  b efore th ey were a s s ign ed  to a n  a rm y. On ce a s s ign ed  to a n  

a rm y, th eir  p la toon  lea ders  worked  with  th em  in  s m a ll u n it s  p r ior  to a llowin g th em  in  th e 

ba t t leroom . En der , by n eces s it y, p u t  th is  s pect ru m  a s id e wh en  t ra in in g h is  s o-ca lled  Dra gon  

Arm y. He wa s  forced  by h is  in s t ru ctors  to t ra in  h is  a rm y to per form  a s  on e tea m  im m edia tely. 

In  th is  s cen a r io, in d ivid u a l t ra in in g a s ked  m ore exp er ien ced  s old iers  to ta ke on  th e les s  

exper ien ced , in s t ru ct in g th em  on e-on -on e u n d er  En der ’s  gu id a n ce.  

Le s s o n  Two – All But  War is  Sim ulat ion  

Arm y  Doctrine Reference Publica tion  7 -1 , Tra in ing Units  a nd  Developin g Lea d ers  (U.S. Arm y, 

20 1 2) lis t s  s evera l p r in cip les  of Arm y u n it  t ra in in g. On e is  “Tra in  a s  y ou  will figh t” (p . 2 -1). A 

s im ila r  con cep t  is  cod ified  in  th e form er  logo of th e U.S. Arm y’s  Progra m  Execu t ive Office for  

Sim u la t ion , Tra in in g, a n d  In s t ru m en ta t ion  (PEO STRI): “All Bu t  Wa r  is  S im u la t ion .” 

As  Dra gon  Arm y’s  lea der , En der  em bra ced  th es e con ce pts . His  t ra in in g s es s ion s  en forced  

pr im a ry con cepts , s u ch  a s  m a n eu ver  a n d  m a rks m a n s h ip , wh ich  h e kn ew were cru cia l in  th e 

ba t t leroom ’s  ga m es . En d er  wa s  t ra in ed  to view th es e ga m es  a s  wa r , h on in g s k ills  n eeded  for  

com plex com m a n d roles .  In  th e en d , even  “r ea l” wa r  beca m e s im u la t ion , a s  En der  a n d  h is  

com m a n ders  d id  n ot  rea lize th eir  fin a l ba t t le m a d e th em  com m a n ders  of a  rea l force -on -force 

a ct ion , a n d  n ot  a  s im u la t ion .  

Le s s o n  Thre e  – Pe rc e pt ion  of Lim it at ion s  

Th e t ra in in g progra m  a t  th e Ba t t le Sch ool wa s  ve ry ch a llen gin g. Yet , cr it ica lly, it  wa s  des ign ed  

s o th a t  th e ch ild ren  cou ld  ch a llen ge th e t ra in in g progra m  it s elf. In d eed , th ey h a d  to d o s o in  

order  to s u cceed  – s u cces s  wa s  d efin ed  a s  “win n in g a t  a ll cos ts ,” with  bes t in g th e s im u la t ion  or  

Is Ender’s Game our End Game? 

http://www.imdb.com/title/tt1731141/
http://navylive.dodlive.mil/2015/04/15/secnavs-prepared-remarks-at-sea-air-space-2015/
http://www.modsimworld.org/papers/2015/Everything_I_Ever_Needed_to_Know_About_Simulation_and_Training_I_Learned_from_Enders_Game.pdf
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oth er  “p la yers ” in  th e s im u la ted  en viron m en t  a s  th e s ole p r ize. En d er  d id  th is  on  m u lt ip le 

occa s ion s  th rou gh ou t  th e n ovel.  

For  exa m ple, in  th e m in d  ga m e in volvin g th e gia n t , th e p la yer  a ppea rs  to be fa ced  with  fa ilu re: 

by des ign , n eith er  of th e op t ion s  led  to a  s u cces s fu l con clu s ion . As  pa r t  of th e t ra in in g 

progra m , Colon el Gra ff a n d  Ma jor  An ders on  s ou gh t  to d is cover  h ow En d er  wou ld  dea l with  th e 

p ros pect  of im m in en t  fa ilu re. By k illin g th e gia n t  in s tea d  of a ccep t in g on e of th e ch oices  it  

offered , En der  refu s ed  to be lim ited  to fa ilu re. Th is  wa s  fu r th er  con firm a t ion  to Gra ff a n d  

An d ers on  th a t  th eir  s ea rch  for  a  b r illia n t  lea der  wa s  over .  

Le s s o n  Four – OPFOR Mus t  Adapt  

Ea r ly in  h is  t im e a t  Ba t t le Sch ool, En der  n ot iced  old er  s tu d en ts  p la yin g 3 -D ga m es . Sin ce h e 

wa s  s t ill a  “la u n ch ie” h e cou ld  n ot  p la y th e ga m e, s o h e lea rn ed  by wa tch in g oth ers  do s o. He 

d is covered  th e older  s tu den ts  often  lea rn ed  by p la yin g a ga in s t  Ar t ificia l In telligen ce (AI) 

op p on en ts . Th e AI wa s  n ot  a da p t ive, wh ich  res u lted  in  h u m a n  p la yers  becom in g pred ic ta b le a s  

op p on en ts  – a ccu s tom ed  to p la yin g a  s ta t ic OPp os in g FORce (OPFOR). Th ey s olely em ployed  

th e ta ct ics  a n d  s t ra tegies  requ ired  to defea t  th e AI OPFOR rega rd les s  of wh eth er  th ey p la yed  

a ga in s t  AI or  h u m a n  op p on en ts . En der  u s ed  th is  kn owledge a ga in s t  h is  opp on en ts : h e kn ew 

h ow th ey wou ld  rea ct  b eca u s e h e kn ew h ow th e AI wou ld  force th em  to rea ct .  

Res olvin g th e is s u e of n on -a d a pt ive, s ta t ic, AI is  n ot  ju s t  s cien ce fict ion , h owever . “A m a jor  

d is a dva n ta ge of n on -a da pt ive ga m e AI is  th a t  on ce a  wea kn es s  is  d is covered , n oth in g s tops  th e 

h u m a n  p la yer  from  exploit in g th e d is covery” (Ba kk es , Spron ck , & va n  den  Her ik , 2 00 9 , p . 2 8). 

Ba kk es , Spron ck , a n d  va n  den  Her ik  p rop os ed  a  con cept  kn own  a s  oppon ent m od elling a s  a  

fra m ework  for  m a ch in e lea rn in g a lgor ith m s  to d evelop  “ca s e-b a s ed  a da p t ive ga m e AI” (p . 28). 

Ha d  th e vir tu a l ga m e been  b les s ed  with  s u ch  a  dyn a m ic, a d a p t ive AI OPFOR, En der  m a y well 

h a ve fa ced  m u ch  tou gh er  h u m a n  opp on en ts , a s  th ey wou ld  h a ve been  forced  to a da p t  th eir  

own  ga m e to bea t  th e com p u ter .  

Le s s o n  Five  – Th e re  is  no  “One  Size  Fit s  All” Train in g  

An d ers on ’s  a n d  Gra ff’s  con vers a t ion s , wh ich  b egin  ea ch  ch a p ter , offer  in s igh t  in to h ow En der  is  

p rogres s in g th rou gh  th e Ba t t le Sch ool. However , th eir  con vers a t ion  preced in g ch a p ter  4  is  

es p ecia lly poign a n t . At  th e clos e of ch a p ter  3 , En der  h a s  a greed  to lea ve h is  fa m ily a n d  a t ten d  

Ba t t le Sch ool. An ders on  a n d  Gra ff d is cu s s  h is  t ra in in g regim en , a n d  it  is  clea r  th a t  Gra ff h a s  a  

p la n  for  h ow it  is  to be s t ru ctu red  ba s ed  on  d a ta  collected  from  En der ’s  obs erved  beh a viors  a n d  

m en ta l pa t tern s . Wh ile we a re n ot  a t  th e poin t  of em b ed din g tech n ology to rea d  th ou gh ts  

d irect ly in to s tu den ts ’ b ra in s , we do h a ve th e ca p a bility of ga u gin g th e level of kn owledge of 

in com in g s tu d en ts  via  on lin e p re-tes t in g. Kn owledge of a n  in com in g cla s s ’s  s t ren gth s  a n d  

wea kn es s es  ca n  th en  b e u s ed  to ta ilor  th e cou rs es  (Pik e & Hos n i, 2 0 04). As  a n  exa m ple, 

a s s u m e En der  a n d  h is  fellow “la u n ch ies ” p er form ed p oor ly on  a  p re -tes t  on  fir s t  a id  

fu n da m en ta ls , b u t  a ll p r e-tes ted  well in  wea p on  fa m ilia r iza t ion . Th eir  wea pon  fa m ilia r iza t ion  

cla s s  cou ld  be s h or ted , a n d  th e ext ra  t im e a llot ted  to fir s t  a id .  

Le s s o n  Six – Fully  Ble n de d Le arning  

In  An d ers on  a n d  Gra ff’s  t ra in in g regim e, a ll of th e s ep a ra te lea rn in g elem en ts  in form  on e 

a n oth er . From  th e cla s s r oom  en viron m en t , to th e in d ivid u a l a n d  collect ive s im u la t ion s , a n d  

even  th e s ocia l in tera ct ion s  of th e s old iers  d u r in g th eir  free t im e, in  ea ch  in s ta n ce, En der ’s  

beh a viors  a re eva lu a ted , a n d  h is  p er form a n ce in flu en ces  h is  s u b s equ en t  lea rn in g exper ien ces . 

Alth ou gh  th e Ba t t le Sch ool’s  a s s es s m en t  s ys tem  b orders  on  Orwellia n , it  h igh ligh ts  two 

pr in cip les  wh ich  ca n  rea s on a bly a pp ly to rea l wa r figh ters  toda y.  

Fir s t , per form a n ce in  on e s et t in g, s u ch  a s  a  s im u la ted  t ra in in g exper ien ce, s h ou ld  h elp  in form  

fu tu re lea rn in g. Alth ou gh  s t ra igh t forwa rd , m os t  con tem p ora ry t ra in in g progra m s  s t ill t rea t  

ea ch  even t  a s  a  s tovep ip e. At  bes t , pa r t icip a n ts  m u s t  com plete p a s s / fa il “ga tes ” to p rogres s , 

bu t  ra rely d o th e s pecifics  of th eir  pa s t  per form a n ce d irect ly in form  th e n a tu re of la ter  lea rn in g 

exper ien ces .  
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Secon d , pers on n el s h ou ld  be a s s es s ed  h olis t ica lly du r in g a ll lea rn in g exp er ien ces ; cla s s room s  

a re n ot  th e s ole tes tb ed s  for  decla ra t ive kn owledge n or  a re live t ra in in g evolu t ion s  th e on ly 

p la ce to eva lu a te a p p lied  ta ct ics . In s tea d , th e wh ole p ers on  is  con t in u ou s ly tes ted  in  an d  by  

ea ch  con text . Per form a n ce eva lu a t ion  a ls o exten ds  to in form a l lea rn in g con texts , i.e., th os e 

even ts  th a t  ta ke p la ce ou ts ide of form a lly s t ru ctu r ed  edu ca t ion  or  t ra in in g s et t in gs . In  End er’s  

Gam e , com preh en s ive p er form a n ce d a ta  from  th es e d ivers e en viron m en ts  feeds  in to a  u n ified  

lea rn er  p rofile. In  th e rea l wor ld , n ew tech n ologies , s u ch  a s  th e Adva n ced  Dis t r ib u ted  Lea rn in g 

(ADL) Next  Gen era t ion  Lea rn in g En viron m en t , a re begin n in g to en a b le th e ca p tu re  a n d  

in tegra t ion  of d is pa ra te, form a l a n d  in form a l lea rn in g ou tcom es .  

Le s s o n  Se ve n  – Em phas ize  Cognit ive  Re adine s s  

Mu ch  of En der ’s  t ra in in g in  Ba t t le Sch ool is  des ign ed  to p rovok e h is  cr it ica l th in k in g, 

a da p ta b ility, decis ion -m a kin g, a n d  tea m  per form a n ce s k ills . Alth ou gh  h e a n d  th e oth er  you n g 

s old iers  a ls o s tu dy ta ct ics  a n d  proced u res , th ey s pen d  s ign ifica n t  t im e pra ct icin g th e m en ta l, 

em ot ion a l, a n d  in terp ers on a l s k ills  n eeded  for  com plex, u n cer ta in  fu tu re p rob lem s . In  Ca rd ’s  

wor ld , m a n kin d  fa ces  a n  a lien  op p on en t  wh ich  th ey ca n n ot  fu lly u n ders ta n d  or  p red ict ; h en ce, 

th ey n eed  to d evelop  in d epen den t  rea s on in g, good  ju dgm en t , a n d  m en ta l flexib ility. Alth ou gh  

les s  ext rem e, in  ou r  own  wor ld  wa r figh ters  fa ce grea ter  vola t ility, u n cer ta in ty, com plexity, a n d  

a m bigu ity; s im ila r ly, ou r  pers on n el m u s t  develop  th e in dep en d en t  th in k in g, em ot ion a l 

regu la t ion , a n d  in tera ct ion  s k ills  n eces s a ry to cope with  s u ch  con texts . Th is  clu s ter  of s k ills  is  

often  refer red  to a s  “Cogn it ive Rea din es s ,” a n d  progra m s  like th e Ma r in e Co rps ’ Sm a ll Un it  

Decis ion  Ma kin g (SUDM, 20 11) in it ia t ive or  th e Arm y’s  effor ts  to a dva n ce th e Hu m a n  

Dim en s ion  (U.S. Arm y Com bin ed  Arm s  Cen ter , 2 01 4) exem plify th e focu s  on  it .  

Wh ile th is  a n a lys is  focu s es  on  M&S from  a  t ra in in g pers p ect ive, m a n y qu es t ion s  rem a in  on  

h ow it  m a y even tu a lly a ffect  a ctu a l m ilita ry opera t ion s . It  is  widely recogn ized  th a t  both  cyber  

op era t ion s  a n d  u n m a n n ed  s ys tem s  will p la y a n  in crea s in gly im por ta n t  role in  fu tu re con flict . In  

both  of th es e em ergin g fields  it  grows  m ore d ifficu lt  to d is t in gu is h  th e live en viron m en t  from  

th e s im u la ted  en viron m en t . A deca de a go, we witn es s ed  th e ea s e in  wh ich  a n  a d  h oc glob a l 

com m a n d a n d  con t rol n etwork  cou ld  be es ta b lis h ed , with  a ccou n ts  of s en ior  lea d ers  

m on itor in g rea l-t im e opera t ion s  from  th e CE NTCOM, th e Pen ta gon  a n d  even  th e Wh ite Hou s e. 

Will th e n ext  con flict  requ ire s en ior  com m a n ders  to a ctu a lly dep loy with  th eir  forces ?  

Th e m ilita ry workforce of th e fu tu re will be com p os ed  of people wh o grew u p  on  video ga m es  

a n d  h a n d  h eld  tech n ology. Th ey will be com pletely com for ta b le m a kin g ch oices , even  

poten t ia lly life or  d ea th  d ecis ion s , in  a  vir tu a l en viron m en t . Th ey n eed  to p ra ct ice a n d  bu ild  

th es e s k ills  in  a  s a fe wa y. Will th is  con vergen ce of tech n ologica l a n d  h u m a n  t ren ds  res h a p e 

h ow fu tu re wa rs  a r e fou gh t? Will M&S s ys tem s  bet ter  p repa re th e lea d ers  of th e fu tu re for  

decis ion -m a kin g in  com b a t? Will toda y’s  n etworked  vid eo ga m e p la t form s  evolve in to a n  

en viron m en t  for  s ta te level com pet it ion ? En d er’s  Gam e  s u gges ts  M&S belon gs  in  m ilita ry 

t ra in in g. It  fu lly ju s t ifies  wh y th e n ovel h a s  b een  on  th e Com m a n da n t  of th e Ma r in e Corp s ’ 

Profes s ion a l Rea din g Lis t  for  deca des  a n d  it  m a y provide grea t  in s igh t  in to th e fu tu re of m ilita ry 

op era t ion s .  

 
▲   Ta b le of Con ten ts   

http://www.marines.mil/News/Messages/MessagesDisplay/tabid/13286/Article/136236/revision-of-the-commandants-professional-reading-list.aspx
http://www.marines.mil/News/Messages/MessagesDisplay/tabid/13286/Article/136236/revision-of-the-commandants-professional-reading-list.aspx
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By Robe rt  Koz los ki and Major Arm ando  Mart ine z  ** 

  

Ma jor  Lea gu e Ba s eba ll is  a  da ta -r ich  en viron m en t  p rovid in g a  grea t  exa m p le of h ow a n a lyt ics  

ca n  effect ively a s s es s  a n d  m a n a ge ta len t . As  ou t lin ed  in  th e book  (la ter  m ovie) Mon eyb a ll, th e 

t ra d it ion a l role of th e h u m a n  ta len t  s cou t , a  s o-ca lled  s u b ject  m a t ter  exper t  u s in g h igh ly 

pers on a l ju dgm en t , is  bein g rep la ced  by a  s ta t is t icia n  wh o u n ders ta n ds  b a s eba ll. Fu r th erm ore, 

th e in crea s in g p op u la r ity of fa n ta s y s por ts  p rovid es  clea r  eviden ce of h ow a n a lyt ics  a re 

perm ea t in g Am er ica n  s ociety, a  t ren d  a r is in g in  m a n y fields  excep t  m ilita ry pers on n el s ys tem s .  

Ta len t  d ecis ion s  in  p rofes s ion a l ba s eba ll were h is tor ica lly viewed  th rou gh  th e eyes  of a n  

exper ien ced  ob s erver , s u pp or ted  by s ta n d a rd  s ca les  of per form a n ce: Ru n s , Hits , a n d  Ru n s -

Ba t ted -In  (for  h it ter s ) or  Win s , S t r ikeou ts , a n d  Ea rn ed  Ru n  Avera ge (for  p itch ers ). Beca u s e of 

th e ea s e of d a ta  collect ion  a n d  a n a lys is , m ore in s igh t fu l m ea s u res  of p er form a n ce were crea ted  

to m a k e m ore in form ed pers on n el d ecis ion s .  

Sa berm etr ics , n a m ed in  h on or  of th e Society for  Am er ica n  Ba s eba ll Res ea rch , u s es  s ta t is t ica l 

a n a lys es  to eva lu a te, com pa re a n d  foreca s t  ba s eba ll ta len t . Ea r ly u s e of th es e n on -t ra d it ion a l 

m etr ics  s ta r ted  in  th e 19 70 s , bu t  on ly beca m e popu la r  th is  pa s t  deca de, la rgely du e to 

a dva n ces  in  in form a t ion  s h a r in g u s in g b et ter  qu a n t ita t ive tech n iqu es . With  m ore tea m  

own ers —b oth  rea l a n d  fa n ta s y—relyin g on  a n a lyt ics , th e va lu e of da ta -dr iven  in s igh t  is  rea d ily 

a p pa ren t . 

On e exa m ple of h ow ba s eba ll s ta t is t ics  h a ve evolved  ca n  be fou n d  in  th e n ew “Win s  Above 

Repla cem en t” (WAR) m ea s u rem en t . Th is  m eth od  com pa res  a n  in d ividu a l p la yer  to a  

“rep la cem en t  p la yer ,” wh o cou ld  be h ired  ea s ily a n d  (likely) a t  th e lea gu e -m in im u m  s a la ry. 

WAR ta kes  exis t in g m etr ics  a n d  u s es  th em  in  a  com plex a lgor ith m  to ca lcu la te th e n u m ber  of 

win s  a n  in d ividu a l p la yer  will b r in g a  tea m , beyon d  th e rep la cem en t’s  va lu e, by con s ider in g 

con t r ib u t ion s  on  b oth  offen s e a n d  defen s e.  

Sa berm etr ics  b r in gs  ob ject ivity to ba s eba ll m a n a gem en t  th rou gh  a  m ore robu s t  s ta t is t ica l 

a n a lys is . Ma n a gers  ca n  n ow m a ke p ers on n el d ecis ion s  n ot  on ly u s in g th e qu a lity of a  p la yer , 

bu t  by a s s es s in g h ow well on e fit s  with in  th e exis t in g ta len t  s t ru ctu re of a  tea m . A tea m  wh ich  

p la ys  in  a  h it ter -fr ien d ly ba llpa rk  will ta rget  p la yers  d ifferen t ly th a n  a  team  a t  h om e in  a  

p itch er -fr ien d ly ba llpa rk . A m a n a ger  is  n ow a ls o m ore lik ely to con s id er  th e ta len t  s u r rou n din g 

a  p la yer—th eir  con text  with in  th e tea m —th a n  ba s e a  decis ion  s olely on  th e in d ivid u a l p la yer ’s  

s k ills  in depen den t ly.  

Like Ma jor  Lea gu e Ba s eb a ll, th e s u cces s  of th e US m ilita ry dep en ds  u p on  bes t  u s in g th e ta len t  

of ou r  ou ts ta n d in g m en  a n d  wom en  in  u n iform . No ba s eb a ll tea m  wou ld  s ta n d  a  ch a n ce on  th e 

field  tod a y if it  d idn ’t  in corp ora te a d va n ced  a n a lyt ics  in to th e clu bh ou s e; th e US m ilita ry m u s t  

recogn ize it s  s h or t fa ll in  th es e tools  a n d  pu t  d a ta  a n a lyt ics  in to it s  ga m e.  

 

Can “Sabermetrics” Replace the Officer FITREP? 
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How th e US m ilita ry m ea s u res  a n d  u s es  officer  ta len t  is  fu n da m en ta lly b rok en , pa r t icu la r ly in  

th e Na vy, wh ere th e m a jor ity of officers  h a ve los t  fa ith  in  th e cu r ren t  eva lu a t ion  s ys tem . On e of 

th e m a in  fla ws  with  ou r  a n t iqu a ted  a pproa ch  is  t h e over -em ph a s is  on  s u b ject ive a s s es s m en ts  

a n d  a  la ck  of clea r  m ea s u res . Su ch  s h or t fa lls  cou ld  cr ipp le th e s ervices , wh os e “ta len t  s cou ts ” 

(com m a n din g officers ) p rom ote ju n ior  officer  m u ch  like th em s elves . If th e com ba t  en viron m en t  

s h ift s  too qu ick ly, th is  a pproa ch  will yield  d is a s t er . Th e n a va l s ervices , th erefore, ca n  lea rn  a  

grea t  dea l from  Ma jor  Lea gu e Ba s eb a ll to res olve th is  p rob lem .  

Th e fir s t  s tep  to crea t in g a  da ta -dr iven  per form a n ce s ys tem  is  to defin e th e ch a ra cter is t ics  

des ired  from  n a va l officers  a n d  th en  develop  wa ys  to m ea s u re p er form a n ce. To illu s t ra te th e 

poin t , th e followin g a n a lys is  will u s e ph ys ica l fitn es s , cogn it ive s k ills , ta ct ica l p roficien cy a n d  

lea d ers h ip  a s  th e va r ia b les  to ca lcu la te th e Officer  Qu a n t ita t ive Ra t in g Score (OQRS).  

Phy s ic al Fit ne s s : Th ere a re s evera l wa ys  to m ea s u re ph ys ica l fitn es s . It  ca n  ea s ily b e 

a p pra is ed  with  a  com bin a t ion  of b ody com p os it ion  a s s es s m en ts  a n d  fitn es s  tes ts  res u lt s . Th ere 

a re oth er  fa ctors  wh ich  cou ld  b e u s ed  in  th is  a lgor ith m , s u ch  a s  a ge, s ex a n d  dep loym en t  t im e, 

wh ich  ca n  h elp  crea te a  bet ter  fitn es s  va lu e. Com m ercia l h ea lth  m on itor in g tech n ology, s u ch  a s  

th e u b iqu itou s  Fitb it  type m on itor , will even tu a lly be  in clu ded  in  th is  m ea s u re.  

Co gnit ive  Skills : Wh ile cogn it ive s k ills  m a y be d ifficu lt  to qu a n t ify, th ere a re a  n u m ber  of 

com p on en t  fa ctors  wh ich  cou ld  b e m ea s u red : s ta n da rd ized  tes ts  res u lt s ,  a ca d em ic 

per form a n ce, p rofes s ion a l pu blica t ion s , or  p ra ct ica l p ro b lem  s olvin g tes ts . On ce th e da ta  

s ou rces  a re defin ed , th es e m ea s u res  cou ld  develop  a  ba s e “cogn it ive ra t in g” a n d  officers  wou ld  

work  towa rds  im provin g th eir  ra t in gs  over  th e cou rs e of a  ca reer .  

Tac t ic al Profic ie nc y : Th is  com p on en t  m u s t  be cu s tom ized  for  ea ch  des ign a tor , s o th a t  ta ct ica l 

p roficien cy in  a  wa r figh t in g com m u n ity cou ld  be m ea s u red  clea r ly a t  ea ch  s k ill level from  

n ovice to m a s ter  p ra ct it ion er . Specific t ra in in g exper ien ce, dep loym en t  t im e a n d  wa r fa re 

qu a lifica t ion s  ca n  a ll be u s ed  to ca lcu la te th is  va lu e.  

Th is  va r ia b le wou ld  a ls o be u s ed  to ch oos e between  s pecia lis t  or  gen era lis t  ca reer  pa th s . Som e 

officers  h a ve s ign ifica n t  op era t ion a l exper ien ce with in  th eir  wa rfa re com m u n ity wh ile oth ers  

ga in  op era t ion a l exper ien ce from  join t  d u ty a s s ign m en ts .  Dis t in gu is h in g between  th e two cou ld  

in form  s elect ion  decis ion s  for  a  join t  com m a n d or  s en ior  n a va l wa r fa re com m u n ity a s s ign m en t .  

Le ade rs h ip : Mea s u r in g th is  com p on en t  is  likely th e m os t  d ifficu lt  a n d  con ten t iou s . In  th e pa s t  

m os t  lea ders h ip  m ea s u res  focu s ed  on  pers on a l a ccom plis h m en ts  ra th er  th a n  a ctu a lly lea d in g 

tea m s  or  orga n iza t ion s . On e wa y to ga u ge lea der s h ip  is  to es ta b lis h  clea r ly defin ed  goa ls , 

m ea s u r in g tea m  p er form a n ce. Begin n in g ea ch  repor t in g yea r , officers  s h ou ld  be given  a  s et  of 

ch a llen gin g b u t  a ch ieva b le goa ls  com m en s u ra te with  ra n k , b illet  a n d  m is s ion . Th e a n n u a l 

a s s es s m en t  wou ld  m ea s u re th e exten t  to wh ich  goa ls  were a ccom plis h ed . Ad dit ion a lly, th e 

res u lt s  of 3 6 0  degree per form a n ce a s s es s m en ts , to a s s es s  lea d ers h ip  beh a vior , a s  well a s  

com m a n d clim a te s u rveys , cou ld  feed  in to th is  ca lcu la t ion .  

Fu r th er , types  of b illet s  or  du ty a s s ign m en ts  cou ld  be ca tegor ized  a n d  fa ctored  in to th is  va lu e. 

In  ba s eb a ll, a  p itch er  for  th e Colora d o Rockies  is  likely to h a ve a  h igh er  ea rn ed  ru n  a vera ge 

th a n  on e from  a  p itch er -fr ien d ly h om e ba llpa rk . Th is  d ifferen ce ca n  b e a t t r ibu ted  to th e h igh er  

a lt itu de of th e Rockies ’ s ta d iu m  in  Den ver , a llowin g m ore h om e ru n s . Ea ch  com m u n ity 

m a n a ger  kn ows  s om e b illets  a re m ore d em a n din g th a n  oth ers , s o a n  officer  m eet in g  h er  

pers on a l goa ls  a t  a  dep loyed  or  h igh  tem p o u n it  wou ld  s ta n d  ou t  m ore th a n  on e in  a  les s  

dem a n din g role. Un it  a s s es s m en t  repor ts  s u ch  a s  th e Defen s e Rea din es s  Rep or t in g Sys tem  or  

Sta tu s  of Res ou rces  a n d  Tra in in g Sys tem  cou ld  fa ctor  in  to th is  va lu e a s  well. 

On ce th e OQRS s core is  ca lcu la ted , it  m u s t  be p la ced  in to m ea n in gfu l con text . Th e officer  

receivin g th e a s s es s m en t  m u s t  be p rovided  th e ch a n ce to n ote a n n u a l a ch ievem en ts  or  p rovid e 

exp la n a t ion  wh y goa ls  were n ot  m et . S im ila r ly, th e repor t in g s en ior  s h ou ld  com m en t  on  

prom ot ion  poten t ia l, p refera b ly on  a  gra de -in fla t ion  proof s ca le, a n d  provid e in s igh t  on  th e 

OQRS s core for  th a t  pa r t icu la r  yea r . Lim ited  res ou rces , for  exa m ple, m a y h a ve preven ted  a n  

http://www.dodretention.org/results/
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officer  from  a ch ievin g a  s pecific goa l. Id ea lly, th e O QRS wou ld  be u s ed  con s is ten t ly over  a n  

en t ire ca reer , s im ila r  to a  lifet im e ba t t in g a vera ge in  ba s eba ll.  

Ra th er  th a n  u s in g th is  s core s im ply for  p rom ot ion s , a s  is  ou r  cu r ren t  p ra ct ice, th e OQRS cou ld  

h elp  b oth  th e s ervice m em ber  to a ch ieve ca reer  goa ls  wh ile a id in g th e in s t itu t ion  in  m a n a gin g 

th e a ctu a l ta len t  of th e workforce, ra th er  th a n  s im ply p u t t in g “b u t ts  in  s ea ts ”.  

OQRS s cores  s h ou ld  be viewa ble by a ll officers , to ta ke pers on n el eva lu a t ion  ra t in gs  ou t  of “th e 

s h a d ows ” a n d  m a k e th e en t ire p roces s  t ra n s p a ren t . Th e s ecrecy a n d  ba ck -room  dea ls  

s u r rou n din g th e rep or t in g of fitn es s  a re h old overs  from  a  bygon e era . Officers  will kn ow h ow 

th ey s ta ck  u p  a ga in s t  peers  a n d  in  wh a t  a rea s  th ey n eed  im provem en t . Top  per form in g officers  

wou ld  welcom e s u ch  t ra n s pa ren cy a n d  wea k er  officers  will get  th e m es s a ge to im prove or  get  

ou t .  

With  s u ch  da ta , Deta iler s , Mon itors  a n d  com m a n d s elect ion  b oa rds  ca n  m a ke in form ed 

decis ion s  a b ou t  wh ere p eople “bes t  fit” for  a  pa r t icu la r  p os it ion . Sen ior  com m a n ders , s im ila r  to 

a  GM in  b a s eba ll, cou ld  requ es t  a  s pecific type of officer  to fill th e im m edia te orga n iza t ion a l 

n eed s . For  exa m ple, if th ey kn ow a  b illet  dem a n d s  s t ron g cogn it ive s k ills  bu t  les s  lea ders h ip , 

m ore weigh t  cou ld  be a s s ign ed  to th e fir s t  va r ia b le to iden t ify officers  m eet in g th is  cr iter ion . 

Like profes s ion a l ba s eb a ll, th e m ilita ry pers on n el s ys tem  is  a  da ta  r ich  en viron m en t , yet  we 

h a ve fa iled  to ta ke a dva n ta ge of ou r  exis t in g in form a t ion  a n d  crea te a  t ru ly effect ive ta len t  

m a n a gem en t  s ys tem . Ma n y m a y a rgu e th a t  exper t  ju dgm en t  is  th e bes t  wa y to m a n a ge ou r  

n a va l officers , s im ply ou t  of t ra d it ion . However , we do n ot  kn ow h ow to m ea s u re th e 

u n d eru t iliza t ion  of officer  ta len t , n or  th e n u m ber  of ca p a b le people wh o exit  m ilita ry s ervice 

ea ch  yea r  b eca u s e th e fu ll poten t ia l of officers  often  s ta ys  on  th e ben ch .  

As  a n  in s t itu t ion , we m u s t  a dm it  th e cu r ren t  s ys tem  is  n ot  work in g; it  ca n ’t  be u s ed  to bu ild  a  

Wor ld  Ser ies  ch a m pion  in  th is  n ew en viron m en t . Wors e, given  th e cu r ren t  th rea t  en viron m en t  

we ca n n ot  a fford  to h a ve a  “reb u ild in g yea r” to res olve th is  is s u e. Ch a n gin g ou r  pers on n el 

pa t tern s  n ow m a y a llow u s  to win  ou r  n ext  wa r . We m u s t  exp lore n ew d a ta -dr iven  op t ion s  to 

m ea s u re effect ively a n d  u s e th e ta len t  of ou r  n a va l officers . Th e s a berm etr ics  a p proa ch  to 

ta len t  m a n a gem en t  in  ba s eb a ll p rovid es  a n  excellen t  s ta r t in g poin t .  

 
▲   Ta b le of Con ten ts   
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INTRODUCTION 

Th e Na va l In n ova t ion  Network  is  a  Depa r tm en t  of th e Na vy-wide foru m  to con n ect  in n ova tors , 

th ou gh t  lea ders , s u b ject  m a t ter  exp er ts , m id -level m a n a gers  a n d  s en ior  lea ders  to ch a m pion , 

a ccelera te a n d  prom ote in n ova t ion . Collect ively, th e grou p  repres en ts  a  w ide ra n ge of 

d is cip lin es , orga n iza t ion s  a n d  fu n ct ion a l com m u n it ies  a rou n d  th e globe. Th rou gh  grea ter  

colla b ora t ion , crea t ivity, exper im en ta t ion , “in t ra ” p ren eu rs h ip , a n d  d ivers ity of th ou gh t , th e 

Na va l In n ova t ion  Network  s eeks  to a ct ively en ga ge th e t rem en dou s  u n ta p ped  in tellectu a l 

ca p a city a n d  m ot iva t ion  of ou r  ta len ted  workforce to ta ck lin g ou r  m os t  com plex prob lem s  a n d  

im provin g ou r  m is s ion .  

VISION 

Ta ct ica lly a n d  pra ct ica lly, th e Na va l In n ova t ion  Network  fos ters  grea ter  s ocia l con n ect ion s  

between  orga n iza t ion s , p eople, a n d  th e in n ova t ion  com m u n ity of p ra ct ice. It  will do s o by 

bu ild in g vir tu a l p la t form s  a s  well a s  ph ys ica l foru m s , wh ere in d ividu a ls  a n d  tea m s  ca n  s h a re 

idea s  a n d  prob lem s  a n d  let  th e n etwork  h elp . As  th e Network  expa n ds , people will be a b le  to 

colla b ora te with  oth ers  on  idea s , b ra in s torm  via b le s olu t ion s  to im p or ta n t  p rob lem s , t ry ou t  

n ew tech n ologies  a n d  exper im en t  in  crea t ive s pa ces  on  a  m u ch  la rger  s cope a n d  s ca le th a n  

ever  before. To crea te a n  a gile a n d  res ilien t  21 s t  cen tu ry workforce r ea dy for  a n  in crea s in gly 

ch a llen gin g a n d  u n cer ta in  fu tu re, th e Network  s eeks  to com plete fou r  m a jor  ta s ks  over  th e n ext  

2  yea rs : crowds ou rce th e DON, in cen t ivize in n ova t ion , s u p p or t  in n ova tors  loca lly, a n d  crea te 

a n  en viron m en t  th a t  in s t itu t ion a lizes  in n ova t ion .  

CROWDSOURCE THE DON 

With  a  workforce of 9 0 0 ,00 0  Ma r in es , Sa ilors  a n d  civilia n s  in  th e Dep a r tm en t , we h a ve a  

t rem en d ou s  opp or tu n ity to u n lea s h  a n d  u n lock  th e crea t ive ta len t  a n d  en ergy of a  d ivers e, 

m u lt i-gen era t ion a l workforce to s olve ou r  m os t  d ifficu lt  ch a llen ges . In  ord er  to ta p  in to th is  

poten t ia l m ore fu lly, a  DON-level vir tu a l p la t form  ca lled  “th e Ha tch ” recen t ly s tood  u p , a llowin g 

m ilita ry a n d  civilia n s  a n ywh ere a rou n d  th e wor ld , on  s h ip  a n d  a s h ore, to levera ge th eir  

kn owledge a n d  s k ills  to bu ild  on  idea s  a n d  s olve prob lem s . Th e Ha tch  h a s  th e a b ility for  

in d ividu a ls , orga n iza t ion s  a n d  com m u n it ies  to develop  th eir  own  “ca m p a ign s ” to s olve vexin g 

prob lem s  or  get  n ew idea s  on  u n ta pp ed  a rea s . Som e exa m ples  of pa s t  a n d  cu r ren t  pu blic 

ca m pa ign s  a re: Ar t ificia l In telligen ce/ Robot ics , Vir tu a l a n d  Sim u la ted  En viron m en ts , Open  

Idea s  Foru m , In cen t ives , New Is s u es  2 01 5  for  Redu cin g Adm in is t ra t ive Dis t ra ct ion s , a n d  Na vy 

Res erve Policy. Th ere h a ve a ls o been  s evera l p r iva te ca m pa ign s  to focu s  on  s pecific top ic s  for  a  

pa r t icu la r  s h ip  or  com m u n ity. Get t in g feedb a ck  from  la rge crowds  th rou gh  crowds ou rcin g is  a  

rela t ively fa s t  a n d  ea s y wa y to get  to th e bes t  or  m os t  in teres t in g idea s  on  a  wide ra n ge of 

top ics . By dra m a t ica lly in crea s in g th e vis ib ility a n d  s ca la b ili ty of con cep t  d is cu s s ion s  a n d  

propos a ls , m a n y m ore p eople (1 0 0x, 1 0 00 x, 1 00 ,00 0 x) ca n  vote a n d  provide com m en ts  to 

im prove a n  id ea . Th ere is  t rem en d ou s  p oten t ia l in  crowds ou rcin g th e DON wh eth er  th rou gh  

“th e Ha tch ” s p on s ored  a t  th e Depa r tm en t  level, th rou gh  “Na vy Br igh twork” to s u p p or t  

deck pla te in n ova t ion  s p on s ored  by Na va l Wa rfa re Developm en t  Com m a n d , or  th rou gh  oth er  

crea t ive id ea t ion  ven u es  a va ila b le to th e Dep a r tm en t .  
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INCENTIVIZE INNOVATION 

In n ova t ion  is  n ot  on ly a b ou t  crea t ive idea s ; it ’s  a ls o d oin g  n ew th in gs  a n d  rea lizin g th e ben efit s  

from  th eir  im plem en ta t ion . Th e Depa r tm en t  is  cu r ren t ly develop in g wa ys  to in cen t ivize even  

m ore in n ova t ion  th rou gh  a n n u a l a wa rds , reva m pin g th e cu r ren t  MILCAP/ BENESUGS 

progra m , a n d  in corpora t in g n on -t ra d it ion a l wa ys  t o rewa rd  a n d  recogn ize in n ova tors . Fir s t , a n  

ALNAV h a s  ju s t  b een  relea s ed  to a n n ou n ce th e SECNAV’s  a n n u a l In n ova t ion  Awa rds  p rogra m  

for  20 15 . Nom in a t ion  form s  a re cu r ren t ly bein g a ccep ted  from  n ow th rou gh  31  October  for  

s ign ifica n t  in n ova t ive a ch ievem en ts  in  eigh t  d is t in ct  ca tegor ies . Secon d , work  h a s  s ta r ted  on  

reva m pin g th e cu r ren t  MILCAP/ BENESUGS progra m , in clu d in g wa ys  to elim in a te ext ra n eou s  

a dm in is t ra t ive la yers  a n d  a ccelera te th e m on eta ry a wa rd  proces s  for  m a tu re idea s . Th ird , a  

grou p  of folk s  a re look in g a t  n on -t ra d it ion a l wa ys  to rewa rd  a n d  recogn ize in n ova tors  es p ecia lly 

des ign ed  to a p pea l to Gen era t ion  Y a n d  Millen n ia ls . Som e of th e n on -m on eta ry a wa rds  b ein g 

con s idered  in clu d e: pu blic recogn it ion , t ra in in g opp or tu n it ies  a n d  edu ca t ion  on  in n ova t ion , 

a d d it ion a l t im e a n d  s pa ce to develop  id ea s  fu r th er , u n iqu e a cces s  to lea ders  a n d  s u b ject  m a t ter  

exper ts  to d is cu s s  a n d  refin e th eir  idea s , a n d  s pecia l-a cces s  even ts  for  in n ova tors . Th es e a re 

ju s t  a  few of m a n y idea s  bein g d is cu s s ed .  

SUPPORT INNOVATORS LOCALLY 

In n ova t ion  is  robu s t  a t  th e gra s s -roots  level a n d  grows  a s  in d ivid u a ls  fin d  oth er  open  a n d  

crea t ive m in ds  to s t im u la te a  dyn a m ic force for  ch a n ge. Th e Na vy’s  Ath en a  Project  is  a  p r im e 

exa m ple of m ot iva ted , loca lly d r iven  in n ova t ion  wh ich  h a s  p roven  s o s u cces s fu l th a t  it  h a s  

n a tu ra lly ca u gh t  on  in  oth er  p la ces . Th e id ea  of “Sh a rk  Ta n k”-lik e 5 -m in u te p itch es  to “a n gel 

in ves tors ” a llows  pa r t icip a n ts  to gen era te ou t -of-th e-b ox p os s ib ilit ies  in  a  fu n , fr ien d ly, yet  

com pet it ive a tm os ph ere. Th e con cept  of de s ign  th in k in g a n d  a ccelera tor  cla s s es  to tea ch  a  

va r iety of m eth ods  for  ta pp in g in to d ifferen t  wa ys  of p rob lem  s olvin g is  ca t ch in g h old  in  m a n y 

com m u n it ies  in clu d in g th e In tel com m u n ity, th e CNO’s  Ra pid  In n ova t ion  Cell (CRIC), a n d  

J oh n s  Hopkin s  Applied  Ph ys ics  La b  (APL). A m ore form a l a n d  delibera te a pproa ch  to 

s u pp or t in g loca l in n ova t ion  is  th e growin g t ren d  of iden t ifyin g a n d  a s s ign in g s pecific poin ts  of 

con ta ct , s u ch  a s  s cien ce a dvis ors  or  lea d  en gin eer s , to be “In n ova t ion  Officers ” a t  loca l 

com m a n ds . Recen t ly, on e Ech elon  2  orga n iza t ion  s tood  u p  a  n ew in n ova t ion  cell with  poin ts  of 

con ta ct  a t  it s  Ech elon  3  com m a n ds  to b r in g n ew idea s  forwa rd  from  th a t  com m u n ity. A m ore 

21 s t  cen tu ry tech n ologica l tool to s u p p or t in g in n ova tors  loca lly is  th e con cept  of th e  Fa b  La b . 

Th e Fa b  La b  is  m u ch  lik e a  h ob by s h op  for  3 -D p r in t in g wh ich  a llows  people to d es ign  a n d  

produ ce th eir  own  3 -D m odels  of ob jects . Exper im en ta t ion  a n d  prototyp in g is  a n  im por ta n t  

ta ct ic for  in n ova t ion  beca u s e it  effect ively tes ts  a  des ign  a n d  in co rp ora tes  fa s ter , itera t ive 

ch a n ges  to deliver  a  com pleted  prod u ct . If th e p rodu ct  n eed s  to be m a n u fa ctu red  u s in g 

d ifferen t  m a ter ia ls , 3 -D m odelin g res u lt s  in  h igh er  qu a lity requ irem en ts  s pecifica t ion s  for  a  

des ign . As  m ore Fa b  La b s  becom e a va ila b le a rou n d  th e cou n try, wh eth er  th rou gh  pa r tn er in g 

with  loca l com m u n ity colleges , m ilita ry com m u n ity s ervices , or  on  s h ips  a n d  in  fleet  

con cen t ra t ion  a rea s , th is  will be yet  a n oth er  wa y to s u p por t  in n ova tors  loca lly. Office of Na va l 

Res ea rch  a ls o h os ts  a  web -ba s ed  tool to b r in g tech n ology n eed s  to th e Na va l Res ea rch  

En terpr is e for  ra p id  res p on s e a n d  d elivery th rou gh  a  s cien ce a n d  tech n olog y progra m  ca lled  

Tech Solu t ion s .  

CREATE AN ENVIRONMENT THAT INSTITUTIONALIZES INNOVATION  

La s t , a n d  m os t  im p or ta n t ly, p roa ct ive a n d  r es p on s ive lea ders h ip  a ct ion s  a t  a ll levels  is  

a bs olu tely es s en t ia l to s u p p or t in g a n d  rein forcin g a  cu ltu re of in n ova t ion  with in  you r  s pa n  of 

in flu en ce. Wh eth er  you  pers on a lly con s ider  you rs elf a n  in n ova tor  or  n ot , you  p la y a  vita l role in  

in flu en cin g in n ova t ion  a n d  h elp in g it  to develop  a n d  grow. Wh ile th ere is  defin itely a  t im e a n d  

p la ce for  bein g effect ive a n d  efficien t , th ere a re a ls o t im es  a n d  p la ces  wh ere ch a m pion in g a  

good  id ea , givin g people t im e to th in k , exper im en t , a n d  tes t  ou t  a  n ew a p p roa ch , a n d  ed u ca t in g 

oth ers  on  h ow to n a viga te th rou gh  a  p roces s  ca n  yield  fa r  grea ter  lea rn in g a n d  overa ll 

im provem en t  to th e la rger  Na va l m is s ion  a n d  lon g-term  vis ion . As  th e wor ld  becom es  m ore 

com plica ted  a n d  in tercon n ected , s u cces s  will n ot  a lwa ys  ea s ily be d ete rm in ed  by ju s t  on e 

pers on ’s  idea  or  a ct ion , bu t  by th e a d ja cen t  a n d  collect ive lea rn in g of on e pers on ’s  id ea  b u ild in g 
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off of a n oth er ’s , a n d  s o on . We will a lwa ys  h a ve b r illia n t  in ven tors  t in ker in g in  a  room  by 

th em s elves , b u t  we a ls o n eed  lea d ers  a n d  orga n iza t ion s  to: en cou ra ge d ivers ity of th ou gh t , 

cu lt iva te in t r in s ic m ot iva t ion , em ph a s ize in form a t ion  s h a r in g, com for t  with  r is k  a n d  

u n cer ta in ty, a gile decis ion -m a kin g, a n d  m ea s u r in g wh a t  m a t ters . Th e Na va l In n ova t ion  

Network  wa n ts  to exten d  th a t  rea ch  by h elp in g lea ders  a t  a ll p oin ts  to in crea s e th e p reva len ce 

of th es e s ix orga n iza t ion a l fea tu res  of in n ova t ive orga n iza t ion s  to h elp  th e DON overcom e 

u n n eces s a ry bu rea u cra t ic ba r r ier s  a n d  in t rodu ce n ew con cepts  a n d  m ore effect ive wa ys  of 

th in k in g a n d  a ct in g wh ich  ca n  t ru ly ch a n ge th e ga m e for  ou r  fu tu re.  

CONCLUSION 

As  we en ter  in to th e a u tu m n , m em bers  of th e Na va l In n ova t ion  Network  will be h os t in g loca l 

even ts  a n d  vir tu a l foru m s  a n d  vis it in g m a jor  fleet  con cen t ra t ion  a rea s  to get  th e word  ou t  a n d  

offer  a dd it ion a l op por tu n it ies  for  get t in g in volved . We in vite you  to be a  p a r t  of ou r  in n ova t ion  

fu tu re. 

For  m ore in form a t ion  a b ou t  th e Na va l In n ova t ion  Network , p a r t icipa te in  th e Ha tch , or  to fin d  

people in  you r  com m u n ity of in teres t  or  loca l geogra ph ica l a re a , con ta ct : 

DON_In n ova t ion @n a vy.m il 
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By Maura Sullivan , Ph .D.  ** 

 

Com in g from  th e pr iva te s ector  I wa s  s t ru ck  by th e con s p icu ou s  la ck  of fem a le voices  

pa r t icip a t in g in  SECNAV’s  Ta s kforce In n ova t ion  (TFI). Wom en  cu r ren t ly con s t itu te les s  th a n  

10% of Th e Ha tch  in n ova t ion  crowds ou rcin g com m u n ity a n d  in n ova t ion  orga n iza t ion s  lik e th e 

CNO’s  Ra pid  In n ova t ion  Cell (CRIC) h a ve b een  overwh elm in gly m a le. Th e wom en  in volved  in  

TFI h a ve provided  a  d is p rop or t ion a tely la rge con t r ibu t ion  in  term s  of con ten t , com m itm en t , a n d  

a b ility to ca ta lyze la rger  n etworks , h igh ligh t in g th e n eed  to cu lt iva te m ore wom en  in n ova tors . 

Th e va lu e of wom en  in n ova tors  h a s  been  dem on s t ra ted  in  th e p r iva te s ector , wh ere a ccord in g 

to a  Ka u ffm a n  Fou n da t ion  repor t  wom en  tech n ology en t repren eu rs  a ch ieve a  35  p ercen t  bet ter  

retu rn  on  in ves tm en t  th a n  m a le cou n terpa r ts .  

Both  in  th e p r iva te s ector  a n d  th e m ilita ry wom e n  h a ve work ed  to be recogn ized  for  th eir  

s k ills ets  a lon e, often  by a t tem pt in g to rem ove gen der  from  th e equ a t ion . Th e Dep a r tm en t  of th e 

Na vy (DON) d ivers ity a gen da  h a s  la rgely focu s ed  on  elim in a t in g d ifferen ces  in  percep t ion  a n d  

op p or tu n ity between  th e gen ders , s u ch  a s  op en in g a ll opera t ion  b illet s  a n d  gen d er -n eu t ra l 

u n iform s . Th e DON m a y h a ve m oved  b eyon d  th e a ct ive in ten t  to exclu de or  d is cr im in a te, b u t  

cu ltu ra l n orm s  s t ill p reven t  wom en  from  fu lly con t r ibu t in g to a ct ivit ies  th a t  ta ke th em  off th e 

p res cr ibed  pa th .  

Sca rce n u m b ers  in crea s e vis ib ility a n d  s cru t in y, a n d  h u m a n s  a re les s  lik ely to t ry th in gs  wh en  

th ere is  a  poten t ia l of b ein g th rea ten ed . As  Sh eryl Sa n db erg a n d  Ada m  Gra n t  poin ted  ou t  in  a  

J a n  20 1 5  New York  Tim es  op -ed , wh en  m a le execu t ives  s pea k  u p , th ey receive 1 0% h igh er  

com peten ce ra t in gs ; wh en  fem a le execu t ives  do th e s a m e, th eir  ra t in gs  from  th eir  peers  a re 

14% lower . In  m a le d om in a ted  field s  m en  a n d  wom en  a re h eld  to a  d ifferen t  s ta n da rd  wh en  it  

com es  to p rovin g in it ia l com peten ce. Men  a re a s s u m ed com peten t  a t  th e core fu n ct ion s  u n t il 

p roven  oth erwis e, wh erea s  wom en  a re forced  to s pen d  t im e provin g core com peten ce pr ior  to 

bein g a llowed  to p u s h  b ou n d a r ies . On e pr iva te s ector  m a n ifes ta t ion  of th is  is  th e fa ct  th a t  

wom en  a re often  exclu ded  from  p os it ion s  on  tech n ology boa rds  beca u s e th ey la ck  STEM 

ba ckgrou n ds , h owever  a  s ign ifica n t  p ropor t ion  of th e m a le b oa rd  m em bers  of tech n ology 

com pa n ies  a ls o la ck  STEM ba ckgrou n ds , b u t  a re a s s u m ed to b e com p eten t .  

In n ova t ion  requ ires  th e a b ility to qu es t ion  n orm s , s yn th es ize d ifferen t  views , a n d  colla b ora te to 

develop  u n iqu e a n d  powerfu l s olu t ion s . Divers ity is  th e DNA of in n ova t ion , bu t  th e cu r ren t  

DON focu s  on  d ivers ity is  s im ply a b ou t  b r in gin g wom en  to th e ta b le, n ot  p rovid in g th e 

en viron m en t  to en s u re th ey a re in clu ded  in  th e con vers a t ion . In clu s ion  is  a bou t  en s u r in g 

d ivers e voices  a re h ea rd , recogn ized , a n d  rewa rd ed . Below a re th ree s u gges t ion s  for  m ore fu lly 

in corp ora t in g wom en  in n ova tors  th rou gh ou t  th e DON.  

Cre ate  s pac e : 

An  often  cited  Hewlet t -Pa ck a rd  in tern a l rep or t  fou n d  m en  a p ply for  jobs  wh en  th ey m eet  on ly 

60% of th e qu a lifica t ion s , bu t  wom en  will n ot  a pp ly u n t il th ey m eet  10 0% of th em . Th e fa ct  

th a t  wom en  m a ke u p  les s  th a n  1% of wr iter s  a t  th e Na va l In s t itu te Blog is  likely a n  a r t ifa ct  of 

th is  fa ct . Wom en  a re les s  likely to p res en t  idea s  in  p rogres s  in  a  m a le d om in a ted  en viron m en t . 

En cou ra gin g wom en  to in n ova te requ ires  crea t in g s a fe s pa ce to d evelop  idea s  a n d  exper im en t . 

Ad dit ion a lly, crea t in g a  s en s e of com m u n ity wh ere wom en  ca n  ta lk  open ly a n d  ta ke r is ks  

with ou t  bein g ju dged  prem a tu rely is  cr it ica l. Wom en  s pecific in it ia t ives , s u ch  a s  d is cu s s ion  

grou ps  a n d  wom en  in  wr it in g week , ca n  crea te th e s en s e of com m u n ity a n d  th e cr it ica l m a s s  

n eces s a ry to p u s h  wom en  in n ova tors  in to ta k in g r is k .  

How Can the Department  of the Navy Cult ivate 

More Women Innovators? 
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Res ea rch  a ls o s h ows  th a t  wh en  wom en  com e to th e ta b le th e idea s  a re m ore likely to be m ore 

developed  com preh en s ive s olu t ion s . In n ova t ion  p rogra m s  n eed  to en s u re th ey a re n ot  p r im ed  

to give m ore con s idera t ion  to idea s  th a t  a re b rou gh t  to th e ta b le fir s t .  

Suppo rt  th e  Firs t  Fo llo we rs : 

Derek  Sh ivers  ga ve a  TED ta lk  on  h ow th e fir s t  followers  a re cr it ica l to s ta r t in g a  m ovem en t  

a n d  t ra n s form in g a  lon e n u t  in to a  lea d er . In  a  h iera rch ica l orga n iza t ion  followers  a re gen era lly 

th os e th a t  h a ve les s  a u th or ity a n d  in flu en ce th a n  th eir  s u per iors . Th ey m a y t ry a n d  get  a lon g 

to p res erve ca reer  or  s im ply beca u s e it  is  th e pa th  of lea s t  res is ta n ce. Lea ders h ip  in  th e 

in n ova t ion  s p a ce is  bein g th e lon e n u t , a  p la ce wom en  a re often  u n com for ta b le in  th a t  role du e 

to th e rea s on s  d is cu s s ed  in  th is  b log pos t . Good  followers  a re th e key to d r ivin g in n ova t ion . 

Th ey em p ower  people, rem ove obs ta cles , a n d  ca ta lyze im plem en ta t ion . Th ey s u p p or t  good  

lea d ers  a n d  a re willin g to a ct ively op p os e ba d  lea ders h ip . Va lu in g, a ct ively en cou ra gin g, a n d  

rewa rd in g fir s t  followers  a re cr it ica l to th e s u cces s  of a n y in n ova t ion  a gen da  a n d  give th os e 

ou ts ide of th e cu ltu ra l m a jor ity a  p la ce to en ga ge, refin e idea s , a n d  if des ired  s tep  in to 

lea d ers h ip  pos it ion s .  

Maxim ize  S tre ngth s : 

As  a n  orga n iza t ion  th e DON s pen ds  a  s ign ifica n t  a m ou n t  of th e m a n p ower  effor t  get t in g th e 

workforce to a  m in im u m  a ccep ta b le s ta n d a rd . Th is  wa s  cr it ica l in  a n  in du s t r ia l era  m ilita ry 

wh en  force s t ru ctu res  were op t im ized  for  h om ogen eity a n d  in terch a n gea bility. However , 

res ea rch  s u gges ts  th a t  th e m os t  s u cces s fu l in d ividu a ls  ca p ita lize on  th eir  in n a te dom in a n t  

ta len ts  a n d  d evelop  th os e s t ren gth s  by a d d in g s k ills  a n d  kn owledge. Reth in k in g wh o a n d  h ow 

people com e togeth er  to colla b ora te a n d  s olve prob lem s  is  cr it ica l to a void in g grou p -th in k , a  

con dit ion  wh ich  h a s  crea ted  pa s t  n a t ion a l s ecu r ity fa ilu res . In n ova t ion  requ ires  in ten t ion a lly 

cu lt iva t in g views  th a t  a re ou ts ide th e cu ltu ra l n orm s .  

In  order  to b e a n  in n ova t ive orga n iza t ion , th e DON n eeds  to em bra ce th e fa ct  th a t  in d ivid u a ls  

h a ve d ifferen t  s t ren gth s  a n d  wea kn es s es  a n d  th a t  a  m odel ba s ed  on  in terch a n gea bility is  n ot  

ten a b le in  toda y’s  wor ld . Th ere a re b iologica l d is t in ct ion s  b etween  th e gen ders , it  is  a  fa ct , a n d  

n ot  s om eth in g orga n iza t ion a l con vers a t ion  s h ou ld  s h y a wa y from . Scien t ific b rea k th rou gh s  

occu r  in  tea m s  with  m ore wom en  beca u s e of in cr ea s ed  crea t ivity a n d  fres h  a pproa ch es  a n d  

a ccord in g to res ea rch  p u blis h ed  in  Scien ce in crea s in g th e collect ive s ocia l s en s it ivity by a dd in g 

wom en  in crea s ed  th e collect ive in telligen ce of tea m s . Crea t in g a  cu ltu re th a t  va lu es  in d ivid u a ls  

a n d  em ph a s izes  orga n iza t ion a l con s t ru cts  th a t  m a xim ize cogn it ive d iver s ity will a llow th e DON 

to m a xim ize th e in n ova t ive p oten t ia l of it s  workforce ir res pect ive of gen d er .  
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By Robe rt  A. Ne ws on , CAPT USN,  

Counc il on  Fore ign  Re lat ions  Milit ary  Fe llow  ** 

  

Cla u s ewitz s a id , “Every a ge h a s  it s  own  k in d  of wa r , it s  own  lim it in g con dit ion s , a n d  it s  own  

pecu lia r  p recon cept ion s .” Toda y we fa ce con flict  th a t  is  h ybr id  in  n a tu re, in crem en ta l in  

execu t ion  a n d  s a va gely violen t . Th e leth a lity a n d  s oph is t ica t ion  of n on -s ta te a ctors , a d ded  to 

th eir  a b ility to pers is t  with in  a n d  ch a llen ge th e m od ern  s ta te is  n ovel to ou r  t im e. Th e r is e of 

n on -s ta te a ctors , in form a t ion  tech n ology, a n d  prolifera t ion  of a dva n ced  wea p on s  gives  r is e to 

m odern  h ybr id  wa r , wh ich  in  th e fu tu re m a y ch a llen ge u s  a t  h om e. Th e Un ited  Sta tes  requ ires , 

bu t  d oes  n ot  h a ve, a  cred ib le s t ra tegic -level a b ility to (1 ) a d dres s  in crem en ta l, pers is ten t  

belligeren ce a n d  (2) in terd ict  a n d  roll ba ck  extern a l s p on s ors  of in s u rgen t  a n d  s epa ra t is t  

m ovem en ts .  

The  Growing Thre at  o f Hybrid Warfare  

Hybr id  wa r fa re h a s  been  defin ed  a s  com bin in g con ven t ion a l, ir regu la r , a n d  a s ym m etr ic m ea n s , 

in clu d in g pers is ten t  m a n ipu la t ion  of p olit ica l a n d  ideologica l con flict , a n d  ca n  com bin e s p ecia l 

op era t ion s  a n d  con ven t ion a l m ilita ry forces ; in telligen ce a gen ts ; p olit ica l p rovoca teu rs ; m edia  

m a n ip u la t ion  a n d  in form a t ion  wa r fa re; econ om ic in t im ida t ion ; cyber -a t ta cks ; u s e of p roxies  

a n d  s u r roga tes , p a ra -m ilita r ies , ter ror is t , a n d  cr im in a l elem en ts . Wa rs  t ra d it ion a lly h a ve 

regu la r  a n d  ir regu la r  com p on en ts  – th is  is  n ot  n ew. However , th es e com p on en ts  p reviou s ly 

a p p lied  in  d ifferen t  a rea s  of opera t ion , a s  d is t in ct  effor ts . Mod ern  h ybr id  wa r fa re com bin es  

th em  s im u lta n eou s ly with in  a  s in gle dom a in . Th is  va s t ly in crea s es  th e com plexity a n d  d is ord er  

of th e con flict  a n d  requ ires  a n  a d a p ta b le a n d  vers a t ile wh ole of s ociety a pp roa ch  – m ilita ry, 

wh ole of govern m en t , a n d  n on -govern m en ta l.  

Hybr id  wa r fa re p la ces  a  p rem iu m  on  u n con ven t ion a l wa r fa re (UW)—d efin ed  a s  a ct ivit ies  

con du cted  to en a b le a  res is ta n ce m ovem en t  to coerce, d is ru p t , or  over th row a  govern m en t . 

Extern a l s p on s ors h ip  often  provides  m ot iva t ion , res ou rces , a n d  s u p p or t  to des ta b ilize 

in tern a t ion a l a n d  region a l s ecu r ity. Som e exa m ples  of th is  s t ra tegy in clu d e th e Ru s s o -Georgia n  

wa r  of Au gu s t  2 0 0 8 , Ru s s ia ’s  cu r ren t  a ct ivit ies  in  Ukra in e a n d  poten t ia l fu tu re m oves  in  th e 

Ba lt ics , a s  well a s  Ira n ’s  u s e of s u r roga tes  like Hezbolla h  in  Syr ia  a n d  Sh iite m ilit ia s  in  Ira q. 

Accord in gly, d evelop in g a  Un ited  Sta tes  ca pa city for  cou n ter -UW is  a bs olu tely n eces s a ry.  

What ’s  Diffe re nt  About  Count e r-Un c o nve nt io n al Warfare ?  

Cou n ter -UW is  d is t in ct  from  cou n ter  ter ror is m  (CT) a n d  cou n ter  in s u rgen cy (COIN). CT 

op era t ion s  a re s h or t -term , t im e-s en s it ive a n d  in t elligen ce-dr iven , with  im m edia tely vis ib le 

res u lt s ; i.e., h a s  th e k ill or  ca p tu re been  a ch ieved  or  n ot? Cou n ter -UW, by con t ra s t , is  

p rot ra cted  a n d  proa ct ive. Th e res u lt s  a re expres s ed  in  n ega t ive term s : wh a t  a rea s  d o 

in s u rgen ts  n ot  con t rol? Wh a t  op por tu n it ies  h a ve been  d en ied  to th em , a n d  wh a t  ob ject ive h a s  

th e en em y fa iled  to a ch ieve? Mea n wh ile, COIN op era t ion s  con ta in  a n d  defea t  a n  in s u rgen cy 

wh ile s im u lta n eou s ly a d dres s in g it s  root  ca u s e. As  a  res u lt , COIN ten d s  to n eed  a  la rge 

footpr in t  a n d  h igh  U.S. s ign a tu re. Fu tu re cou n ter -UW, on  th e oth er  h a n d , is  execu ted  by a  

s m a ller  force, m ore n a r rowly s cop ed . It  h a s  a  s m a ll footpr in t , a  low s ign a tu re, a n d  s pecifica lly 

den ies  a n  a d vers a ry th e a b ility to u s e s u r roga tes  for  s t ra tegic s u cces s . Bu ild in g u pon  th e 

les s on s  from  m ore th a n  a  deca d e of CT a n d  COIN, U.S. s pecia l o p era t ion s  forces  (SOF) ca n  u s e 

th is  ca pa b ility to den y a dvers a r ies  th e ca pa city to em ploy u n con ven t ion a l wa r fa re for  th eir  

goa ls . A com bin a t ion  of Specia l Opera t ion s  ca pa bilit ies  is  n eeded: m ilita ry in form a t ion  s u p por t  

op era t ion s  (form er ly ps ych ologica l op era t ion s ); civil a ffa ir s ; Specia l Forces  (Green  Berets ), 

Hybrid Warfare and its Implicat ions 



 

26 

Ma rin e Sp ecia l Op era tor s  a n d  SEALs ; rob u s t  a n d  s ca la b le com m a n d a n d  con t rol ca pa city; a n d  

a  growin g “rea ch -ba ck ” ca pa bility in  a ll a rea s  to s u p p or t  opera t ion s  from  th e U.S.  

More  Than Spe c ial Ope rat ion s  Fo rc e s  

Wh ile SOF will h a ve th e p r im a ry cou n ter -UW role with in  a  wh ole of govern m en t  effor t , h ybr id  

wa r fa re a n d  cou n ter -UW h a ve im plica t ion s  beyon d  th em . Ch in a ’s  p u rs u it  of u n res t r icted  

wa r fa re h a s  n ot  yet  in clu ded  s u r roga tes  or  p a ra -m ilita ry forces —u n les s  you  cou n t  th e 

in t im ida t in g u s e of th e Ch in es e Coa s t  Gu a rd  —b u t  th eir  UW ca pa bilit ies  s h ou ld  n ot  be 

d is cou n ted . Th e U.S. s h ou ld  expect  m ore th a n  a  con ven t ion a l figh t  in  a n y fu tu re con flict  with  

Ru s s ia , Ch in a , Korea , Ir a n , or  Syr ia . Hybr id  wa r fa re, s een  n ow in  region a l con flicts , will be 

tu rn ed  a ga in s t  th e U.S. a n d  ou r  m ilita ry forces . Cou n ter -UW s h ou ld  b e in  join t  a n d  s ervice 

exercis es , a s  well a s  opera t ion a l a n d  con t in gen cy p la n s . Ad dit ion a lly, th e m ilita ry s ervices  

s h ou ld  exp lore h ow to in tegra te a  SOF  cou n ter -UW ca m p a ign  with in  th eir  b roa der  opera t ion s .  

Im plic at io ns  

Re s pon din g t o  Gradualis m .  Globa l a ctors  h a ve fou n d  s om e s u cces s  by in crem en ta lly—over  

t im e—in crea s in g in flu en ce over  s overeign  ter r itory, in tern a t ion a l wa ters , or  crea t in g proh ib ited  

ca p a bilit ies . Su ch  a  s t ra tegy a ch ieves  s t ra tegic goa ls  b it -by-b it  wh ile s top p in g ju s t  s h or t  of 

d ra win g a  m ilita ry res p on s e. Res p on din g to gra d u a lis m  requ ires  p res en ce a n d  com m itm en t  a s  

a  deter ren t  t r ipwire; n on -leth a l wea pon s  to a void  es ca la t ion  a n d  m is ca lcu la t ion  in h eren t  in  

leth a l a ct ion ; a n  a ggres s ive a n d  rea lis t ic cou n ter -n a r ra t ive a n d  in form a t ion  opera t ion s  

ca m pa ign , a n d  a n  a b ility a n d  m eth ods  to de -es ca la te a t  every s tep . In  fu tu re, th is  m u s t  be 

in tegra ted  h olis t ica lly.  

An Un c e rtain  Path  Ah e ad  

Cou n ter -UW requ ires  a  wh ole-of-govern m en t  a p proa ch  a n d  a  com preh en s ive, in tegra ted  

pu rs u it  of p olit ica l wa r fa re, in clu d in g econ om ic s a n ct ion s , d ip lom a cy, u s e of s u r roga tes , 

m ilita ry a n d  la w en forcem en t  s u pp or t  for  pa r tn er  n a t ion s , a n d  s t ra tegic com m u n ica t ion  a n d  

in form a t ion  opera t ion s . Th e U.S. h a s  n ot  d is p la yed  a  s t ra tegic wh ole -of-govern m en t  ca p a city 

beyon d  CT, cou n ter - a n d  cou n ter -prolifera t ion  ta ct ica l op era t ion s  ru n  by join t  in tera gen cy ta s k  

forces . A con s idera b le effor t  a n d  s t ron g lea ders h ip  will be requ ired  to crea te th is  ca pa city for  

th e fu tu re. Th is  ta s k  is  s o grea t  it  m a y ta ke con gres s ion a l a ct ion  t o crea te a  n a t ion a l cou n ter -

UW ca pa bility. Mu ch  depen ds  u p on  n a t ion a l lea ders  com m it t in g to p rot r a cted  cou n ter -UW 

op era t ion s  in  s en s it ive, h os t ile, a n d  den ied  en viron m en ts . Cou n ter -UW requ ires  ea r ly a n d  lon g-

term  in ves tm en t . Tim ely decis ion s , before a  cr is is , a re n eeded , a  rea l p rob lem . Sin ce th e en d  of 

th e Cold  Wa r  th e U.S. h as  ra rely in ves ted  in  d evelop in g s u ch  lon g-lea d  op t ion s . To s ecu re th e 

fu tu re, it  s h ou ld  s ta r t  n ow, p repa r in g cou n ter -UW ca pa bilit ies  in  Ea s tern  Eu rop e a n d  th e 

Ba lt ics  to cou n ter  a n y Ru s s ia n  u s e of h ybr id  wa r fa re. It  is  a ll too ea s y for  in s t itu t ion a l forces  to 

a rgu e cou n ter -UW a ct ivit ies  a n d  th eir  p repa ra t ion s  will be des ta b ilizin g, es ca la tory, or  

u n con trolla b le d u e to th e cen t ra l role of s u r roga tes . Rega rd les s  of th e d own s ides  of cou n t er -

UW, th e a ltern a t ive—givin g a dvers a r ies  s t ra tegic a dva n ta ge th rou gh  u n op pos ed  u s e of 

s u r roga tes  a n d  proxies —will a lwa ys  be wors e.  
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By Nic ho las  Malay , NSWC Carde roc k Divis ion  Public  Affairs  

  

Th e St ilet to Ma r it im e Dem on s t ra t ion  Progra m  con du cted  a  Ca pa bility Dem on s t ra t ion  Apr il 1 3 -

24 , in  s u p por t  of th e Ch ief of Na va l Op era t ion s  (CNO) to a s s es s  n ew con cepts  for  com m a n d a n d  

con t rol a n d  m u lt i-s en s or  fu s ion  tech n ologies  for  s m a ll ves s els . Th e dem on s t ra t ion  wa s  

execu ted  th rou gh  a  pa r tn ers h ip  with  th e CNO’s  Ra pid  In n ova t ion  Cell (CRIC) off th e Virgin ia  

coa s t  n ea r  J oin t  Exp edit ion a ry Ba s e Lit t le Creek -For t  S tory, in  Virgin ia  Bea ch , Virgin ia .  

Du r in g th e two-week  dem on s t ra t ion , s ys tem  developers  from  pr iva te in d u s t ry a s s em bled  th eir  

com p on en ts  in to ra p id ly recon figu ra b le m is s ion  p a ck a ges  to per form  m a r it im e com m a n d, 

con t rol, com m u n ica t ion s , com p u ters , in telligen ce, s u rveilla n ce a n d  recon n a is s a n ce  (C4ISR) 

m is s ion s  a boa rd  th e St ilet to in  a  rea lis t ic m a r it im e en viron m en t . Th e St ilet to p rogra m  is  a  

m a r it im e dem on s t ra t ion  p la t form  th a t  s erves  a s  a  p rototyp e dem on s t ra t ion  tool for  in du s t ry, 

govern m en t  la b ora tor ies  a n d  a ca d em ic in s t itu t ion s .  

Th e St ilet to Ma r it im e Dem on s t ra t ion  Progra m  is  s p on s ored  by th e Ra pid  Rea ct ion  Tech n ology 

Office in  th e Dep u ty As s is ta n t  Secreta ry of Defen s e for  Em ergin g Ca pa bility & Prototyp in g to 

ra p id ly eva lu a te a n d  m a tu re em ergin g tech n ologies  in  a  rea lis t ic m a r it im e en viron m en t . 

En gin eers  a n d  tech n icia n s  with  s pecia lized  exper t is e in  m a r it im e tech n ology from  Na va l 

Su r fa ce Wa rfa re Cen ter , Ca rd erock  Divis ion 's  (NSWCCD) Norfolk  deta ch m en t  m a in ta in  th e 

cra ft  a n d  op era te th e p rogra m .  

St ilet to pers on n el pa r tn ered  with  th e CRIC a n d  coord in a ted  with  Na vy Expedit ion a ry Com ba t  

Com m a n d (NECC) to crea te th e Ada pt ive Force Pa ck a ge Lit tora l Opera t ion s  Cen ter  (AFP LOC), 

a  con figu ra t ion  of m a r it im e ra p id ly recon figu ra b le C4 ISR m is s ion  p a cka ges  to per form  join t  

a n d  coa lit ion  m a r it im e opera t ion s .  

AFP LOC provid es  com m a n d a n d  con t rol a n d  m u lt i-s ou rce s en s or  fu s ion  for  s m a ll ves s els  a n d  

a u xilia ry m a r it im e p la t form s  th a t  typ ica lly do n ot  h a ve th es e orga n ic ca pa bilit ies  on  boa rd . 

Ad a pt ive force p a cka ges  a re es s en t ia lly th e p ers on n el a n d  th eir  a s s ocia te d  a n a lyt ica l 

equ ipm en t , wh ich  ca n  b e ta ilored  to m eet  th e s p ecific n eeds  of a  given  m is s ion .  

AFP LOC h a s  th ree p r im a ry com pon en ts : in fra s t ru ctu re (e.g., a n ten n a  ca b lin g, pa tch  pa n els  

a n d  p ower); ba ck b on e (e.g., com p u ter  s ys tem s , n a viga t ion , ra d a r  a n d  wea po n  s ys tem s ); a n d  

s en s or  pa cka ges  – wh ich  a re m is s ion  s pecific a n d  m a y be h a rdwa re or  s oftwa re ba s ed . All 

s ys tem s  a re m odu la r  a n d  a b le to be ca r r ied  on  a n d  s et  u p  on  th e AFP LOC in fra s t ru ctu re in  

les s  th a n  2 4  h ou rs .  

However , ves s els  typ ica lly do n ot  h a ve AFP LOC orga n ic ca p a bilit ies  on  b oa rd . Accord in g to Rob  

Tu t ton , NSWCCD en gin eer  a n d  m a n a ger  of th e Stilet to Ma r it im e Dem on s t ra t ion  Progra m , “Th e 

elect r ica l a n d  s ecu r ity in fra s t ru ctu re m u s t  be b u ilt  in to th e ves s el in  a dva n ce, wh ich  requ ires  

t im e a n d  fu n din g, bu t  on ce th e in fra s t ru ctu re is  in s ta lled  a n d  a pproved , th en  th e AFP LOC 

a llows  for  ea s y in s ta lla t ion  a n d  rem ova l with  m in im a l im p a ct  to th e ves s el’s  n orm a l 

op era t ion s ,” s a id  Tu t ton . “I believe th is  is  th e t ru e gen iu s  b eh in d  th e AFP LOC th a t  will p rovide 

s a vin gs  a n d  in crea s ed  ca pa bility for  th e Na vy th a t  a lign s  with  th e CNO’s  ‘Pa yloa ds  Over  

Pla t form s ’ con cept .” 

Th e CRIC’s  AFP LOC Ca pa bility Dem on s t ra t ion  coin cides  with  th e Secreta ry of th e Na vy’s  

es ta b lis h m en t  of Ta s k  Force In n ova t ion  (TFI) p r ior it ies  to en s u re em ergin g op era t ion a l 

ca p a b ilit ies , s u ch  a s  a d a p t ive force pa cka ges , h a ve a  clea r  a n d  expedien t  p a th  to th e fleet . Th e 

ta s k  force in clu des  s u b ject  m a t ter  exper ts  wh o h a ve been  ch a rged  with  develop in g a  

com preh en s ive in n ova t ion  a gen da  for  th e Na vy a n d  Ma r in e Corps .  

Innovat ion in Act ion - Adapt ive Force Packages 
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Th e ob ject ives  were to dem on s t ra te th e a b ility to s et  u p  a  ra p id ly recon figu ra b le opera t ion s  

cen ter  on  a  la rge s u r fa ce cra ft  ca pa b le of rela yin g in form a t ion  from  oth er  s u r fa ce a n d  a ir  

p la t form s  a n d  d em on s t ra te th e a b ility to com m u n ica te a n d  t ra n s fer  da ta  with  a  la n d -b a s ed  

ta ct ica l opera t ion s  cen ter  via  lin e of s igh t  ra d io a n d  s a tellite n etworks .  

“Th e C4 ISR s ys tem s  th e Na vy cu r ren t ly fields  on b oa rd  s h ips  a re expen s ive, s low to u pgra de 

a n d  in s ta ll, a n d  n ea r ly im p os s ib le to recon figu re for  a  ch a n ge  in  m is s ion ,” CRIC Project  Lea d  

Lt . J a s on  Kn u d s on  s a id . “As  a  res u lt , we on ly field  fu ll C4ISR s ys tem s  on  ou r  ca r r ier s , 

des t royers , a m ph ib iou s  s h ips  a n d  cru is ers . We a s ked  th e qu es t ion , ‘How m igh t  we m a ke C4 ISR 

m is s ion  pa ck a ges  ra p id ly recon figu ra b le?’ We a re determ in ed  to b rea k  ou t  of th e old  m odel a n d  

ta ke a dva n ta ge of n ew tech n ologies  a n d  p la t form s  of op p or tu n ity.” 

Th e progra m  a ls o provid ed  th e 2 5  pa r t icipa t in g in du s t ry pa r tn ers  a n  op p or tu n ity to receive 

im m edia te en d -u s er  feed ba ck  towa rd  in crea s in g t ech n ology rea d in es s  levels  a n d  a cces s  to 

d irect  opera tor  in p u t .  

Th e Ca p a bility Dem on s t ra t ion  wa s  u n iqu e in  th a t  ea ch  ven dor  s ign ed  a  Coop era t ive Res ea rch  

a n d  Developm en t  Agreem en t  (CRADA) with  Ca rd erock  Divis ion  s pecifica lly developed  for  th e 

St ilet to Ma r it im e Dem on s t ra t ion  Progra m . Th e Ca pa bility Dem on s t ra t ion 's  requ irem en ts  led  Dr . 

J os eph  Teter , NSWCCD director  of tech n ology t ra n s fer  a n d  Dep u ty Director  Alys s a  Lit t les ton e, 

to develop  a n d  execu te a  n ew type of lim ited -p u rpos e CRADA a llowin g pr iva te in d u s t ry t o b r in g 

th eir  tech n ology a n d  exp er t is e on to th e a t -s ea  dem on s t ra t ion  p la t form . Ea ch  a greem en t  

fa cilita tes  th e exch a n ge of th e da ta  collected  between  th e Na vy a n d  th e com pa n y. Sin ce th is  is  

n ot  a  t ra d it ion a l a cqu is it ion  proces s , th es e officia l a greem en ts  we re n eces s a ry to a llow th e 

govern m en t  a n d  pr iva te com pa n ies  to work  togeth er  on  res ea rch  a n d  des ign .  

“Th e ven d ors  were en cou ra ged  to work  with  oth er  ven d ors  to ra p id ly in tegra te th eir  in d ividu a l 

tech n ologies  in to a  s ys tem  of s ys tem s  to overcom e ca p a bility ga ps ,” s a id  Tu t ton .  

“At  th is  t im e, we a re forced  to ta k e ou r  a s s ets  with  ca pa bility a n d  pu s h  th em  to wh ere we n eed  

a cces s . Often , th is  in volves  ta k in g a  m u lt i-b illion  dolla r  in ves tm en t  off s ta t ion  wh en  oth er  

p la t form s  a re a va ila b le, bu t  m a y n ot  h a ve th e ca pa bility,” Kn u d s on  s a id . “We a re s a yin g p u s h  

ou t  th e ca pa bility, n ot  th e p la t form . Ma ke it  m a n -por ta b le. Ma ke you r  p la t form s  p lu g-a n d-p la y 

rea dy. By d oin g th is , we ca n  m a ke th e CNO’s  con cept  of ‘Pa yloa ds  Over  Pla t form s ’ a  rea lity.” 

With  Na vy Expedit ion a ry Com ba ta n t  Com m a n d a n d  Na vy Expedit ion a ry In telligen ce 

Com m a n d’s  exper t is e in  expedit ion a ry opera t ion s , Kn u ds on  s a id  h e h opes  to s ee NECC a n d  

NEIC, a m on g oth ers , op era t in g AFP LOC m is s ion s  in  th ea ter  by th e en d  of th e yea r .  

Two s cen a r ios  were con d u cted  da ily to dem on s t ra te h ow th e AFP LOC will h elp  op t im ize 

com m a n d a n d  con t rol ca pa b ilit ies : a  h igh -va lu e t a rget  in terd ict ion  s cen a r io a n d  a  

h u m a n ita r ia n  a s s is ta n ce d is a s ter  relief s cen a r io. To tes t  ra p id  recon figu ra b ility, th e AFP LOC 

s h ifted  between  th es e d r a s t ica lly d ifferen t  m is s ion  s ets  with in  a n  h ou r .  

In  a d d it ion  to th e St ilet to ves s el, th ere wa s  a n  1 1 -m eter  r igid -h u lled  in fla ta b le b oa t  a n d  oth er  

Ca rd erock -own ed  a s s ets ,  s u ch  a s  jet  s k is , th a t  were u s ed  a s  n eeded  d ep en din g on  th e 

requ irem en ts  of th e dem on s t ra t ion .  

“For  th is  dem on s t ra t ion , th e CRIC wa s  a s s es s in g a da p t ive force pa ck a ges  wh ile ou r  s m a ller  

cra ft  s im u la ted  s m a ll boa t  th rea ts , CRIC a n d  St ilet to pers on n el a lon g with  s ys tem s  d evelopers  

t ra cked  item s  of in teres t  from  th e St ilet to’s  Com m a n d In form a t ion  Cen ter ,” Tu t ton  s a id .  

Th e n ext  St ilet to Ma r it im e Dem on s t ra t ion  will b e in  fa ll 201 5 .  
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By CAPT J ohn  Lit he rland, USN (re t ) ** 

  

From  t im e im m em or ia l, m ilita ry forces  h a ve con cea led  th eir  pos it ion s  a n d  m ovem en ts  from  

th eir  opp on en ts . Grou n d  forces  u s e ter ra in , wea th er , da rkn es s  a n d  ca m ou fla ge; m a r it im e 

forces , ou t  of s igh t  of la n d , es s en t ia lly va n is h  in to th e va s tn es s  of th e ocea n  s pa ce, pa r t icu la r ly 

it s  dep th s  for  u n ders ea  forces ; a n d  a ir  forces  h a ve a s s idu ou s ly d eveloped  a n d  d ep loyed  a  

va r iety of s tea lth  tech n ologies  to con cea l th em s elves  from  a dvers a ry s en s ors . However , th e 

com in g Age of th e Sen s ors  will la rgely n ega te th es e effor ts  a cros s  vir tu a lly every ba t t les pa ce 

dom a in , lea vin g forces  figh t in g in  th e equ iva len t  of a n  op en  ba t t lefield , in  fu ll view. Th is  

im pen din g revolu t ion , clea r ly evid en t  in  tech n ology t ren ds , will t ilt  th e fin der -h ider  ba la n ce 

ir revoca bly in  fa vor  of th e form er , p rofou n dly ch a n gin g th e n a tu re a n d  m eth ods  of wa r fa re in  

wa ys  th a t  th e m ilita ry h as  yet  to even  a ckn owledge or  begin  to p repa re for .  

Th is  u b iqu itou s  s en s in g revolu t ion  prom is es  en h a n ced  a wa ren es s  of ph ys ica l, s ocia l, a n d  cyber  

en viron m en ts  by com bin in g th ree tech n ologica l t ren ds : th e p rolifera t ion  of ever  ch ea per  a n d  

m ore ca pa ble s en s ors  in to vir tu a lly every device a n d  con text , la rge da ta  a ggrega t ion  a n d  rea dy 

a cces s  to it  u s in g va s t  clou d -ba s ed  a rch ives , a n d  cros s -s p ect ra l da ta  fu s ion  a n d  s en s e -m a kin g 

a lgor ith m s  ru n n in g on  ever  m ore p owerfu l p roces s ors . All of th es e t ren d s  a re a ccelera t in g, m os t  

a t  exp on en t ia l ra tes . For  in s ta n ce: 

•  Th e wor ldwid e tota l n u m ber  of s en s ors  h a s  in crea s ed  by m ore th a n  th ree orders  of m a gn itu de 

in  th e pa s t  deca d e a n d  will s oon  pa s s  th e on e t r illion  m a rk , or  m ore th a n  10 0  s en s ors  for  every 

pers on  on  ea r th . As  we m ove from  a  “s en s or -p oor” to a  “s en s or -r ich ” wor ld , th e in d ivid u a l 

n od es  ca n  becom e s im pler  a n d  ch ea per , relyin g on  proxim ity a n d  proces s in g in s tea d  of th e 

h igh  ga in  a n d  s elect ivity bu ilt  in to toda y’s  exqu is ite bu t  expen s ive s en s ors .  

•  Sen s in g ca pa bilit ies  h a ve im proved  im m en s ely in  term s  of both  cos t  a n d  per form a n ce d u e to 

th e m a s s  p rod u ct ion  of elect ron ics . A com plete in er t ia l, elect ron ic a n d  s a tellite n a viga t ion  

s ys tem , wh ich  wou ld  h a ve repres en ted  th e ep itom e of m ilita ry tech n ology a  fe w deca des  a go, 

toda y cou n ts  a s  ju s t  on e of m a n y s en s ors , cos t in g on ly a  few dolla rs ’ va lu e in  every 

s m a r tph on e, m ore th a n  2  b illion  of wh ich  h a ve b een  m a n u fa ctu red  wor ld wide.  

•  Th e wor ldwid e d igita l d a ta  gen era t ion  ra te n ow exceeds  1  ZB (1 0
21

 bytes ) per  yea r  a n d  globa l 

s tora ge exceed s  1 0  ZB, b oth  a ls o h a vin g grown  by n ea r ly th ree orders  of m a gn itu d e in  th e pa s t  

deca d e. Moreover , th is  da ta  is  in crea s in gly a cces s ib le du e to clou d  s tora ge a n d  th e 

com m u n ica t ion s  in fra s t ru ctu re of th e In tern et .  

•  Th e a b ility to fu s e a n d  m a k e s en s e of u n s t ru ctu red  da ta  from  d is pa ra te s en s ors  a n d  

in com m en s u ra b le form a ts  is  on ly begin n in g to a pp ea r , a ided  by on goin g growth  in  com p u ter  

p roces s in g ca p a bility a n d  p owerfu l n ew d a ta  red u ct ion  a lgor ith m s .  

At  th e s a m e t im e, vir tu a lly every m ilita ry s tea lth  a n d  s ign a tu re red u ct ion  ca p a bility b ein g u s ed  

or  developed  toda y, wh eth er  in  ra d io-frequ en cy, vis ib le, in fra red , or  a cou s t ic s pect ra , a pp ea rs  

to be a s ym ptot ica lly a pp roa ch in g s om e lim it  or  con s t ra in ed  retu rn  on  fu r th er  res ea rch  or  

in ves tm en t . Typica l s ign a tu re red u ct ion s  in  th es e a rea s  over  th e pa s t  d eca de a re les s  th a n  a n  

order  of m a gn itu d e, with  lit t le ou t look  for  fu tu re b rea k th rou gh s . Moreover , cos ts  both  to 

develop  a n d  m a in ta in  th es e s tea lth  ca pa bilit ies  a re ext rem ely h igh  d u e to th eir  lim ited  

a p p lica t ion s  a n d  exot ic m a ter ia ls . Fin a lly, th e effects  of a lm os t  a ll low -ob s erva b le tech n ologies  

a re lim ited  to ju s t  a  s m a ll por t ion  of a  s pecific s pect ru m , or  to a  lim ited  ta rget  a s pect , ren der in g 

th em  n ea r ly u s eles s  a ga in s t  a  s en s or  th rea t  wh ich  is  in crea s in gly broa d b a n d , m u lt i-s p ect ra l, 

a n d  s pa t ia lly d is p ers ed .  

Fight ing in the Open: The Impact  of Ubiquitous 

Sensors on the Future Marit ime Bat t lespace 
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Ob viou s ly th e a bove a re glob a l t ren ds , n ot  s p ecific to m ilita ry tech n ology or  s cen a r ios , b u t  th eir  

im plica t ion s  a re n on eth eles s  clea r . No m ilita ry force opera tes  with ou t  cr ea t in g s ign a tu re a cros s  

s evera l s pect ra , a n d  th is  in form a t ion  will be in crea s in gly s u s cep t ib le to ga th er in g by u b iqu itou s  

s en s ors , cor rela ted  with  oth er  da ta , a n d  proces s ed  in to m ea n in gfu l loca t in g in form a t ion . 

Ma r it im e forces , lon g relia n t  on  th e effect ive cover  p rovided  by th e ocea n s ’ va s tn es s , will 

in evita b ly becom e “vis ib le” from  a  s h ore n o lon ger  lim ited  by it s  lin e of s igh t . Even  u n ders ea  

forces , opera t in g from  wh a t  is  likely th e la s t  ba s t ion  of con cea lm en t  ben ea th  th e wa ves , will 

even tu a lly s u ccu m b t o th e a va la n ch e of s en s ors  a n d  proces s in g, yield in g th eir  m u ch  va lu ed  

s tea lth . 

Su rpr is in gly, given  th e s t ren gth  a n d  pers is ten ce of th es e tech n ologica l t ren ds , lit t le h a s  been  

don e to p repa re ou r  m a r it im e forces  for  th e com in g figh t  in  th e open , n ewly -vis ib le b a t t les p a ce. 

In s tea d , res ou rces  a re p ou red  in to ever -m ore exqu is ite a ct ive defen s es  a n d  lim ited -retu rn  

s tea lth  tech n ologies , n eith er  of wh ich  will ever  res tore th e ta ct ica l s ecu r ity en joyed  wh en  th e 

s ea s  p rovided  n a tu ra l cover . Un for tu n a tely, like th e E m peror  in  h is  n ew cloth es , we will likely 

be s u rpr is ed  to fin d  ou r  n a kedn es s  s u d den ly revea led  in  th e fa ce of ou r  a dvers a r ies  d u r in g 

s om e fu tu re m a r it im e con flict . Open  field  figh ts , wh ere both  s ides  h a ve k n owledge of th eir  

a dvers a ry’s  loca t ion , h a ve h is tor ica lly b ecom e s ym m etr ica l a n d  b loody s lu gfes ts , n ot  ou r  

p refer red  m ea n s  of figh t in g n or  on e wh ich  we cou ld  s u s ta in  for  lon g. In  a d d it ion , open  s ea s ’ 

vis ib ility in crea s in gly offers  th e a dvers a ry th e op t ion  to wa ge m a r it im e wa r  from  th e la n d , 

wh ere th e in h eren t  a s ym m etry of u n s in k a ble grou n d  a ga in s t  s in k a b le s h ips  com es  in to p la y. 

Ad m ira l Nels on ’s  d ictu m , th a t  “a  s h ip’s  a  fool to figh t  a  for t ,” rem a in s  t ru e even  th ou gh  h e 

n ever  en vis ion ed  a  “for t” with  th ou s a n d -m ile vis ib ility. 

Des p ite th is  b lea k  ou t look , th e U.S. Na vy ca n  ta k e a ct ion s  to bet ter  p rep a re for  a n d  pres erve it s  

ca p a b ilit ies  for  a n y com in g figh t . Loca t in g a n  a dvers a ry is  bu t  p a r t  of th e figh t ; to kn ow on e’s  

en em y, on e m u s t  a ls o b e a b le a s cer ta in  h is  in ten t ion s . Ma r it im e forces  ca n  den y a n  a d vers a ry 

th is  a b ility by focu s in g on  th e followin g cr it ica l con cep ts :  

•  Dis pe rs al - r a th er  th a n  a ggrega t in g in  la rge force elem en ts  wh ich  a re ea s ily t ra cked  a n d  

wh os e in ten t ion s  ca n  b e d is cern ed  by loca t ion , m a r it im e forces  m u s t  d is p ers e over  a s  m u ch  of 

th e m a r it im e ba t t les pa ce a s  pos s ib le.  

•  De c e pt io n  - in s tea d  of con cea lm en t , fu tu re n a va l forces  m u s t  focu s  on  t a rget in g th e 

a dvers a ry’s  s en s or  com p lex with  n ois e, fa ls e ta rgets , a n d  cyb er -a t ta cks , a cros s  m u lt ip le 

s pect ra . 

•  Range  - wh en  d is pers ed , m a r it im e forces  m u s t  be a b le to crea te effects  a t  fa r  grea ter  ra n ges  

th a n  typ ica l of tod a y’s  wea p on s , a llowin g m a s s in g of effects  with ou t  m a s s in g of p la t form s  (a  

key n etwork -cen t r ic wa r fa re con cept  wh ich  th e Na vy is  s t ill s t ru gglin g to a ch ieve).  

•  Spe e d  - togeth er  with  r a n ge, th e s peed  of b oth  k in et ic a n d  n on -k in et ic effects  will be cr it ica l 

to crea t in g ta ct ica l s u rpr is e for  th e a dvers a ry, even  wh en  s t r ik in g from  a  kn own  p os it ion .  

Un les s  th e Na vy prepa res  n ow to figh t  in  th e com in g Age of Sen s ors , it  r isks  b ecom in g a s  

vu ln era b le, even  obs oles cen t , a s  th e ga lleys  a t  Lepa n to or  th e ba t t les h ip s  a t  Pea r l Ha rbor  were. 

By ta k in g th e s tep s  ou t lin ed  a bove, it  will rem a in  in  th e forefron t  of th e glob e’s  m a r it im e forces .  
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Th e pre-in d u s t r ia l-a ge view of m ilita ry force is  ca p tu red  s u ccin ct ly in  a  recen t  qu ote by d efen s e 

s ch ola r  Dr . Rich a rd  Bet t s .  Accord in g to Bet ts , m ilita ry force is , “k illin g people a n d  des t royin g 

th in gs  for  s om e p olit ica l pu rpos e”. Un for tu n a tely h is  s im plis t ic view is  s h a red  by m a n y in  th e 

Pen ta gon . 

Th is  d a ted  view d oes  n ot  ta ke in to con s id era t ion  m a n y em ergin g m ilita ry fields , s u ch  a s  

in form a t ion  opera t ion s , n on -leth a l wea p on s , a n d  d irected  en ergy wea p on s , a ll of wh ich  h a ve 

th e poten t ia l to a ch ieve m ilita ry effects  with ou t  cros s in g th e leth a l th res h old . Th es e em ergin g 

ca p a bilit ies  s h ou ld  force defen s e s ch ola rs  to revis it  th eir  view of h ow a  m odern  m ilita ry ca n  

a ch ieve p olit ica l ou tcom es .  

Sin ce th e en d  of th e Cold  Wa r , th e Un ited  Sta tes  h a s  a t ta in ed  m ixed  res u lt s  u s in g th e 

t ra d it ion a l in s t ru m en ts  of n a t ion a l p ower  to a ch ieve p olicy goa ls . Beca u s e of ch a n ges  in  th e 

geopolit ica l en viron m en t  a n d  Am er ica ’s  d om es t ic p rob lem s , th eir  a pp lica t ion  m a y b e even  les s  

effect ive in  th e fu tu re. In n ova t ive th in kers  with in  th e defen s e com m u n ity m u s t  recogn ize th a t  

h is tor ic m ilita ry a p proa ch es  to exer t in g n a t ion a l power  m a y n ot  be well s u ited  for  th e fu tu re.  

In  a  recen t  s peech  a t  th e Directed  En ergy Su m m it , Secreta ry of th e Na vy, Ra y Ma bu s , h in ted  a t  

n ew vis ion  of m ilita ry force: 

“Directed  en ergy ca n  go beyon d  it s  en vis ion ed  role a s  a n  offen s ive a n d  defe n s ive ta ct ica l 

tool, a n d  it  ca n  b ecom e a  t ru ly globa l d eter ren t . If we do th is  r igh t , ou r  fleet  will em ploy 

30 0- to 50 0-k ilowa t t  la s ers  a ga in s t  over -th e-h or izon  th rea ts . We’ll u s e ra ilgu n s . We’ll b e 

a b le to s t r ik e a t  ta rgets  m ore th a n  1 00  m iles  a wa y. An d w e will defen d  ou r  people a n d  

ou r  p la t form s  with  n on leth a l th in gs  like h igh -p owered  ra d io frequ en cy s ys tem s  in  every 

dom a in .” 

Th is  con cep t  of u s in g n on -leth a l force to a ccom plis h  polit ica l goa ls  is  cen t ra l to u n ders ta n d in g 

th e ba t t le s pa ce of th e fu tu re, wh ere h igh -ca s u a lty ra tes  m a y be d eem ed u n a ccep ta b le in  th e 

glob a l cou r t  of pu blic op in ion .  Th e growin g a vers ion  to ca s u a lt ies  d u r in g in ters ta te con flicts  

m u s t  b e a  con s id era t ion  for  ou r  defen s e p la n n ers .   

Du r in g Wor ld  Wa r  II h a rd ly a n y Am er ica n s  ob jected  t o th e in cin era t ion  of h u n dreds  of 

th ou s a n d s  of J a p a n es e civilia n s , a n d  th rou gh ou t  th e Cold  Wa r  few objected  to th e p r in cip le of 

k illin g on  a  wid er  s ca le in  reta lia t ion  for  a  Soviet  a t ta ck . Tod a y, pos t -Cold  Wa r  n orm s  a n d  

Pen ta gon  la wyers  h a ve p u t  th os e id ea s  ou t  of b ou n ds  a n d  th a t  type of th in k in g is  n o lon ger  

deem ed legit im a te.  

By th e en d  of th e Cold  Wa r , m os t  rea lized  th e p ower  der ived  from  n u clea r  wea p on s  h a d  proved  

s o a wes om e a n d  des t ru ct ive th a t  th eir  a ctu a l a pp lica t ion  b eca m e m u s cle -bou n d . In crea s ed  

leth a lity a n d  prolifera t ion  of tech n ology m a y res u lt  in  a  s im ila r  d ilem m a  for  con ven t ion a l 

wea p on s . In  th e fu tu re, th e tota l cos t  of fu ll-s ca le wa r  a m on g grea t  p ower  s ta tes  m a y be s o 

des t ru ct ive th a t  con ven t ion a l m ilita ry force will b ecom e ta b oo a s  well. S ta te-level 

con fron ta t ion s  will h a ve to be res olved  th rou gh  oth er  m ea n s .  

In  th e geop olit ica l en viron m en t  s ta te -level com p et it ion  over  th e con t rol of lim ited  res ou rces  will 

n ot  go a wa y. Th erefore n a t ion s  will h a ve to develop  n ew wa ys  to res olve in t ern a t ion a l con flicts .  

Th is  con cep t  d oes n ’t  a p p ea r  to be los t  on  oth er  n a t ion s  s u c h  a s , Ru s s ia  a n d  Ch in a , b oth  of 

wh om  h a ve a d va n ced  m od ern  m ilita ry con cepts  des ign ed  to a void  m ilita ry -to-m ilita ry 

con fron ta t ion .  Bu t  s u ch  th in k in g is  s low to ga in  s u pp or t  with in  th e Un ited  Sta tes  Milita ry. As  

The Ut ility of Non-Lethal Force 
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ren own ed  m ilita ry s t ra tegis t  Colin  S . Gra y rem a rked , du r in g ir regu la r  con flicts  in  th e fu tu re 

th e U.S. a rm ed  forces  “will n eed  to cu rb  th eir  t ra d it ion a l, in d eed  cu ltu ra l, love a ffa ir  with  

firepower .” 

To u n d ers ta n d  h ow n on leth a l force cou ld  be u s ed  on  th e fu tu re ba t t lefield , on e m u s t  fir s t  

recogn ize h ow th e US u s es  p ower  a n d  in flu en ce to a ch ieve p olit ica l ob ject ives .  Br iefly, it  is  

don e th rou gh  a  t ra d it ion a l ca r rot  a n d  s t ick  m odel to eith er  in du ce (ca r rot ) or  coerce (s t ick) a  

s ta te to ta ke a  d es ired  a ct ion  th a t  p rod u ces  a n  ou tcom e fa vora b le to US p oli t ica l in teres ts .  

 

Tra d it ion a lly, th e US m ilita ry h a s  p la yed  a n  im p or ta n t  role in  a ch ievin g polit ica l ob ject ives . 

However , s om e exp er ts  s u gges t  th e Un ited  Sta tes  m u s t  reth in k  it s  t ra d it ion a l a p proa ch es  to 

h ow it  pu rs u es  it s  foreign  policy ob ject ives . As  Sch m idt  a n d  Coh en  n ote, “Dem ocra t ic 

govern m en ts  will m os t  likely b e tem pted  to fu r th er  th eir  n a t ion a l in teres ts  th rou gh  th e s a m e 

com bin a t ion  of defen s e, d ip lom a cy, a n d  develop m en t  on  wh ich  th ey relied  d u r in g th e Cold  Wa r  

a n d  th e deca des  a fter . Bu t  th es e t ra d it ion a l tools  will n ot  be en ou gh : a lth ou gh  it  rem a in s  

u n cer ta in  exa ct ly h ow th e s prea d  of tech n ology will ch a n ge govern a n ce, it  is  clea r  th a t  old  

s olu t ion s  will n ot  work  in  th is  n ew era . Th e a pp lica t ion  of n on -leth a l force will p rovid e n ew a n d  

broa der  op t ion s  in  th e fu tu re.  
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Non -leth a l force cou ld  be u s ed  in  a  va r iety of coercion  s cen a r ios  to den y cr it ica l in form a t ion  

a n d  res ou rces , to d is ru p t  m a rkets  a n d  exch a n ges , a n d  to d is a b le cr it ica l in fra s t ru ctu re.  In  t h e 

fu tu re, n on -leth a l force will p rovide n a t ion a l lea d ers  oth er  op t ion s  wh en  coercive a ct ion  is  

n eed ed . Opt ion s  u n der  th e leth a l th res h old  will b e im p or ta n t  to p reven t  es ca la t ion  in to a  fu ll -

b lown  k in et ic wa r .  

It  is  im por ta n t  to con s id er  th e fu ll poten t ia l of wea p on  s ys tem s  of th e fu tu re a n d  n ot  th e 

cu r ren t  s ta te of tech n ology. As  s cien t is t s  h a ve n oted , th ere is  a  grea t  dea l of t ra de s p a ce 

between  ou r  cu r ren t  en gin eer in g pra ct ices  a n d  th e lim its  of ph ys ica l la ws . Th e followin g 

exa m ples  d es cr ibe h ow n on -leth a l force cou ld  be a p p lied  a s  a  coercive in s t ru m en t  in  th e fu tu re 

m a r it im e en viron m en t .  

Ele c t ro m agne t ic  blo c kade . In  Apr il 20 0 7 , a  s er ies  of cyb er -a t ta cks  were con du cted  a ga in s t  

Es ton ia n  govern m en t  webs ites , m edia  webs ites , a n d  on lin e ba n kin g s ervices . Th e a t ta cks  ca m e 

th e da y a fter  a  Soviet -era  wa r  m em or ia l wa s  rem oved  from  th e Es ton ia n  ca p ita l, Ta llin n . Th e 

a t ta cks  con t in u ed  in term it ten t ly for  ten  da ys  a n d  pr im a r ily focu s ed  on  th e fin a n cia l in d u s t ry. 

Nin ety-fou r  percen t  of a ll fin a n cia l t ra n s a ct ion s  in  Es t on ia  occu r  on lin e a n d  were cr ip p led  

du r in g th es e a t ta cks . Th e n a t ion a l econ om y vir tu a lly ca m e to a  s ta n ds t ill. S im ila r ly, in  Apr il 

20 1 0 , In tern et  t ra ffic from  U.S. federa l a gen cies  wa s  u n kn owin gly rerou ted  to s ervers  in  Ch in a . 

In form a t ion  from  th e U.S. Sen a te, a ll fou r  m ilita ry s ervices , th e Secreta ry of Defen s e, a n d  oth er  

federa l a gen cies  wa s  a ffected . It  ca n  be a s s u m ed th e Un ited  Sta tes  h a s  s im ila r  ca p a b ilit ies  to 

den y com m u n ica t ion s  a s  well; h ow a n d  wh en  to a pp ly th is  form  of n on -leth a l force m u s t  be 

fu lly con s idered  in  n a t ion a l policy deba tes .  

Offs h ore  c on tro l e nforc e m e nt . On e s t ra tegy cu r ren t ly bein g d is cu s s ed  for  th e u n welcom e 

s cen a r io of a  m ilita ry con flict  with  Ch in a  is  offs h ore con t rol. At  th e h ea r t  of th is  s t ra tegy is  th e 

a b ility to in tercep t  a n d  d iver t  th e s u per ta n kers  a n d  p os t -Pa n a m a x con ta in ers  es s en t ia l to 

Ch in a ’s  econ om y. Dis ru p t in g n a viga t ion  s ys tem s , d is a b lin g com p u ters  or  con t rol s ys tem s , or  

even  in ca pa cita t in g th e s h ip’s  crew cou ld  provide via b le op t ion s  below th e u s e of con ven t ion a l 

m ilita ry force. 

Co nflic t  t e rm inat io n . If m ilita ry ten s ion  a t  s ea  es ca la tes , th e Un ited  Sta tes  m a y b e fa ced  with  

in terven in g in  s m a ll-s ca le n a va l s k irm is h es  in  s u pp or t  of cr it ica l a llies . Sh ip -m ou n ted  n on -

leth a l ca p a b ilit ies  cou ld  be u s ed  to term in a te or  s u p pres s  a n  in cid en t  by d is a b lin g wea p on s  or  

com m u n ica t ion s  s ys tem s  of on e or  b oth  belligeren ts . In  fu tu re s ta te -level con flicts , m a in ta in in g 

region a l s ta b ility m a y rep la ce th e t ra d it ion a l n ot ion  of win n in g. By redu cin g ca s u a lt ies  by 

wh a tever  m ea n s  p os s ib le, a dver s a r ies  m a y b e m ore a ccep ta b le to term s  of term in a t ion  of 

con flict  wh ile m in im izin g res is ta n ce a n d  a n im os ity th a t  des ta b ilizes  th e s itu a t ion .  

Wide -are a de n ial. Severa l s m a ll s pa rs ely pop u la t ed  is la n ds  in  th e Pa cific cou ld  be th e im p etu s  

for  m ilita ry con flict  in  th e fu tu re. Mos t  n ota b ly th e Spra t ly Is la n d  ch a in  a n d  Sen k a k u s  a re of 

p r im a ry con cern . Sh ou ld  th es e becom e th e ob ject  of m ilita ry occu pa t ion , n on -leth a l force cou ld  

be u s ed  to tem p ora r ily p reven t  occu pa t ion  or  in ca pa cita te th e occu piers  of th e d is pu te d  

ter r itory. 

Des p ite b ein g a  d om in a n t  power  for  th e pa s t  s evera l deca des , th e Un ited  Sta tes  h a s  a ch ieved  

m ixed  res u lt s  in  a t ta in in g polit ica l goa ls  th rou gh  th e u s e of n a t ion a l p ower . In  th e fu tu re, th e 

t ra d it ion a l in s t ru m en ts  of power  m a y prove even  les s  e ffect ive for  a  va r iety of in tern a l a n d  

extern a l fa ctors . Th e growin g a vers ion  to h u m a n  ca s u a lt ies  a n d  th e in crea s ed  leth a lity of 

con ven t ion a l wea p on  s ys tem s  m a y res u lt  in  s t ra tegic pa ra lys is  a n d  lim it  m ilita ry op t ion s  

a va ila b le to U.S. policy m a k ers . Em ergin g n on -leth a l ca p a b ilit ies  in  th e form  of in form a t ion  

op era t ion s , n on -leth a l wea p on s , a n d  d irected -en ergy wea p on s  offer  grea t  poten t ia l. Non -leth a l 

force will fill a  cr it ica l ga p  between  s a n ct ion s  a n d  con ven t ion a l m ilita ry force wh en  U.S. 

polit ica l goa ls  requ ire coercive a ct ion .  
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By Prof.  J ohn  Arquilla  ** 

US Naval Pos t graduat e  Sc hoo l,  Mont e re y , CA 

  

In  th e fifteen  yea rs  s in ce Da vid  Ron feld t  a n d  I wrote ou r  m on ogra ph  on  s wa rm in g [i] – a  m ode 

of con flict  ba s ed  on  s im u lta n eou s , om n i-d irect ion a l a t ta cks  – it  h a s  grown  clea r  th a t  ou r  

n a t ion ’s  a ct ive a dvers a r ies , a n d  a ls o ou r  p oten t ia l foes , h a ve b ecom e s er iou s ly in teres ted  in  th is  

con cep t . Clea r ly, ter ror is t s  a n d  in s u rgen ts  h a ve grown  a t tu n ed  to s wa rm in g, a s  ca n  be s een  in  

th eir  opera t ion s  in  Ira q a n d  Afgh a n is ta n  – a t  both  th e ta ct ica l a n d  opera t ion a l levels . More 

broa d ly, “gu n  s wa rm s ” h a ve em erged  in  va r ied  loca les , from  th e s em in a l even t  in  Mu m b a i in  

20 0 8  [ii] to th e 20 13  Wes tga te Ma ll a t ta ck  in  Na irob i. An d  b eyon d .  

Ter ror is t s  a n d  in s u rgen t s  a s id e, th ere h a s  a ls o b een  m u ch  ferm en t  in  n a va l th in k in g a b ou t  th e 

u s e of s wa rm s . In d eed , th is  h a s  becom e th e d om in a n t  doct r in a l con cep t  of th e Ira n ia n  

Revolu t ion a ry Gu a rd  Corps  Na vy, wh ich  h a s  a bou t  fifty m is s ile a n d  torp ed o b oa ts , a lon g with  

oth er  ligh t  coa s ta l cra ft , a ll of wh ich  t ra in  to em ploy es ba  (p ron ou n ced  “ezz’ ba h ,” lik e a  s wa rm  

of bees ) ta ct ics . Th e IRGC Na vy a ls o opera tes  from  s evera l s m a ll is la n ds  in  th e Pers ia n  Gu lf, 

from  wh ich  th ey ca n  “s wa rm  by fire” with  th e fou r  types  of Ch in es e kn ock -off m is s iles  th ey 

pos s es s . As  to Ch in a ’s  PLA Na vy, n ea r ly h a lf of its  50 0  ves s els  a re m is s ile, torped o, or  gu n  

boa ts  th a t  regu la r ly p ra ct ice s wa rm  ta ct ics .  

For  th e U.S. Na vy, com p r is ed  a s  it  is  of a  rela t ively s m a ll n u m ber  of h igh -va lu e ves s els , s wa rm s  

pos e a  con s idera b le a n d  r is in g th rea t . Not  ju s t  a t ta ck s  from  s m a ll boa ts , b u t  a ls o from  a ircra ft , 

s u bm a r in es , a n d  dron es  th a t  will a ll be a dd in g th eir  firepower  t o p oten t ia l en em y s wa rm s . At  

p res en t , on e Am er ica n  res p on s e h a s  been  focu s ed  on  th e u s e of cou n ter -s wa rm s  of d ron es , a n d  

perh a ps  even  rob ots . Th e Con trol Arch itectu re for  Robot ic Agen t  Com m a n d a n d  Sen s in g 

(CARACa S) is  a n  im por ta n t  s tep  forwa rd ; bu t  m u ch  m ore n eeds  to b e con s idered .  

For  s ta r ter s , CARACa S is  relia n t  on  a  m ix of 7 - a n d  1 1 -m eter  rem ote-con t rolled  boa ts . Th es e 

a re p roba bly too b ig – a n d  s t ill n ot  fa s t  en ou gh  – to dea l with  th e m os t  s er iou s  th rea ts  to la rger  

ves s els , s o th ere s h ou ld  be a  willin gn es s  to con s ider  des ign in g s wa rm s  of m u ch  s m a ller  cra ft . 

Th in k  of USN s wa rm s  com pr is ed  of la rge n u m b ers  of jet -s k i-s ized  dron es  or  a u ton om ou s  

wea p on s  wh os e goa l is  to s eek  ou t  a n d  des t roy in com in g s wa rm s  with  rockets , or  by ra m m in g 

a n d  s elf-deton a t in g. On  t h e offen s ive, wea p on s  th is  s m a ll a n d  s wift  wou ld  pos e a  s wa rm in g 

th rea t  to ou r  a dvers a r ies  fa r  s u per ior  to a n yth in g in  th eir  a r s en a ls .  

With  ju s t  a  lit t le im a gin a t ion , it  wou ld  n ot  b e h a rd  to s ee even  fa r th er  a h ea d , to th e pos s ib ility 

of develop in g very s m a ll u n d ers ea  s wa rm in g s ys t em s . Th es e wou ld  clea r  m in efield s , en ga ge 

en em y s u b m a r in es , a n d  s o on . Sm a ll a er ia l s wa rm  wea p on  s ys tem s  cou ld  prove excep t ion a lly 

u s efu l in  dea lin g with  a ir  defen s e of ca r r ier  s t r ike grou ps . It  is  even  p os s ib le to th in k  of u s in g 

d ir igib les  a s  p ers is ten t  p la t form s  from  wh ich  USN s wa rm  s ys tem s  cou ld  be la u n ch ed  to 

s u pp or t  expedit ion a ry forces  a s h ore – or  to join  in  a  fleet  a ct ion  a t  s ea , or  even  s erve cou n ter -

ter ror is t  m is s ion s .  

A s h or t  Office of Na va l Res ea rch  video of s wa rm s  ca n  be  s een  h ere 

Th e s wa rm in g con cept  s h ou ld  a ls o b e a p p lied  to th in k in g a b ou t  th e fu tu r e of a m ph ib iou s  

wa r fa re. In  th e cen tu ry s in ce th e Br it is h  d is a s ter  a t  Ga llip oli, oper a t ion s  from  th e s ea  h a ve 

been  decla red  dea d  a ga in  a n d  a ga in . Yet  th e Na vy a n d  Ma r in es  cra fted  a n  a m ph ib iou s  doct r in e 

in  Wor ld  Wa r  II th a t  n eith er  of th e Axis  Powers  ever  figu red  ou t  h ow to cou n ter . Now it  is  t im e 

to retu rn  to s ea -to-la n d  op era t ion s  – b u t  n ot  to th e Over lord  p a ra d igm . In s tea d , a  s wa rm in g 

a p proa ch  to a m ph ib iou s  wa r fa re wou ld  look  m ore like th e J a pa n es e in va s ion  th a t  led  to th e 

Countering and Exploit ing Swarms 

https://www.youtube.com/watch?v=AyguXoum3rk&feature=youtu.be
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ca p tu re of Sin ga p ore ea r ly in  194 2 . A force ju s t  a  th ird  th e s ize of th e 100 ,00 0+ Br it is h  

Im p er ia l defen ders  kep t  in filt ra t in g a t  m a n y poin t s , u s in g wh a t  th e Allied  th ea ter  com m a n der  

ca lled  “b old  a n d  s k illfu l” ta ct ics , [iii] to win  a  m os t  rem a rka ble ca m p a ign . A s wa rm in g 

ca m pa ign .  

Wor ld  Wa r  II p rovides  oth er  good  exa m ples  of s wa rm s  in  n a va l s et t in gs , a t  th e ta ct ica l level  

with  Germ a n  Adm ira l Doen itz’s  U-b oa t  wolfpa cks  a t ta ck in g con voys , a t  th e s t ra tegic level with  

Ad m ira l Nim itz’s  widely s prea d  ou t  s u bm a r in e ca m pa ign  th a t  s a n k  8 0% of J a pa n es e m erch a n t  

s h ip p in g – a n d  a ccou n ted  for  a  th ird  of th e s in k in gs  of en em y wa rs h ips .  

Th e la rger  p oin t  to be d r a wn  from  th es e h is tor ica l exa m ples  is  th a t  we s h ou ld  n ot  focu s  

overm u ch  on  rem otely con t rolled  a n d / or  a u ton om ou s  s ys tem s  a s  th e s in e qu a  n on  for  

con du ct in g s wa rm in g op era t ion s . Ou r  s a ilors  a n d  Ma r in es  ca n  s wa rm , too. In deed , th e lo n g, 

r ich  h is tory of th e u s e of s wa rm s  a t  s ea  goes  a ll t h e wa y ba ck  to Sa la m is  in  48 0  B.C.E., wh en  a  

s m a ller  Greek  force defea ted  a  fa r  la rger  fleet  of Pers ia n s  a n d  th eir  a llies .  In  th e words  of 

Aes ch ylu s , h im s elf a  vetera n  of th a t  ba t t le:  

The Greek  s h ips  s k illfu lly  encircled  an d  a ttack ed  them  from  a ll s id es . [iv]  

An d  s om e s even teen  cen tu r ies  la ter , in  128 1 , s wa rm  ta ct ics  on ce a ga in  p roved  cru cia l to 

defea t in g a  s eem in gly overpower in g in va d er . On  th is  occa s ion  th e in va d ers  were th e Mon gols , 

wh o were retu rn in g to J a pa n  with  a  D-Da y-s ized  fleet  a n d  la n d in g force – th eir  ra id  in  12 74  

h a d  b een  cu t  s h or t  by wors en in g wea th er . Fou l wea th er  even tu a lly ca m e a s  well th is  s econ d  

t im e – th e “Divin e Win d” th a t  in s p ired  th e ka m ik a ze s wa rm s  of th e Pa cific Wa r  – bu t  on ly a fter  

s even  week s  of h a rd  figh t in g. Th e J a pa n es e d is ru p ted  th e Mon gol in va s ion  force du r in g th es e 

week s  with  s u s ta in ed  s wa rm in g op era t ion s  by th eir  fleet  of s m a ll boa ts  wea vin g in  a n d  ou t  

a m on g th e b ig en em y t ra n s p or ts , wrea k in g h a voc a m on g th em . As  th e em in en t  h is tor ia n  of 

m edieva l J a pa n , George Sa n s om , pu t  it :  

Nava l prepara tions  m ad e  w ere con fined  to the bu ild ing an d  equipm en t of s m all a nd  eas ily  

ha nd led  w ars h ips  . . . In  the even t, thes e s m all cra ft proved  ex trem ely  us e fu l. [v]  

Sa ilors  a n d  m a r in es  h a ve b een  s wa rm in g for  m a n y cen tu r ies . Th ey s h ou ld  con t in u e to d o s o, 

even  in  th is  a ge of in telligen t  m a ch in es . On  s om e occa s ion s , perh a ps  on ly th e m a ch in es  will be 

doin g th e s wa rm in g; on  oth ers  ju s t  p eople. Bu t  m y gu es s  is  th a t  th e grea t  s t ra tegic ch a llen ge of 

th e fu tu re will be to pa rs e th e pos s ib ilit ies  a n d  fin d  th e wa y to th e s k illfu l b len d in g of Sa ilors , 

Ma r in es , a n d  in telligen t  m a ch in es .  

 

[i] J oh n  Arqu illa  a n d  Da vid  Ron feld t , Swa rm in g a n d  th e Fu tu re of Con flict  (Sa n ta  Mon ica : 

RAND Corp ora t ion , 2 0 00 ), fou n d  a t  

h t tp :/ / www.ra n d .org/ pu bs / docu m en ted_br iefin gs / DB3 1 1.h tm l, a cces s ed  15  Apr il 2 01 5 .  

[ii] On  th e r is e of gu n  s wa rm s  s ee J oh n  Arqu illa , “Th e Com in g Swa rm ,” Th e New York  Tim es , 

14  Febru a ry 2 00 9 .  

[iii] Let ter  from  Gen era l Arch ib a ld  Wa vell to Win s ton  Ch u rch ill, 1 1  Febru a ry 194 2 .  

[iv] From  Aes ch ylu s , Th e Pers ia n s , Lin es  41 6 -4 17 .  

[v] George Sa n s om , A His tory of J a pa n  to 13 3 4  (Sta n ford : Sta n ford  Un ivers ity Pres s , 19 5 8), p . 

44 7 . 
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By Vic e  Adm . Ph ilip H. Cullom ,  

De put y  Chie f o f Naval Ope rat ions  for Fle e t  Re adine s s  and Logis t ic s  

  

Keepin g th e Na vy a n d  Ma r in e Corps  focu s ed  on  d evelop in g th e Fleet ’s  wa r figh t in g s k ills  a n d  

tech n iqu es , a s  op pos ed  to a d m in is t ra t ive work , is  a  cru cia l in n ova t ion  goa l of th e Depa r tm en t  

of th e Na vy. A cen t ra l p a r t  of th is  lin e of effor t  is  cu t t in g th e Service’s  n eed  for  logis t ics  -- th e 

“ta il” s u p por t in g th e “tooth ” of th eir  opera t ion a l ca pa b ilit ies . If libera ted  from  m u ch  of th e 

s u pply ch a in , both  th e Na vy a n d  Ma r in e Corp s  cou ld  op era te m ore efficien t ly a s  well a s  m ore 

s ecu rely. Th e n eed  for  m u ch  of ou r  cu r ren t -da y in form a t ion  flow, often  ch a llen ged  by 

a dvers a r ies ’ cyb er  a ct ivit ies , wou ld  a ls o drop  dra m a t ica lly.  

Th is  open s  th e wa y to th e con cept  of th e "s elf-s u s ta in in g" s h ip : On e equ ip ped  with  a  s a fe 

en ergy s ou rce, s u ch  a s  a  s m a ll fu s ion  rea ctor , p rod u cin g fu n gib le en ergy for  s h ipb oa rd  u s e. 

Fu s ion  p ower  wou ld  a llow th e ves s el to opera te u s in g s ea wa ter  a s  fu el, a llowin g it  lim it les s  

ra n ge. It s  fu n gib le en ergy ca n  be in s ta n ta n eou s ly s witch ed , a s  n eeded , to  p ropel th e s h ip , 

power  it s  s en s ors , a n d  u lt im a tely p rodu ce it s  own  wea p on s , m a kin g m is s iles  a n d  gu n p owder  

u n n eeded . Th e s a m e fu s ion  en ergy s ou rce provides  power  to m ech a n ica l a n d  elect r ica l 

s ys tem s , a s  well a s  for  n ew a d dit ive m a n u fa ctu r in g proces s es .  

Th es e n ew m a n u fa ctu r in g proces s es  wou ld  crea te 3D pr in ted  u n m a n n ed  ISR/ EW/ Str ike 

pers is ten t  veh icles  for  la u n ch  from  th e s h ip , tu n gs ten  rou n ds  for  it s  fu s ion -p owered  ra il gu n , 

qu a lity food , on -d em a n d s pa re pa r ts  a n d  m a ter ia ls  for  s h ipb oa rd  s ys tem  m a in ten a n ce,  fu el for  

a ircra ft , a n d  a  s lew of iRob ots  for  logis t ics  ta s k s  (e.g., p reven ta t ive m a in ten a n ce, food  

prep a ra t ion , fu el qu a lity a s s u ra n ce, FOD wa lk -d own s , clea n in g/ rep a ir ). Su ch  ca pa bilit ies  will 

en a b le crews  to focu s  with  la s er  a t ten t ion  on  wa r figh t in g ta s k s  in s tea d  of s u p ply a n d  

m a in ten a n ce is s u es . Cou pled  to it s  in exh a u s t ib le fu s ion  power , th e s h ip  h a s  lon ger  on -s ta t ion  

t im e th rou gh  en h a n ced  en ergy s tora ge a n d  power  m a n a gem en t , s tern  fla ps , s m a r t  da s h boa rds , 

h ybr id  elect r ic d r ive, a n d  h yper -efficien t  en ergy tech n ologies . Th es e a ll p rovide lon ger  

en d u ra n ce for  on e-of-a -k in d  pa r ts  n ot  rep la cea b le a t  s ea . Th e s h ip  is  s em i-s u bm ers ib le, 

m a kin g it  s tea lth y, s u rviva b le, a n d  vers a t ile in  m a n y h igh -th rea t  opera t in g en viron m en ts .  

Ma kin g s u ch  a  lea p  is  n ot  ea s y. Th is  con cep t  for  a  "s elf-s u s ta in in g s h ip" s h ou ld  b e crea ted  by 

a n  a dva n ced  a cqu is it ion  proces s , in  wh ich  a ll p la t form  a n d  rela ted  pa ck a ge requ irem en ts  a re 

con s idered  h olis t ica lly d u r in g th e An a lys is  of Altern a t ives , a k in  to ou r  cou n try's  s p a ce progra m . 

Th ere wou ld  be n o fu r th er  p rogra m  requ irem en ts  a dd ed  a fter  th e An a lys is  of Altern a t ives , a s  

s u ch  ca p a bilit ies  cou ld  b e orga n ica lly developed  b y th e s h ip’s  crew. Develop in g s u ch  a n  

in depen den t  a cqu is it ion  proces s  will ta k e m u ch  focu s  by s en ior  lea ders h ip  of th e Dep a r tm en t  

of th e Na vy, s u s ta in ed  over  a  lon g per iod  of t im e. Yet  th e pa yoff cou ld  be im m en s e, for  with  

s u ch  s h ips  ou r  Fleet  wou ld  becom e la rgely s elf-s u s ta in in g, m a kin g red u n da n t  th e len gth y a n d  

expen s ive logis t ics  u m bilica l cord , a s  well a s  lea d in g Am er ica  towa rd  r id d in g it s elf of 

depen den ce on  Mid dle Ea s t  oil. In  th a t  wa y, ou r  op era t ion a l a dva n ta ges  wou ld  grow con t in u a lly 

wh ile rem a in in g a fforda b le to th e Am er ica n  ta xp a yer  a n d  gen era t in g im p or ta n t  polit ica l a n d  

m ilita ry a dva n ta ges .  
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By Sarandis  'Randy' Papadopoulos ,  Ph .D.  ** 

  

Im a gin e a  con flict  in  wh ich  wa r -win n in g p la n s , logis t ics , op era t ion a l con cep ts  a n d  m os t  of th e 

ta ct ics  h a d  been  worked  ou t  in  a d va n ce. In  th is  wa r , h ow a n d  wh ere to a t ta ck  th e op pon en t  

h a d  b een  th eor ized , a n a lyzed  a n d  reh ea rs ed  by exis t in g officers  a n d  crews , to th e poin t  th e 

n a vy kn ew wh a t  n ew equ ip m en t  it  n eeded  to b u ild  beca u s e it  a lrea dy h a d  worked  ou t  h ow to 

u s e it . Th is  d id  n ot  m ea n  th a t  th e win n er  d idn ’t  get  s u rpr is ed  on  occa s ion , for  wa r  

a u tom a t ica lly m ea n s  exp os in g on e’s  own  forces  to th e ru les  of ch a n ce, b u t  wa rga m es  s a ved  

t im e a n d  m on ey.  

Th e victors  in  th is  wa r  n ot  on ly fores a w m os t  of wh a t  th eir  opp on en t  cou ld  d o; it  wa s n ’t  

im a gin a ry. Th e Un ited  Sta tes  won  th e 1 94 1  to 1 9 45  ca m pa ign  a ga in s t  J a pa n  in  4 4  m on th s . 

Th a t  con flict  wa s  n ot  a lwa ys  s u cces s fu l a n d  by n o m ea n s  b loodles s —b etween  th em , th e Wor ld  

Wa r  II U.S. Na vy a n d  Ma r in e Corp s  los t  m ore th a n  62 ,0 0 0  dea d  in  th e Pa cific Th ea t re a lon e.  

Th eir  los s es  wou ld  h a ve been  fa r  wors e, h owever , if th e Ma r in e Corps  a n d  Na vy h a d  n ot  

repea ted ly wa rga m ed  th e figh t  a ga in s t  J a pa n , p ra ct icin g h ow to wa ge wa r  a cros s  th e p la n et ’s  

la rges t  ocea n . By tea ch in g th e Fleet  h ow to p la n  a  figh t , wa rga m in g s a ved  t im e a n d  lives .  

From  ta b letop  wa rga m es  a t  th e Na va l Wa r  College, to s in gle -s h ip  d r ills  a floa t  a n d  Fleet  

Prob lem s  a t  s ea  u s in g two-th irds  of th e p re-1 9 40  Fleet  a t  on ce, wa rga m es  ed u ca ted  a n d  

t ra in ed  th e s ea  s ervices ’ lea d ers  a n d  op era tors . Des p ite th eir  n a m e, th es e weren ’t  for  fu n . (At  

th e s a m e t im e th e m a th em a t ics  of “ ga m e th eory” a ls o a ros e, s et t in g gen era lly a p p lica b le 

p ra ct ices  n ow u s ed  in  econ om ics , p olit ica l s cien ce a n d  b iology. ) Th e Na vy wa rga m es ’ pu rpos e 

wa s  to defin e s t ra tegic p la ces  to a t ta ck , figu re ou t  th e logis t ics  n eeded , a n d  em ploy forces  

op era t ion a lly a n d  ta ct ica lly to m a xim ize U.S. s t ren gth  a s  it  a dva n ced  on  J a pa n . Cru cia lly, th es e 

ga m es  con t in u ed  a t  Newpor t  th rou gh ou t  Wor ld  Wa r  II. As  Fleet  Adm ira l Ch es ter  Nim itz n oted  

in  19 60 : 

Du r in g th e wa r , th e wa r  with  J a pa n  h a d  been  re -en a cted  in  th e ga m e room s  h ere by s o m a n y 

people a n d  in  s o m a n y d ifferen t  wa ys  th a t  n oth in g th a t  h a ppen ed  d u r in g th e wa r  wa s  a  

s u rpr is e—a bs olu tely n oth in g excep t  th e ka m ika ze ta ct ics  towa rd s  th e en d  of th e wa r ; we h a d  

n ot  vis u a lized  th os e.  

Wa rga m es  a ls o h elped  qu ick ly d is m is s  s om e exp er im en ta l a n d  pr icey pre -wa r  Na vy idea s , s u ch  

a s  u s in g d ir igib les  for  lon g-ra n ge recon n a is s a n ce . All th es e ch oices  took  p la ce with ou t  pa yin g 

th e cos t  in  com ba t .  

Th es e p oin ts  were con text  for  th e a n n u a l Con n ect ion s  wa rga m in g m eet in g, h eld  a t  th e Na t ion a l 

Defen s e Un ivers ity la te la s t  m on th . It s  s pea k ers  a n d  p a r t icipa n ts  in clu ded  th e Ch ief of Sta ff to 

th e Dep u ty Secreta ry of Defen s e, a s  well a s  a ca d em ics  from  Defen s e, in tern a t ion a l s ch ola rs  

a n d  b oth  U.S. a n d  foreign  m ilita ry officers . Th os e a t ten d in g h a d  th e ch a n ce to tes t  a  va r iety of 

wa rga m es , in clu d in g th e cla s s ic 19 th -cen tu ry Germ a n  Kriegs s p iel, a  ta b letop  m a r it im e a n t i-

a cces s  s cen a r io, a  h u m a n ita r ia n  relief s im u la t ion  a n d  a  repres en ta t ion  of th e Syr ia n  Civil Wa r . 

With  th e th em e “Rein vigora t in g Wa rga m in g for  In n ova t ion ,” s es s ion s  n a tu ra lly pa ra lleled  Na vy 

Depa r tm en t  goa ls  to s olve prob lem s  with ou t  th rowin g m a s s ive a m ou n ts  of ca s h  a t  th em . 

On e s es s ion  a t  Con n ect ion s , “Fos ter in g Crea t ivity in  a  Cu ltu re of Com plia n ce,” m a de s evera l 

poin ts  s h owin g h ow th e Depa r tm en t  of th e Na vy s tep ped  a wa y from  wa rga m in g to s olve 

prob lem s  a fter  20 01 . Exercis es  h a ve b ecom e wa ys  to cer t ify s ea  s er vice forces ’ rea d in es s , n ot  to 

exper im en t . Aircra ft  p ilot s  m u s t  b e a b le to fly s a fely, s h ips ’ VBSS tea m s  n eed  to p ra ct ice 

boa rd in g opera t ion s , s u b m a r in ers  h a ve to reh ea rs e fir in g Tom a h a wk m is s iles , a n d  Ma r in es  

Wargaming: Now more than ever . . .  

http://www.history.navy.mil/research/library/online-reading-room/title-list-alphabetically/w/world-war-ii-casualties.html
http://www.history.navy.mil/research/library/online-reading-room/title-list-alphabetically/w/world-war-ii-casualties.html
http://www.nobelprize.org/nobel_prizes/economic-sciences/laureates/2005/schelling-facts.html
https://www.usnwc.edu/Research---Gaming/War-Gaming/Documents/RAGE/Gaming.aspx
https://www.usnwc.edu/Research---Gaming/War-Gaming/Documents/RAGE/Gaming.aspx
http://www.history.navy.mil/research/histories/naval-aviation-history/navys-lighter-than-air-experience-monograph/the-development-of-ltas-home-base-and-the-rigid-airship-program-pages-23-34.html
https://wargamingcommunity.wordpress.com/
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m u s t  b e cer t ified  for  n on -com b a ta n t  eva cu a t ion s . Im a gin a t ion , h owever , ta kes  a  ba ck  s ea t  

du r in g s u ch  dr ills . Exper im en ta l decis ion -dr iven  wa rga m es , d ra win g u p on  fu tu re s cen a r ios  or  

u s in g p a s t  ca m pa ign s , d evelop  com m a n ders ’ good  s en s e in  th e fa ce of a m bigu ou s  fa cts : th ey 

tea ch  ju dgm en t .  

Even  p op u la r  cu ltu re h a s  em ployed  th is  idea  in  wa rga m in g. In  th e S tar Trek  m ovie fra n ch is e, 

th e Kobay as h i Ma ru  s cen a r io tes ts  a nd  a ls o bu ild s  th e ju dgm en t  of com m a n d ers .  

I’m  n ot  s a yin g ou r  n a va l lea d ers  la ck  com m on  s en s e. Bu t  th ere’s  a  s ligh t ly -h id den  t r ick  with in  

in n ova t ion : tech n ica l com peten ce is  n ot  th e on ly wa y to m a ke in n ova t ion  occu r . J u s t  refin in g 

exper t is e—th e tech n ica l,  repet it ive d r ills  of th e p r eviou s  pa ra gra ph —ca n  lim it  th in k in g. 

In s tea d , in n ova t ion  is  a b ou t  crea t ivity, a b ou t  ta k in g u n expected  idea s  a n d  tu rn in g th em  in to 

s om eth in g u s efu l to ch a n ge exis t in g pra ct ices . As  poin ted  ou t  in  a  clos in g Con n ect ion s  s es s ion , 

a  good  wa rga m e will crea te a  revea lin g, s om et im es  s ta r t lin g s tory in  th e m in ds  of p a r t icipa n ts . 

For  exa m ple, wh a t  if a  free p la y wa rga m e ca m e to th e poin t  wh ere th e U.S. com m a n d er  h a d  to 

ch oos e between  los in g a  wa r  or  ra d ica lly es ca la t in g it  to win ? Wou ldn ’t  s u ch  a  s tory focu s  th e 

m in ds  of every s ervice m em b er  in  th e room , a s k in g th em  to figu re ou t  n ew wa ys  to win ?  

Th is  is  m ore th a n  s im ply repea t in g th e lin e “th e en em y gets  a  vote.” In s tea d , we s h ou ld  ta ke 

ou r  cu es  from  th e ea r ly Na va l Wa r  College wa rga m er , Willia m  McCa r ty Lit t le:  

Now th e grea t  s ecret  of it s  power  lies  in  th e exis ten ce of th e en em y, a  live, vigorou s  en em y in  

th e n ext  room  wa it in g fever is h ly to ta ke a dva n ta ge of a n y of ou r  m is ta kes , ever  rea dy to 

pu n ctu re a n y vis ion a ry s ch em e, to h a u l u s  down  to ea r th .  

LT McCa r ty Lit t le wrote th os e words  a b ou t  th e Na va l Wa r  College of 1 8 87 , a n d  th ey a p p ly 

toda y. Wa rga m in g is  a b ou t  tes t in g a n d  d is ca rd in g idea s .  

Wh a t  McCa r ty Lit t le s ou gh t  wa s  to tea ch  n a va l lea ders  to m a k e wis e d ecis ion s . As  a  ju n ior  

officer  h e h a d  s een  th e Germ a n  Kriegs s piel, a n d  h e wa n ted  U.S. com m a n d ers , a n d  th eir  

s u bord in a tes , to lea rn  th eir  p rofes s ion  with ou t  s h oot in g ta k in g p la ce, a n d  with ou t  ca reer  

con s equ en ces . Givin g th e ch a n ce to exper im en t , m a k e m is ta kes , d is ca rd  in a p t  idea s , a n d  

reca lcu la te r is k s , repea ted ly, is  th e es s en ce of wa rga m in g.  As  McCa r ty Lit t le la ter  pu t  it  “Wh ile 

we ca n  give a n  en t ire foren oon , if n eces s a ry, to work  ou t  a n d  a n a lyze a  five m in u te cr it ica l 

m ovem en t , we ca n , on  th e oth er  h a n d , d is p os e of a  da y, or  week , or  a  m on th  in  les s  th a n  a n  

h ou r .” Su ch  a ct ion s , a n d  th e t im e,  m on ey a n d  lives  th ey s a ved , a re from  wh ere Ad m ira l 

Nim itz’s  s u cces s  s tem m ed.  

Wa rga m es  m a k e u s e of th e Na vy a n d  Ma r in e Corps ’s  m os t  p reciou s  a s s et —th in k in g—a n d 

crea te th e ch a n ce to do s o. All th a t  s u ch  th in k in g n eed s  is  for  loca l com m a n ders  to h a ve s om e 

in depen den ce to s olve prob lem s  (m ea n in g a  s m a ll bu dget  d is p os a b le for  wa rga m in g) a n d  th e 

vir tu a l rea lity of a  com p u ter  or  a  ta b letop  wa rga m e. Repet it ively con fron t in g d ifficu lt  p rob lem s  

a llows  th em  to work  ou t  s olu t ion s , a fter  th ey h a ve d is pos ed  of les s  effe ct ive idea s .  

His tor ica lly, th e Dep a r tm en t  of th e Na vy h a s  wa rga m ed th is  wa y. Ma r in e Corp s  Com m a n d a n t  

Ch a r les  C. Kru la k  s en t  th e s a m e m es s a ge a s  th e on e a dvoca ted  h ere in  h is  Apr il 1 9 97  order  

“Milita ry Th in k in g a n d  Decis ion  Ma kin g Exercis es .” Freein g u p  op era t ion a l com m a n d ers  to u s e 

th eir  t im e, a n d  s m a ll a m ou n ts  of m on ey, for  wa rga m in g is  wh a t  th e Dep a r tm en t  des pera tely 

n eed s  to d o. Th e a ltern a t ive, rein forced  by th e p rogra m  of record  a n d  reh ea rs in g to op era te in  

th e s a m e wa y, will be to lea rn  les s on s  in  a ct ion , p oten t ia lly a t  th e cos t  of m ore b lood  s p illed . In  

it s  p la ce, wa rga m in g is  a  rela t ively s m a ll in ves tm en t  wh ich  will pa y off over  th e lon g term .  

 
▲   Ta b le of Con ten ts   

https://en.wikipedia.org/wiki/Kobayashi_Maru
https://www.usnwc.edu/Research---Gaming/War-Gaming/Documents/About-Us/McCarty-Little.aspx
https://www.usnwc.edu/getattachment/22c43c7a-afc4-4bd6-87ce-7b4da90e4675/The-Strategic-Naval-War-Game-(1).aspx
file:///C:/innovation/Documents/2015/08/MCO_1500.55_19970412.pdf
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In form a t ion  is  en t rop ic, con s ta n t ly exp a n din g a n d  rea r ra n gin g it s elf, a n d  defyin g effor ts  to lim it  

it s  s prea d . Wh en  th e a m ou n t  of d a ta  in  th e wor ld  wa s  con s t ra in ed  (la rgely by th e s peed  a t  

wh ich  a  s m a ll b ody of litera te m on ks  cou ld  h a n d  copy religiou s  texts ), m a n a gin g da ta  wa s  

rela t ively s t ra igh t -forwa rd : it s  d is s em in a t ion  cou ld  be con t rolled  by th e la ws  a n d  n orm s  

govern in g th e circu la t ion  of m a ter ia l com m odit ies . However , th e la te 20 th  a n d  ea r ly 2 1s t  

cen tu r ies  h a ve s een  a n  exp on en t ia l in crea s e in  th e a m ou n t  a n d  form s  of in form a t ion  with ou t  a  

com pa ra b le effor t  on  th e pa r t  of libera l d em ocra cies  to regu la te a n d  m a n a ge it . S im u lta n eou s ly, 

n on -dem ocra t ic govern m en ts  a n d  violen t  n on -s ta te a ctors  h a ve been  a p t  to a s s er t  h egem on y 

over  in form a t ion  s ys tem s , often  with ou t  th e con s en t  of s ys tem  en d  u s ers .  

Toda y, th e om n is cien ce of da ta  im plies  h ea vy relia n ce on  it  to h elp  u s  in terpret  ph en om en a . 

However , th e in cred ib le a m ou n t  of in form a t ion  n eed in g proces s in g p la ces  a  growin g cogn it ive 

bu rden  on  h u m a n s . Th e h u m a n  bra in , even  wh en  com bin ed  with  da ta  p roces s in g a n d  a n a lyt ic 

tech n ology, ca n  on ly m a ke u s e of a  fra ct ion  of th e en t ire da ta  u n ivers e. To com plica te m a t ters , 

a dvers a ry effor ts  to cor ru p t  or  m a n ip u la te th e in form a t ion  en viron m en t  m a n d a te th a t  th e 

vera city of s u ch  in form a t ion  is  a lwa ys  in  qu es t ion . An y cla im  to th e t ru th fu ln es s  of in form a t ion  

is  ch a llen ged  on  th e grou n d s  th a t , fir s t , we h a ve s a m pled  a  very s m a ll por t ion  of th e overa ll 

in form a t ion  en viron m en t ; a n d  s econ d , we ca n  ra r ely cla im  t o kn ow th e pa th ology of d a ta  a n d  

wh a t  a ctors  m a y h a ve s h a ped  it  with ou t  ou r  kn owledge.  

Th e res u lt  is  th a t , in  201 5 , it  is  pos s ib le for  a  lea d er  of a  n a t ion  s ta te to den y th e exis ten ce of a  

m ilita ry opera t ion  th rou gh  s k illfu l m a n ip u la t ion  of th e in form a t ion  en viron m en t . In  20 30 , s u ch  

den ia ls  of ob ject ive m ilita ry rea lit ies  will be com m on pla ce. Th e a va ila b ility of da ta --com bin ed  

with  th e power  of a ctors  to a ffect  m a n ip u la t ion s  of it  on  a  m a s s ive s ca le —will m a ke th e 

exis ten ce of wa r fa re on ly s u b ject ively perce p t ib le. Lea ders  a n d  govern m en ts  will h a ve th e 

ca p a city to in ven t  or  eclips e en t ire m ilita ry opera t ion s  with ou t  ch a llen ge to th eir  legit im a cy. In  

a n  in form a t ion  en viron m en t  wh ere th e t ru th  is  u lt im a tely u n ver ifia b le, a n y con flict  is  

poten t ia lly both  occu r r in g a n d  n ot  h a p pen in g.  

An  in crea s in gly ch a ot ic glob a l in form a t ion  en viron m en t  will requ ire m ilita r ies  to per form  

com plex m a n ip u la t ion s  of s ys tem s  a n d  th e da ta  pa s s in g th rou gh  th em . In  a  wor ld  wh ere a n y 

repres en ta t ion  of m ilita ry a ct ion  is  p oten t ia lly n ega te d  by a n  equ a lly p la u s ib le cou n ter -

repres en ta t ion , m ilita r ies  m u s t  d en y th eir  en em ies  s u ch  repres en ta t ive ca pa city. Th is  will 

n eces s a r ily in volve b oth  offen s ive a n d  d efen s ive “da ta  opera t ion s ” a im ed  a t  in flu en cin g 

collect ive p ers p ect ive. For  exa m ple, th e k in et ic elim in a t ion  of a  cyborg a rm y m a y be 

u n n eces s a ry if th eir  d igita l b iom etr ic p rofiles  ca n  be s eized  to s im u la te th eir  elim in a t ion  (e.g. 

th eir  h ea r t  ra te m on itors  a ll in d ica te 0  bea ts / m in ). S im ila r ly, if a  s h ip  ca n  be s h own  to t ra n s it  

a  s t ra tegic ch okep oin t , a ctu a l execu t ion  of th e t ran s it  m a y be les s  im p or ta n t . Th e victor  in  th e 

wa r  of 20 30  will b e th e p a r ty wh ich  bes t  m a n a ges  a n d  exploit s  th e ga p  b etween  ocu la r  rea lity 

a n d  d igita l repres en ta t ion . Th e a b ility to m ove wea p on s  s ys tem s  a n d  pers on n el s u cces s fu lly, 

wh ile u s in g d a ta  to eith er  a ffect  m a s s  con fu s ion  or  crea te a  fa ls e bu t  con vin cin g d igita l 

cou n ter -n a r ra t ive, will con s t itu te th e d ifferen ce b etween  win n in g a n d  los in g.  

 
▲   Ta b le of Con ten ts   
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Over  th e n ext  2 0  yea rs  th e wor ld  will s ee a  p rolifera t ion  of th e m ea n s  to s u p plem en t  h u m a n  

per form a n ce. A p a ra llel r is e in  th eir  u s e will im pa ct  both  th e ba t t lefield  a n d  s u p por t in g m ilita ry 

fu n ct ion s  from  s h ipya rd s  to wa tch floors . Hu m a n  per form a n ce en h a n ce m en t  will com e in  

s evera l form s  – wea ra b le, im pla n ta b le, b iologica l, a n d  ch em ica l. Th is  is  n ot  a n  en dors em en t  of 

a n y of th es e a p proa ch es  bu t  in s tea d  a  d is cu s s ion  of developm en ts  th a t  m igh t  a id  ou r  fu tu re 

forces  or  els e em erge a m on g th eir  a dvers a r ies .  

We arable  

Toda y’s  wea ra b le h u m a n  a u gm en ta t ion  devices  la rgely a re th os e th a t  in crea s e s itu a t ion a l 

a wa ren es s , s u ch  a s  a u gm en ted  rea lity a n d  h ea d s -u p  d is p la ys  (HUDs ) in  h elm ets , a n d  th os e for  

p rotect ion , s u ch  a s  a rm or  or  gloves . A few like firefigh t in g oxygen  ta n k s  a n d  ea r ly exos kelton s  

p rovide op era t ion a l ben efit s  by broa den in g s pecific h u m a n  ca p a bilit ies . Oth ers , s u ch  a s  h ea lth  

m on itors  a n d  s m a r twa tch es ’ com pu t in g p ower  a n d  com m u n ica t ion s , p rovide opera t ion a l 

ben efit s  by a d d in g n ew a b ilit ies .  

Th e n ext  deca d es  will s ee th es e a u gm en ts  im proved , join ed  by th os e th a t  offer  even  m ore 

ca p a bilit ies , a ll com bin ed  in  in tegra ted  wea ra b le s ys tem s . Som e of th es e a dva n ces  will b e 

in tegra ted  in  exos u its , “com pos ed  of s om e com bin a t ion  of a rm or , m ech a n ica l s ys tem s , s en s ors , 

com m u n ica t ion s , in ter fa ces , da ta  d is p la ys , wea p on s , m edica l s ys tem s  a n d  p ower  s u p plies . 

Exos k eleton s  a re often  a  cen t ra l fea tu re of exos u it s , bea r in g a n d  t ra n s fer r in g a  loa d  to th e 

grou n d  th rou gh  a  fra m e extern a l to th e u s er .”[i] Exos u its  will in crea s e s t ren gth  a n d  en d u ra n ce, 

lower  r is k  of in ju ry, a n d  in corp ora te a  ra n ge of op era t ion a l b en efit s  in clu d in g im m edia te 

m edica l h ea lin g s ys tem s . Sa ilors  in  th e n ext  deca des  will b e a b le to u s e th e s u it s  for  s u ch  ta s k s  

a s  da m a ge con t rol, deck  a n d  p or t  op era t ion s , a n d  per form in g gen era l s h ip boa rd  m a in ten a n ce 

wh ile Ma r in es  a re likely to m a ke d irect  u s e of th em  in  com ba t .  

Both  s ervices  will h a ve to con ten d  with  th e a va ila b ility of les s  in tegra ted , bu t  s t ill powerfu l 

wea ra b le a u gm en ta t ion  ca pa bilit ies  widely a va ila b le a s  th e res u lt  of com m ercia l developm en ts . 

Th es e will m a k e th eir  wa y in to th e h a n ds  of th e civilia n  p op u la t ion s  th e Na vy a n d  Ma r in es  

in tera ct  with  a t  s ea  a n d  a s h ore, a s  well a s  a d vers a r ies , wh ich  m a y p os e th rea ts .  

Im plan table  

Wea ra b le devices  a ren ’t  th e on ly m ea n s  to a ch ievin g m a n y of th e p rom is ed  boos ts  to h u m a n  

per form a n ce. Im pla n ta b le devices  do th e s a m e m ore perm a n en t ly a n d  d is creet ly, a n d  a re 

s tu rd ier . Wh ile m os t  a p p lica t ion s  to da te h a ve focu s ed  on  pros th et ics  for  m is s in g lim bs , 

res tor in g ca p a bilit ies  to s k illed  workers  wh o m igh t  oth erwis e lea ve th e workforce, m a n y of th e 

s a m e tech n ology ga in s  ca n  be a pp lied  to im provin g per form a n ce for  people with ou t  a  ph ys ica l 

im pa irm en t . Fu r th erm ore, s om e of th e ca pa bilit ies  of wea ra b le devices  ca n  be im proved  u p on  

u s in g im pla n ts , es pecia lly th os e th a t  in tera ct  with  th e h u m a n  b ody to a ch ieve effects . Th es e 

in clu de h ea lth  m on itor in g s en s ors , m a ch in es  th a t  p rovide a  b iologica l s t im u lu s , a n d  im pla n ts  

th a t  in ter fa ce with  th e b ra in  a n d  n eu ra l im p u ls es  to con t rol extern a l gea r  – from  dron es  to 

com m u n ica t ion  equ ipm en t .  

Ma jor  eth ica l con cern s  a bou t  th e volu n ta ry a n d  revers ib le n a tu re of s u ch  a u gm en ta t ion s  m ea n  

th a t  it  is  m ore likely th es e en h a n cem en ts  will fir s t  ga in  t ra ct ion  in  s ta te a n d  n on -s ta te forces  

th a t  do n ot  p la ce a s  m u ch  weigh t  on  eth ica l con cern s  a s  ou r  own . Ad dit ion a lly, ou r  pers on n el 

s ys tem  m igh t  con fron t  th e p rob lem  of recru it in g from  a  pop u la t ion  wh os e u s e of a u gm en ta t ion  

cla s h es  with  policies  for  u s e by s ervice m em bers . Th is  is  a lrea dy a n  is s u e with  ch em ica l a n d  

Future Operat ing Context : 

Augmented Human Performance 
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biologica l s u bs ta n ce u s e, s u ch  a s  a n a b olic s teroid s  a n d  h u m a n  growth  h orm on es , es p ecia lly 

wh en  s u bs ta n ces  a re lega l bu t  p roh ib ited  by policy. On  th e oth er  h a n d , th e cos ts  of 

im pla n ta b le a u gm en ta t ion  m a y m ea n  it ’s  a va ila b le on ly to well-fu n ded  in d ivid u a ls  or  

orga n iza t ion s . 

Biologic al an d Ch e m ic al 

Th e s a m e eth ica l con cern s  th a t  will bedevil th e DoN policies  towa rds  im pla n ta b le devices  exis t  

in  th e rea lm s  of b iologica l a n d  ch em ica l s u p plem en ts . Yet  th e p reva len ce of ca ffein e in  th e 

n a va l forces  s h ows  th a t  a ccep ta n ce  of s u bs ta n ces  to en h a n ce h u m a n  ph ys ica l a n d  cogn it ive 

per form a n ce h a s  lon g been  a  m a t ter  of degrees . Over  th e n ext  deca d es  th e DoN’s  p olicies  m igh t  

n ot  ch a n ge m u ch  from  tod a y, or  m a y d o s o a s  a d va n ces  in  per form a n ce en h a n cem en t  

m a ter ia lize. Th e res u lt  will dep en d  in  la rge m ea s u re on  th e s u bs ta n ces ’ cos ts  a n d  s a fety, a n d  

th e revers ib ility of th eir  im pa cts . As  with  im pla n ta b le devices , wh a tever  p olicies  a re in  p la ce in  

th e U.S. m ilita ry a re likely to be m ore res t r ict ive th a n  th os e of ou r  lea s t  res t r ict ive a d vers a ry. 

Th is  m ea n s  th e fu tu re well m a y h old  n ew da n gers  for  ou r  forces  op era t in g a m on g a n d  a ga in s t  

th os e en joyin g th e ben efit s  of per form a n ce en h a n cem en t  d ru gs , wh eth er  th ey be to in crea s e 

s t ren gth , en du ra n ce, or  m en ta l a b ilit ies .  

Future  Ope rat ing Co ns ide rat io ns  

As  th e a b ove s ect ion s  in d ica te, th ere a re a ct ion s  DoN ca n  ta ke to levera ge th e m a tu r in g 

tech n ologies  of h u m a n  a u gm en ta t ion , a n d  a ct ion s  it  s h ou ld  ta ke a s  a  m a t ter  of d iligen ce. Wh ile 

th e DoN ca n  s u p p or t  th e res ea rch , developm en t , a n d  tes t in g of s p e cific a u gm en ta t ion  

tech n ologies  to en s u re it  h a s  a cces s  to th e b es t  equ ip m en t  a n d  CONOPs  for  u s e, eth ica l 

con s idera t ion s  will gu ide it s  policies  for  u s e. Th e DoN s h ou ld  b egin  th e exp lora t ion  of eth ica l 

im plica t ion s  of fu tu re a u gm en ta t ion  a dva n ces  n ow, to b et ter  exp la in  in it ia l pos it ion s  on  u s e 

a n d  a dopt ion , wh ile u n d ers ta n d in g th a t  th e level of com for t  with  a n y s pecific tech n ology (a n d  

th erefore a ccep ta b le u s e) m a y well evolve over  t im e. At  th e s a m e t im e, th e DoN s h ou ld  prepa re 

to con ten d  with  a  fu tu re of a dvers a r ies  a n d  civilia n s  with  a cces s  to a u gm en ta t ion  tech n ologies  

– exp lor in g th e im plica t ion s  a n d  develop in g wa ys  to m it iga te poten t ia l d is a dva n ta ges  born e of a  

relu cta n ce to a d opt  eth ica lly qu es t ion a b le a u gm en ta t ion  pra ct ices . For  exa m ple, a  VBSS tea m  

m igh t  n eed  in crea s ed  protect ion  op era t in g on  a  s h ip  wh os e crew in clu des  in d ividu a ls  willin g to 

grea t ly a u gm en t  th eir  s t ren gth  th rou gh  ch em ica l or  b iologica l s u bs ta n ces . Wh ile U.S. n a va l 

forces  m a y n ever  be willin g to go a s  fa r  a s  oth ers  in to th e grey a rea s  o f a u gm en ta t ion  th ey m u s t  

n on eth eles s  b e rea dy to dea l with  th os e wh o d o.  

 

[i] Ch en ey-Peters , Scot t  a n d  An drew Herr , “Between  Iron  Ma n  a n d  Aqu a m a n : Exos u it  

Op p or tu n it ies  in  Ma r it im e Op era t ion s ,” CNAS, J a n . 12 , 20 1 5 , 

h t tp :/ / www.cn a s .org/ s ites / d efa u lt / files / p u blica t ion s -

pdf/ CNAS_Iron Ma n An dAqu a Ma n _HerrCh en eyPeters .pdf  

 
▲   Ta b le of Con ten ts   
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Th e u s e of force in  h is tory ca n  be illu s t ra ted  a s  a  s er ies  of ch a n ges  a n d  exten s ion s  to th e 

fu n da m en ta l n a tu re of wa r  a n d  th e dem a n d s  p la ced  on  th e wa r r ior : com pet itors  on  th e 

ba t t lefield  s eek  to s en s e th e en viron m en t ; to th in k / d ecide; a n d  th en  a ct  with  grea ter  effect  th a n  

th e a dvers a ry. 

For  m os t  of h is tory, th is  fu n da m en ta l p roces s  of wa r  wa s  dom in a ted  by s ocia l -h u m a n  fa ctors : 

th e h u m a n (s ) or  s ocia l grou p  wh o cou ld  m a s s  th e m os t  h u m a n  p ower  a n d  th en  s en s e -

th in k / decid e-a ct  (STA) wou ld  win . Of cou rs e tools  were u s ed  by h u m a n s , bu t  ea r ly in  h is tory 

th es e tools  m erely en h a n ced  th e ‘a ct in g’, th rou gh  th e s tored  en ergy of a  b ow or  ca ta p u lt . Th e 

h u m a n  dom in a ted  th e s en s in g a n d  th in k in g a n d  m os t  a ct in g, a id ed  on  th e m a rgin  by ph ys ica l 

levera ge or  s tored  en ergy.  

With  t im e, th rou gh  a  s er ies  of wh a t  m igh t  be ca lled  “m icro-revolu t ion s ” of tech n ologica l 

in n ova t ion , th e h u m a n  b ega n  t o crea te in crea s in gly com plex m a ch in es  to op en  wh ole n ew 

en viron m en ts —th e open  s ea  b eca m e a cces s ib le fir s t  by th e ga lley a n d  la ter  ga lleon , b u t  

in fa n t ry s t ill fou gh t  a t  s ea . With  th e a dopt ion  of th e gu n p owder  ca n n on , wielded  by a n  ea r ly 

tech n ica l s pecia lis t  (th e gu n n ery exper t ), a  n ew rea lm  of wa r fa re a ros e, th e decis iven es s  of 

wh ich  cen tered  on  th e in tegra t ion  of h u m a n -m a ch in e. Th e in tegra t ion  of h u m a n -m a ch in e 

a ccelera ted  a n d  open ed  n ew dom a in s  of th e a ir  a n d  u n ders ea , crea t in g th e “In tegra ted  Rea lm ” 

of h u m a n  a n d  m a ch in e. Th is  rea lm  h a s  d om in a ted  wa r fa re a t  s ea  th e pa s t  20 0  yea rs , b u t  it s  

dom in a n ce is  com in g to a n  en d . With  a dva n ces  in  s cien ce a n d  tech n ology, a n  a ccu m u la t ion  of 

fa s ter  p roces s es , cod in g, a n d  a d va n ced  en gin eer in g, th e likelih ood  of com pletely  a u ton om ou s  

wa r fa re is  n ow em ergin g. Th is  offers  a  ba t t le of s ys tem s  of s ys tem s  th a t  m ove beyon d  th e lim its  

of wh ere in tegra ted  h u m a n  m a ch in es  ca n  go; b eyon d  s peed s  a t  wh ich  a  h u m a n  ca n  en ter  th e 

“S-T-A” proces s  with ou t  s lowin g it  a n d  th u s  ced in g a  decis ive a dva n ta ge to th e en em y.  

Th e th ree rea lm s  of wa r fa re will be defin ed  by m ore th a n  tech n ology or  p roces s in g s peeds . Du e 

to th e in flu en ce in  dem ocra cies  of wh a t  ca n  be ca lled  Policy -La w-Eth ics -Norm s  (PLEN), th ere 

will be res t ra in ts  exer ted  to va ryin g degree s , d ep en din g on  th e con text , on  u n m a n n ed  s ys tem s  

in  popu la ted  a rea s  of th e Ea r th . Wh ile la n d  com b a t  m a y be con s t ra in ed  b y PLEN, th e m a r it im e 

dom a in  will kn ow few lim its , a n d  will becom e s u bs u m ed in to th e rea lm  of m a ch in e on  m a ch in e 

com ba t , wh ere th e fa s tes t , m os t  leth a l m a s s  of m a ch in es  will d om in a te. In  ligh t  of th a t  th rea t  

th e Na vy Dep a r tm en t  s h ou ld  n ot  s low th e m ovem en t  of res ou rces  a n d  ta len t  in to th e s tu dy a n d  

developm en t  of “Ma ch in e Rea lm ” tech n ologies , in  a ll dom a in s  of a ir / s u r fa ce/ s u bs u r fa ce.  

A s econ d  revolu t ion  n ow ch a llen ges  u s  for  th e Ma ch in e Rea lm , is  ju s t  on e of th e im m in en t  

revolu t ion s . Now, th e d igita l ba t t lefield  is  a ls o in  th e wires , a ir  wa ves , s a tellite u p / down  lin ks , 

in s ide th e ‘Os  a n d  1s ’ of t ra n s is tors  in  th e s m a lles t  ch ips , d own  to th e BIOS of ou r  com p u ters , 

a n d  in  th e s u pply ch a in  of th e p ieces  a n d  pa r ts  th a t  m a ke u p  ou r  in crea s in gly ‘s m a r t ’ 

m a ch in es . 

Sm a r t  m a ch in es  will b ecom e u b iqu itou s : TWITTER feeds  s t rea m ed to iPh on es  will ch a llen ge 

U.S. Ma r in e Corp s  s ta b ility opera t ion s  in  coa s ta l cit ies ; da ta  lin k s  com m u n ica t in g between  th e 

m is s ile s h ips  p rotect in g a  Na vy ca r r ier  s t r ike grou p  m a y be ta rgeted  a s  cou ld  th e n a viga t ion  

a lgor ith m s  ru n n in g in s id e th e TRITON u n m a n n ed  s u rveilla n ce cra ft . Th is  in form a t ion  

ba t t les pa ce is  dep icted  in  Figu re 2 , illu s t ra t in g th e con cept  of th e over la y of Cyber  wa r fa re 

a cros s  th e Th ree Rea lm s  of Socia l-Hu m a n , In tegra ted , a n d  Ma ch in e wa r fa re.  
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In  s u m m a ry, th e Na vy fa ces  th e h is tor ica lly u n preceden ted  s im u lta n eou s  con flu en ce of two 

Ma cro-Revolu t ion s : th e em ergen ce of a  n ew rea lm  of com ba t , dom in a ted  b y a u ton om ou s  

Ma ch in es ; a n d  im m in en t  Cyber  b a t t le for  a n y a n d  every s m a r t  m a ch in e in  th e Na vy.  

Th e ch a llen ge goin g forwa rd  is  to d om in a te a ll th ree rea lm s —h a ve th e bes t  s ocia l-h u m a n  u n its  

(e.g., USMC a n d  SEALs , for  a n  exa m ple); to th e m a n n ed  m a ch in e fleets  wh ich  cu r ren t ly 

dom in a te th e fleet / a ir / s u b s u r fa ce forces ; th e bes t  em ergin g robot ic fleets  of m a ch in es ; fin a lly, 

th e Na vy n eeds  th e m os t  in fo-d om in a n t  fleets —res ilien t  in  defen s e a n d  m os t  effect ive in  

offen s e, a b le to p en et ra te th e a dvers a r ia l m a ch in es  a n d  n etworks  of th e fu tu re.  

Th is  fra m ework  a n d  th es is  a rgu es  for  a  b a la n ced  Fleet  a n d  Ma r in e force a cros s  th e th ree 

rea lm s ; to m in im ize cyber  vu ln era b ilit ies  a m on g m a n n ed , u n m a n n ed , a n d  h u m a n  force; b u t  

m a xim ize th e cyb er  pen et ra t ion  of ou r  en em ies . To th is  effor t  we m u s t  focu s  ou r  h u m a n  

ca p ita l; d oct r in e a n d  s t ra tegy; res ou rces ; res ea rch ; a n d  en s u re a d opt ion  by ou r  polit ica l lea ders  

of policy a n d  la w th a t  d o n ot  u n d u ly res t r ict  th e n a vy opera t in g ou ts id e h u m a n  pop u la t ion  

a rea s  in  defen s e of ou r  n a t ion  a n d  a llies .  

 
Figure  1 : Em e rge nc e  of th e  Third Re alm  of War, dom inate d by  m ac hine  o n  m ac hin e  

c om bat .  [i]  
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Figure  2 : The  bat t le  for in fo rm at io n  do m in an c e  in  any  and all o f th e  Thre e  Re alm s .  [i]  

 

[i] Figu res  d er ived  from  s lides  s u bm it ted  by Dr  Ha gerot t .  
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By Maura Sullivan , Ph .D.  ** 

 

Pred ict ion  is  th e a r t  of s yn th es izin g pa s t  d a ta  in  order  to m a k e decis ion s  for  th e fu tu re. Given  

th e com plexity a n d  dyn a m is m  of th e globa l s ecu r ity en viron m en t , often  even  well -res ea rch ed  

a n d  r igorou s  p red ict ion s  a re a k in  to d r ivin g wh ile look in g in  th e rea rview m ir ror . Good  

pred ict ion  th erefore requ ires  a n a lyzin g th e s t ru ctu ra l d r ivers  wh ich  u n d er lie t ren ds  in  order  to 

u n d ers ta n d  wh ere th e fu tu re is  likely to d ep a r t  from  th e pa s t . In n ova t in g for  th e fu tu re 

con s equ en t ly requ ires  decon s t ru ct in g r is k  a n d  em bra cin g u n cer ta in ty.  

As  a  term , u n cer ta in ty is  often  u s ed  s yn on ym ou s ly with  in crea s ed  r is k . More precis ely, 

u n cer ta in ty is  s im ply th e u n pred icta b ility of fu tu re even ts  or  a  wid e ra n ge of poten t ia l 

ou tcom es  wh ich  m a ke a ccu ra te r is k  p red ict ion  d ifficu lt . Bu t  a n  u n cer ta in  en viron m en t , even  

on e filled  with  h igh -im pa ct , low-proba bility even ts  ca n  pres en t  op por tu n ity. An  u n cer ta in  

fu tu re becom es  s u ch  a n  op p or tu n ity s pa ce if we a re a gile en ou gh  to res p on d . In  order  to b u ild  

th a t  in tern a l a gility, pa s t  da ta  ca n  s erve a s  th e fou n d a t ion  for  p repa r in g th e fu tu re, bu t  is  

in s u fficien t  on  it s  own . In n ova t in g for  th e fu tu re requ ires  recogn izin g h u m a n  a n d  

orga n iza t ion a l b ia s es , th e cen t ra l va lu e of qu a n t ifyin g r is k  a n d  u n cer ta in ty for  u s e in  decis ion -

m a kin g, a n d  con t in u a lly ch a llen gin g ou r  own  a s s u m pt ion s .  

Th e n eu roch em ica l t ra it s  th a t  ga ve ea r ly h u m a n s  s u rviva l a d va n ta ges  a ls o m a k e u s  poor  

ju dges  of r is k  a n d  u n cer ta in ty. Hu m a n s  a re b iologica lly con dit ion ed  to overes t im a te th e 

poten t ia l im pa ct  of even t s  th a t  occu r red  recen t ly, of th in gs  told  to u s  by t ru s ted  s ou rces , or  

wh ich  h a ve th e p oten t ia l to im pa ct  u s  pers on a lly. We con s is ten t ly u n deres t im a te u n cer ta in ty 

a n d  overs ta te th e p oten t ia l im pa ct  of th in gs  wh ich  we feel we h a ve th e a b ility to in flu en ce or  

con t rol. Th es e b iologica l t ra it s  exp la in  wh y crowd s ou rced  a n s wers  a re often  m ore a ccu ra te  

th a n  th e op in ion s  of s in gle exper ts . Divers ity of th ou gh t  is  a  k ey com p on en t  of in n ova t ive 

orga n iza t ion s  a n d  we m u s t  m a ke con s ciou s  effor ts  to a void  grou p -th in k  a n d  cu lt iva te 

a ltern a t ive pers pect ives .  

Orga n iza t ion s  with  a  h is tory of s u cces s  a re often  loa t h  to s t ra y fa r  from  a pproa ch es  wh ich  

yielded  s u cces s  in  th e pa s t . Th ey becom e delu s ion a l a b ou t  th eir  own  m a rket  p os it ion  or  

orga n iza t ion a l s t ren gth s  a n d  fa il to ta ke a dva n ta ge of op p or tu n it ies  on  th e h or izon . Com p a n ies  

th a t  on ce d om in a ted  a  m a rket  s ector , Koda k  a n d  Block b u s ter , for  exa m ple, en ded  u p  

ba n kru pt . 

Develop in g con fiden ce in  th e u n cer ta in ty s pa ce requ ires  u n d ers ta n d in g th a t  th e d is t r ibu t ion  or  

ra n ge of poten t ia l pos s ib le a n s wers  is  often  m ore im p or ta n t  th a n  th e a n s wers  th em s elves . 

Com in g to gr ips  with  th is  is  n ot  a  d ifficu lt  or  res ou rce in ten s ive ta s k ; a ll it  r equ ires  is  th e s p a ce 

a n d  p erm is s ion  to th in k  d ifferen t ly a n d  orga n iza t ion a l h on es ty to res p on d . If don e cor rect ly, 

s u ch  a s s es s m en t  will a lwa ys  lis t  th in gs  for  wh ich  th e orga n iza t ion  is  woefu lly u n d erprepa red . 

In  th e s a m e wa y a  wor ld -cla s s  m a ra th on er  ca n n ot  be a  wor ld -cla s s  s pr in t er , th e decis ion s  

m a d e in ten t ion a lly or  u n in ten t ion a lly op t im ize th e orga n iza t ion  in  d efin ed  wa ys , a n d  a n  

orga n iza t ion  ca n n ot  b e wor ld -cla s s  u n les s  it  is  s o op t im ized .  

Pra ct ica lly s pea k in g, th is  m ea n s  a s  we prep a re for  th e fu tu re we m u s t  con s ider  s cen a r ios  a n d  

wildca rd  even ts  th a t  p la y to ou r  cu r ren t  wea kn es s es , a s  well a s  to ou r  s t ren gth s . Recen t  

h is tory h a s  s h own  u s  th a t  poten t ia l a dvers a r ies  ra rely ch a llen ge ou r  s t ren gth s  h ea d  on . Bu t  

on ce th e u n cer ta in ty s pa ce it s elf is  u n d ers tood , r is k  ca n  be qu a n t ified . As s ign in g rou gh  

proba bilit ies  to th e s t ru ctu res  u n der lyin g b oth  pos it ive a n d  n ega t ive s cen a r ios  ca n  h elp  to 

crea te a n  in it ia l fra m ework  for  u n ders ta n d in g r is k . Th en ,  in  order  to red u ce com plexity, fir s t  

t rea t  th e com p on en t  p ieces  a s  in d ep en d en t  pa r ts , a n d  on ly th en  a d d  cor rela t ion  a s s u m pt ion s . 
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Su ch  a n  exercis e will crea te a  m a p  of th e fu tu re r is k  a n d  opp or tu n ity s p a ce, wh ich  gives  th e 

orga n iza t ion  a  com m on  cu r ren cy with  wh ich  to t ra de a n d  d is cu s s  r is k , even  in  th e fa ce of 

u n cer ta in ty a n d  com plexity.  

Ult im a tely, s t ra tegy is  a bou t  wh a t  you  ch oos e n ot  to do a n d  in n ova t in g for  a n  u n cer ta in  fu tu re 

requ ires  a n  h on es t  d is cu s s ion  a n d  th e a b ility to m a k e con s ciou s  decis ion s  a b o u t  wh ere to b e 

wea k , wh ere to b e s t ron g, a n d  h ow to be a da p ta b le a n d  res ilien t . Em ployin g m eth od s , s u ch  a s  

th e on es  d is cu s s ed  h ere, ca n  bu ild  res ilien ce in  th e fa ce of a s ym m etr ic a n d  u n pred icta b le 

th rea ts  to Dep a r tm en t  of th e Na vy a n d  to th e Un ited  Sta tes .  
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By Sc ot t  Che ne y -Pe t e rs  ** 

  

Qu es t ion s  ca n  s a y a  lot , s om et im es  m ore th a n  th eir  a n s wers . Us u a lly, th ey exp la in  s om eth in g 

a b ou t  th e qu es t ion er  – h is  or  h er  lin e of th in k in g, h ow well th ey’ve gra s ped  a  s u b ject , a n d  h ow 

con fid en t  th ey a re th a t  th ey won ’t  be m ocked  for  s pea k in g u p . At  th e s a m e t im e qu es t ion s  s a y 

s om eth in g a b ou t  lea ders h ip . Th ey tell u s  h ow well a  lea der  h a s  fos tered  a n  en viron m en t  in  

wh ich  folks  a re com for ta b le a s k in g qu es t ion s . An d  p os in g qu es t ion s  is  im por ta n t , es p ecia lly th e 

qu es t ion  “Wh a t  if?” 

W ha t Ifs  p la y a n  im p or ta n t , a n d  recogn ized , pa r t  in  n a va l p la n n in g. Th ey illu s t ra te b lin d  s p ots  

a n d  fla ws  in  everyth in g from  ta ct ics  to ca m p a ign  p la n s , a n d  th eir  a s k in g is  in s t i tu t ion a lized  

th rou gh  th e u s e of red -tea m in g a n d  red  cells . W h at Ifs  h elp  ou r  Sa ilors , Ma r in es , a n d  civilia n s  

p ra ct ice op era t ion a l r is k  m a n a gem en t  wh ile ca r ryin g ou t  th e m os t  m u n d a n e evolu t ion s . Yet  

W ha t Ifs  n eed  n ot  be n a r rowly u t ilized . As  proa ct ive qu es t ion s , W ha t Ifs  ca n  poin t  th e wa y to 

th e ben efit s  in  n ew a p proa ch es  ju s t  a s  u s efu lly a s  th ey ca n  h igh ligh t  th e u n kn own s  a n d  

da n gers  in  cu r ren t  m eth od s . By a s k in g th em , ou r  n a va l forces  h a ve th e ch a n ce to p eer  th rou gh  

th e pos s ib ilit ies  a n d  s econ d -order  im plica t ion s , in  p ros pect , a n d  to ch a r t  a  cou rs e towa rd s  a  

m ore a dva n ta geou s  fu tu re. Th ey ca n  crea te n ew a ven u es  of res ea rch  a n d  s tu dy, gen era te 

or igin a l th ou gh ts  for  exp er im en ta t ion  a n d  wa rga m in g, a n d  lea d  to en t irely n ovel opera t ion a l 

con cep ts . On ly a  s m a ll fra ct ion  of th e W h at Ifs  p os ed  will com e to pa s s , a n d  m a n y of th eir  

a s s u m pt ion s  will n ot  h old  t ru e. Bu t  th e in s igh ts  ga in ed  from  th em  a n d  th e fru it s  of th e 

in it ia t ive ta ken  will lea ve th e DON bet ter  p rep a red  for  th e u n cer ta in t ies  of th e fu tu re th a n  a  

fu tu re in  wh ich  th e W hat Ifs  wen t  u n a s k ed .  

Mik e Mya t t , a  bu s in es s  exp er t , ech oes  th is  view, n ot in g th a t  grea t  lea ders  a ggres s ively pu rs u e 

W ha t Ifs  – b oth  a s  a s ker  a n d  th e a s ked  – b eca u s e th e “s ta tu s  qu o is  m ediocr ity’s  bes t  fr ien d .” 

Sta t ic th in k in g is  th e bes t  s h or t  cu t  to obs oles cen ce. As  th e Secreta ry of th e Na vy s t res s ed  

recen t ly, in n ova t ion  is  a bou t  th e u n pred icta b le in tera ct ion  of people, idea s , a n d  in form a t ion . 

Sim ply a s k in g W h at Ifs  is  a  grea t  wa y to get  a ll people to th in k  d ifferen t ly a b ou t  th e fu tu re, 

h elp in g m a ke th em  les s  defen s ive a bou t  cu r ren t  p ra ct ices  a n d  lower in g res is ta n ce to th e 

p roces s  of iden t ifyin g com pletely n ew idea s .  

As  a  m ilita ry orga n iza t ion , th e Depa r tm en t  of th e Na vy u n ders ta n da bly p la ces  a  p rem iu m  on  

th e u n h es ita t in g s u p por t  for  th e ch a in  of com m a n d. In  m om en ts  of cr is is , a dh eren ce to th is  

bedrock  pr in cip le ca n  be th e litera l d ifferen ce between  life a n d  d ea th , victory a n d  d efea t . Yet  

th e DON m u s t  en s u re a  ba la n ce b etween  obedien ce a n d  th e equ a l n eed  for  d is cu s s ion , d is s en t , 

a n d  W h at Ifs . Th is  d ivid in g lin e a ga in  poin ts  to th e role of lea ders h ip . In s tea d  of s h oot in g down  

d ivergen t  views  a n d  d ivers e pers pect ives , lea ders  n eed  to a ct ively s olicit , en cou ra ge, a n d  

in cen t ivize th e s h a r in g of crea t ive idea s  a n d  con cern s  - even  th os e n ot  yet  fu lly form ed. A ta b le 

fu ll of n od din g h ea ds  ca n  be on e of th e m os t  per ilou s  en viron m en ts  for  a  lea d er  to con fron t .  

Good  lea ders  a ls o kn ow th a t  it ’s  bes t , wh en ever  p os s ib le, to h a ve th es e fra n k  con vers a t ion s  

before th e cr is is  or  con t in gen cy eru p ts . Th is  open n es s  goes  b eyon d  form a l con t in gen cy 

p la n n in g. Every m em ber  of ou r  workforce m u s t  h a ve a cces s  to th e ou t lets  a n d  foru m s  th a t  

a llow th em  to a s k  th e b ig qu es t ion s  a n d  th in k  broa der  th ou gh ts  with ou t  fea r  of repr im a n d  a n d  

in  a n  en viron m en t  wh ere th ey kn ow th ey'll be h ea rd . An d  th ere is  n o b igger  qu es t ion  th a n  
W ha t If? 
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By Sarandis  "Randy" Papadopoulos ,  Ph .D.  ** 

  

Les s  th a n  a  week  in to th e wa r , th e m id -At la n t ic fleet  a ct ion  b ega n  b etween  U.S. a n d  Germ a n  

forces . After  th e open in g gu n fire, th e Am er ica n  lin e, a lth ou gh  ou tn u m b ered  1 8  to 9 , h a d  

cr ipp led  or  s u n k  s evera l s h ips  a n d  s eem ed s et  to win  du e to bet ter  pos it ion  a n d  firepower . 

Su d den ly, th e Im per ia l Germ a n  zep pelin  form a t ion  brok e th ou gh  th e clou d  cover , u n lea s h in g a  

s wa rm  of s in gle-s ea t  “dra gon fly” a t ta ck  cra ft  to s in k  th e ba t t lewa gon  US S  S us queh an n a . In  

qu ick  s u cces s ion  a ll th e U.S. Na vy s h ips  were s u n k  by th es e n ew a er ia l wea p on s . A da y la ter , 

th e Germ a n  a ir s h ips  cru is ed  over  New York , th e city u n wa rn ed  of th e n a va l defea t . Des p ite 

bein g told  to s u r ren der , it s  res iden ts  refu s ed  to d o s o, s h ot  ba ck , a n d  des t royed  a  zep pelin . 

Reta lia t in g, th e Germ a n s  wrecked  th e city cen ter  with  bu llets  a n d  b om bs  u n t il it  ca p itu la ted , 

s cor in g a  cru cia l victory over  th e Am er ica n  rep u b lic. Over  th e n ext  yea r  a ir s h ips  a n d  s m a ll 

a ircra ft  des t royed  th e globa l econ om y prom pt in g a  n ew da rk  a ge.  

Th e foregoin g s u m m a r izes  th e a ct ion s  of The W ar in  the Air, wh ich  Br it is h  fu tu r is t  H.G. Wells  

fir s t  pen n ed  in  1 90 7 . His  im a gin a t ive com ba t  p or t ra ya ls  s h owed th e p rom is e a s  well a s  th e 

th rea t  offered  by a ir  wa r fa re a  cen tu ry a go. Th e p oten t ia l of a ircra ft —veh icles  ju s t  fou r  yea rs  

old  wh en  Wells  wrote h is  n ovel—s tood  forem os t , defea t in g s ta te-of-th e-a r t  wea p on s , 

d rea dn ou gh t  ba t t les h ips , a n d  violen t ly cowin g a  m a jor  city’s  civilia n  p opu la t ion . Th e b ook  a ls o 

pos it s  h ow s m a ll a ircra ft  bu ilt  globa lly in  work s h op s  decen t ra lize violen ce, fa vor in g th e 

offen s ive over  a n y type of defen s e. Th a t  la s t  poin t  p refigu red  th e th ou gh ts  of Br it is h  m ilita ry 

th in ker  Ca pta in  B. H. Lidd ell Ha r t , a  Wor ld  Wa r  I vetera n , a n d  crea tor  of a  s t ra tegy h e la belled  

“th e in d irect  a p proa ch .” Fir s t  pu b lis h ed  in  1 92 9 , th e in d irect  a p proa ch  s ou gh t  to exp la in  th e 

poten t ia l of a  les s -lin ea r  s t ra tegy. A prod u ct  of h is  pers on a l exp er ien ce a s  a  ju n ior  officer  in  th e 

b lood-s oa ked  1 9 14 -1 9 18  s ta lem a te in  Fra n ce a n d  Belgiu m , Lidd ell Ha r t  s u m m a r ized  th e th eory 

a s : 

In  s t ra tegy th e lon ges t  wa y rou n d  is  often  th e s h or tes t  wa y th ere; a  d irect  a p proa ch  to th e 

ob ject  exh a u s ts  th e a t ta cker  a n d  h a rden s  th e res is ta n ce by com pres s ion , wh erea s  a n  in d irect  

a p proa ch  loos en s  th e defen der 's  h old  by u ps et t in g h is  ba la n ce.  

Th is  wa s  n ot  a  m ea n s  of victor y in  wa r  by a void in g com ba t , a k in  to Su n  Tzu ’s  recom m en da t ion  

to win  wa rs  with ou t  figh tin g. In s tea d , th e in d irect  a pproa ch  s u gges ted  a t t a ck in g wh ere or  h ow 

a n  op p on en t  is n ’t  s t ron ges t , wh ere m ilita ry power  is  a t ten u a ted  eith er  by d is ta n ce or  a  la ck  of 

p rep a ra t ion , to ga in  a  m ea n s  for  d is ru p t in g d efen s ive m ea s u res . For  H.G. Wells , it  m ea n t  u s in g 

h om e-b u ilt  a ircra ft  to wreck  a rm ies , n a vies  a n d  n a t ion s  by exp loit in g th eir  vu ln era b ility. Toda y, 

th e in d irect  a p proa ch  is  a n oth er  wa y of exp la in in g a n d  h igh ligh t in g poten t ia l U.S. 

vu ln era b ilit ies  to a  cyber -a t ta ck .  

In  ou r  wor ld  th e role of cyber -ca p a bilit ies  a re key. Beyon d  th eir  va lu e to con s u m ers  a n d  oth er  

u s ers  of da ta  d evices , m u ch  of th e globe’s  m on ey t ra vels  over  th e In tern et  every da y. Su ch  

t ra n s a ct ion s  a re in vis ib le to u s , reflect in g th e s m a lln es s  in form a t ion  h a s  in  th e ph ys ica l wor ld , 

wh ich  a ls o exp la in s  it s  s peed . J u s t  a s  th e d ra gon fly a t ta ck  cra ft  des t royed  th e fict ion a l US S  

S us queh an n a , h owever , bein g s m a ll d oes  n ot  m ea n  s om eth in g ca n n ot  h u r t  u s . Sm a ll a t ta cks  

ca n  a ls o s everely da m a ge th e civilia n  econ om y, e ven  pa ra lyze it , by ta rgetin g th e da ta  of th e 

pu blic. Th es e m ea n  th a t  for  th e U.S. govern m en t , a t ta cks  on  th e in tern et  a re a  p r in cip a l th rea t  

to n a t ion a l s ecu r ity.  

Here’s  h ow: wh ile th e In tern et  is  ju s t  20  yea rs  old , a ll n a t ion s  u s e it  to m a n a ge in form a t io n ; 

even  ter ror  grou ps  u s e it  to t ra n s m it  th eir  m es s a ges . In  th e wor ld’s  depa r tm en ts  a n d  m in is t r ies  

of defen s e, pers on n el, in telligen ce, opera t ion s  a n d  logis t ics  s ys tem s  ru n  on  th e ‘n et . For  th em , 

The Indirect  Approach 

https://en.wikipedia.org/wiki/The_War_in_the_Air
https://archive.org/details/strategyofindire035126mbp
http://web.archive.org/web/20060113060855/http:/www.ndu.edu/library/n2/n025602O.pdf
http://www.rand.org/content/dam/rand/pubs/testimonies/2006/RAND_CT262-1.pdf
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in form a t ion  h a s  becom e cru cia l to t ra ck in g s ervice -m em b ers ’ ca reers , ta rget in g a s s a ila n ts , 

com m a n d a n d  con t rol in  th e field  a n d  keep in g fr ien d ly forces  s u p plied . Th e prob lem  is  th a t  

th es e s in ew b u n dles , m ovin g th e m u s cles  of m ilit a ry orga n iza t ion s  a t  th e s peed  of ligh t , ca n  be 

levera ged  for  th eir  in form a t ion  by en em ies . Es pecia lly in  toda y’s  wor ld  of n etworked  com pu ters , 

it  is  t r ivia l to ta rget  a n d  m a n ip u la te in form a t ion , ju s t  a s  H.G. Wells  s h owed th e offen s ive’s  

a dva n ta ges  over  th e defen s ive. Th es e con s idera t ion s  m a k e in form a t ion  a  p r im e ob ject ive for  

th os e em ployin g th e in d irect  a pproa ch .  

It ’s  n ot  th a t  th e U.S. Govern m en t  does n ’t  u n d ers t a n d  th is  p rob lem . Legion s  of exper ts  h a ve 

wr it ten  (a n d  les s  often  rea d) ra ft s  of s tu d ies  of ou r  cyber -vu ln era b ilit ies . An d , followin g th e 

repor ts ’ recom m en da t ion s , well-m ea n in g officia ls  la yer  ever -deeper  m eth ods  with  wh ich  to 

p rotect  s ys tem s  from  a t ta ck , th ereby crea t in g proces s es  (cer t ifica t ion s , pa s s words , en cryp t ion ) 

to fen ce off n etworks  a n d  m a ke in form a t ion  h a rd er  to get  for  a u th or ized  u s ers . Bu t  th es e 

a p proa ch es  pu t  th e ca r t  before th e h ors e—a  m eta ph or  m ore from  H.G. Wells ’s  d a y th a n  ou r  

own , if you ’ll forgive m e—protect in g th e s ys tem s , n ot  th e da ta  th ey h old .  

Reca ll th e in d irect  a pproa ch  is  a  s t ra tegy wh ich  s h ift s  ba la n ces  to fa vor  th e a t ta cker . Given  th e 

Un ited  Sta tes  a n d  it s  a llies  field  a  s m a ll n u m ber  of In tern et -ba s ed  s ys tem s , rela t ive to th e 

n u m ber  of p oten t ia l a t ta ckers , we p la y on  a  field  t ilted  a ga in s t  u s . Al Qa eda  or  s elf-s tyled  

Is la m ic Sta te h a ck ers  ca n , for  rela t ively s m a ll in ves tm en ts  in  people a n d  in tern et  a cces s , s t r ike 

th e in form a t ion  s ys tem s  wh ich  a re th e lin ch pin s  of ou r  a rm ed  s ervices . Th ey a re in depen den t  

of geogra ph y (th e ‘n et  is  glob a l) a n d , in  m a n y ca s es , th e a t ta ckers  a re of d en ia b le or igin , 

m a kin g th em  h a rder  to fen d  off. Th ey ca n  a ls o th row m a n y m ore h a ck ers  a ga in s t  ou r  few 

s ys tem s  th a n  we ca n  field  in  term s  of n etwork  d efen ders . We’re s eein g th e decen t ra liza t ion  of 

m ilita ry power , in  th e form  of cyber  wa r fa re con d u cted  gu er r illa -s tyle, wh ich  H.G. Wells  

a n t icipa ted .  

Ok a y, a  cr it ic m igh t  s a y, let ’s  d o a ll ou r  m ilita ry bu s in es s  on  s ep a ra te, th a t  is , cla s s ified  

dom a in s . Blu n t ly, th ere’s  n o refu ge th ere, h owever . Wes tern  m ilita r ies  u s e th e in tern et  for  da y-

to-d a y work  a ll th e t im e. An d th ere’s  a  wider  con s equ en ce to a n  in d irect  a pproa ch  to cyber , a s  

well, wh ich  H.G. Wells  con s idered : a  civilia n  econ om y ca n  on ly ta ke s o m u ch  p u n is h m en t  a n d  

keep  work in g. Th ree weeks  of clos ed  b a n k s  brou gh t  th e cou n try  of Greece polit ica lly to it s  

kn ees ; wh a t  wou ld  h a p p en  if th e ATMs  of th e Wes tern  wor ld  com pletely s top ped  work in g d u e to 

a  cyber -a t ta ck? If cou pled  to a t ta ck s  by s wa rm s  of d ron es , th e im pa ct  wou ld  wors en . Cou ld  th e 

U.S. m ilita ry fu n ct ion  if it s  s ervice m e m b ers , th eir  depen den ts , civilia n  em ployees , in du s t r ia l 

s u ppliers , in tern a t ion a l pa r tn ers  a n d  polit ica l lea ders  a ll cou ldn ’t  p a y th eir  b ills  a t  on ce a n d  

fa ced  h a ra s s m en t  in  th eir  da ily lives ?  

A s olu t ion  com es  to m in d . Th e fir s t  is  to reca ll th a t  th e offen s ive a d va n ta ge of th e in d irect  

a p proa ch  cu ts  both  wa ys . In vigora t in g th e US a n d  a llied  offen s ive cyber  ca pa b ility wou ld  

cer ta in ly s erve to d eter  s ta tes  wis h in g to p rotect  th eir  own  u s e of th e in tern et , a n d  den y 

ter ror is t s  a cces s  to it  for  th eir  cr im in a l pu rp os es . Als o, th e econ om ies  of s ta tes  wh ich  th rea ten  

ou r  wa y of life ca n  b e ta rgeted , too. An d  fin a lly, th e con t rol s ys tem s  for  th es e s y s tem s  m u s t  be 

iden t ified  qu ick ly on lin e a n d  n eu t ra lized  a t  th e s ou rce. Th e bet ter  defen s e on  a  s m a ll s ca le is  a  

good  offen s e. 

 
▲   Ta b le of Con ten ts   

http://www.acq.osd.mil/dsb/reports/ResilientMilitarySystems.CyberThreat.pdf
https://www.youtube.com/watch?v=vcV71liAMwc
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Cu t t in g edge orga n iza t ion s  h a ve th e a b ility to h a rn es s  th e p ower  of th eir  da ta , m a tch  it  in  

con text , a n d  evolve it  in to a ct ion a b le kn owledge. From  h elp in g to m odel th e d is pers ion  of 

dea d ly d is ea s es , to a llowin g u s  to m a n a ge ou r  pers on a l fin a n ces , th e in tegra t ion  of da ta  in to 

decis ion -m a kin g proces s es  en h a n ces  ou r  a b ility to in terpret  a n d  in tera ct  with  th e wor ld . Th e 

flood  of da ta  m a d e a va ila b le to u s  recen t ly, p rolifera ted  by d igita l tech n ologies , is  

revolu t ion izin g h ow we m a k e d ecis ion s .  

However , wh ile da ta  in  is ola t ion  m a y be n eu t ra l, a n y ben efit  or  h a rm  to in d ivid u a ls , 

orga n iza t ion s , econ om ies , a n d  s ociet ies  is  h igh ly con t in gen t  on  th e wa ys  in  wh ich  it  is  a pp lied . 

Opt im a l u s es  of d a ta  a llow u s  to iden t ify pa t tern s  a n d  t ren ds , c on firm  or  refu te ou r  

a s s u m pt ion s , a n d  va lida te ou r  a ct ion s . Con vers ely, wh en  im prop er ly m a n a ged , d a ta  ca n  

d is tor t , obfu s ca te, a n d  con fu s e. Th e DON, with ou t  th e tools , p roces s es , a n d  s k illed  workforce 

n eed ed  to s tore, s h a re, s yn th es ize, a n d  protect  in form a t ion , fin ds  it s elf in crea s in gly 

overwh elm ed by th e tera bytes  it  collects . Ra th er  th a n  u s in g it  effect ively, we fin d  ou rs elves  

a lwa ys  s wim m in g u ps t rea m  a ga in s t  a  d a ta  cu r ren t  th a t  is  con s ta n t ly growin g in  s cop e a n d  

com plexity. 

Da ta  ca n  be th ou gh t  to t ra vel t h rou gh  th e p ipes , collect ion  ta n k s , a n d  va lves  wh ich  m a ke u p  

a n  orga n iza t ion ’s  IT in fra s t ru ctu re. In  th e bes t  ca s e s cen a r io, it  flows  freely th rou gh  th e 

s ys tem , with  th e r igh t  con t rols  s o th a t  u s ers  ca n  a cces s  a n d  u t ilize it  s ecu rely a n d  qu ick ly. If 

we com pa re a  h ea lth y da ta  ecos ys tem  to th e p r im a ry coolin g loop  of a  n u clea r  rea ctor , th en  th e 

Na vy’s  IT in fra s t ru ctu re h a s  th e flu id  flow equ iva len t  to th e 19 th  cen tu ry Pa r is  s ewer  s ys tem  

before Ba ron  Ha u s s m a n n . By crea t in g a  s ys tem  la ck in g th e r igh t  p rotocols ,  con t rols , a n d  

“clea n ” p ipes  for  d a ta  s h a r in g, th e DON h a s  crea ted  a n  in form a t ion  ecology ch a ra cter ized  by 

s ta gn a n t  ces s p ools , u n p a tch a b le lea ks , a n d  cor ros ive ru n -off. Th e qu in tes s en t ia l a n d  cu r ren t  

exa m ples  of th is  a re th e DON’s  em a il a n d  s h a red  dr ive s ys tem s , wh ich  crea te in fin ite a n d  

in s u pera b le p rob lem s  with  vers ion  con t rol, lea ks , bot t len eck in g, a n d  s ea r ch a b ility. Th e 

Depa r tm en t’s  cu r ren t  IT in fra s t ru ctu re a n d  a s s ocia ted  govern a n ce a n d  cer t ifica t ion  s t ru ctu res  

a ll bu t  en s u re th a t  a ll DON da ta  is  equ a lly va lu a b le a n d  n on e of it  is  u s efu l.  

We live in  a  wor ld  wh ere th e ou tcom es  of con flicts  a re in crea s in gly con t in gen t  on  in form a t ion  

ca p a bility a s  m u ch  a s  a  s ta te’s  in d u s t r ia l or  d em ogra ph ic ca pa city. In  th e 21s t  cen tu ry, 

effect ively m a n a gin g in form a t ion  is  a t  lea s t  a s  im por ta n t , perh a ps  even  m ore vita l, th a n  th e 

n u m ber  of b u llets  a n d  s h ips  a  cou n try ca n  a pp ly to a  pa r t icu la r  s cen a r io. Th e a b ility to evolve 

th e DON’s  or  a n  en em y’s  da ta  in to h igh  va lu e kn owledge, by a p p lyin g th e r igh t  s k ills ets  a n d  

a n a lyt ic tools , is  wh a t  will a llow th e DON to m a n a ge th e con flicts  of th e fu tu re a n d  keep  th e 

cou n try s a fe. 

An y orga n iza t ion  th a t  wa n ts  to com pete in  th e 21 s t  cen tu ry m u s t  lea rn  to va lu e da ta  

in t r in s ica lly, n ot  view it  a s  a  com p on en t  of IT a n d  s en s in g s ys tem s . On e o f th e m a jor  

roa d blocks  k eep in g u s  from  m od ern izin g h ow we th in k  a b ou t  d a ta  a n d  IT is  th e s ys tem -cen t r ic 

fu n din g m od el. Com p u ters  a n d  n etwork s  a re n ot  in t r in s ica lly va lu a b le; wh a t ’s  on  th em  is  wh a t  

is . Movin g from  a  vu ln era b ility-redu ct ion  a pproa ch  for  s ys t em s  to a  d a ta -cen t r ic m eth od  m ea n s  

a lloca t in g m on ey for  a lgor ith m s , da ta  p rojects , a n d  “Softwa re a s  a  Service,” in depen den t  of a n y 

fu n din g for  a n  IT s ys tem , p la t form , or  s ervice con t ra ct . J u s t  a s  J P5  fu els  ou r  a ircra ft , da ta  is  

th e ra w m a ter ia l n eeded  to p ropel d ecis ion -m a kin g; it  m u s t  be pa id  for  a n d  govern ed  in  a  wa y 

th a t  reflects  th a t  t ru th . 

Extricat ing DON Informat ion 
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In form a t ion  will b e th e cen t ra l en a b ler  of 2 1s t  cen tu ry n a t ion a l s ecu r ity. Ma s ter in g it  requ ires  

va lu in g a n d  protect in g on ly very s elect  a n d  very s pecific pa r ts  of t h e ocea n  of da ta  we collect , 

wh ile gra n t in g broa d es t  a cces s  to th e ba la n ce of ou r  d a ta . Su ch  a n  a pproa ch  recogn izes  th a t  

u n lik e m os t  oth er  DON a s s ets , va lu e d eterm in a t ion s  with in  th e m a rketp la ce a re ba s ed  on  

poten t ia l u s a ge of da ta  r a th er  th a n  it s  m ere exis ten ce. With  th e p roper  s ys tem s , m a n a ged  by 

ta len ted  in form a t ion  profes s ion a ls , we ca n  a s s es s , in terpret  a n d  exploit  th e in form a t ion  we 

t ru ly n eed .  

Effect ively in flu en cin g th e con flicts  of th e fu tu re h in ges  on  th e DON’s  a b ility to fir s t , r ecogn ize 

th e va lu e of it s  da ta , a n d  s econ d , fu n din g th e r igh t  tools  a n d  s k ills ets  to u s e it .  

▲   Ta b le of Con ten ts  
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