OFFICE OF THE UNDER SECRETARY OF DEFENSE
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MEMORANDUM FOR: SEE DISTRIBUTION

SUBIJECT: Release of the Revised DoD Information Technology Investment Review
Process - Investment Certification and Annual Review Process User
Guidance

This memorandum issues the following revised “DoD Information Technology
Investment Review Process - Investment Certification and Annual Review Process User
Guidance (IRB Guidance)” which replaces the IRB Guidance, dated April 10, 2006. This
document includes an update to the sections explaining Annual Review in order for the
IRB Guidance to be consistent with the wording in the newly updated Investment Review
Board Concept of Operations (IRB CONOPS). Minor changes also were made to several
sections to clarify discussions concerning IRB Portal. The main point is that the IRB
Portal is the official record of data for the IRB Process and the documentation uploaded
on the IRB Portal provides an audit trail for the Certification process. And finally, the
Appendices with sample PCA letters were revised for clarity and conciseness.

The IRB Guidance, along with the “Business Enterprise Architecture Compliance
Guidance,” was previously issued on April 10, 2006 as a supplement to the [RB
CONOPS, dated May 17, 2005. In order to maintain consistency in wording regarding
the policies set forth in the newly updated IRB CONOPS, a technical revision of the IRB
Guidance was deemed necessary.

My point of contact is Ms. Trish Van Belle, (703) 604-3749 or ail at
trish.vanbelle@bta.mil.
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Introduction

Background

o meet the threats and challenges of the twenty first century, the Department of Defense (DoD) must
be as agile, flexible and adaptable as the forces it fields in battle around the world. Our nation’s highly
flexible and adaptable fighting force requires an equally flexible, high-performance and responsive
business and financial support infrastructure, capable of adapting to ever-changing conditions.

The DoD Investment Review process plays a vital role in delivering the flexibility and responsiveness
required across the Department’s warfighting operations. This process ensures that all business
systems activities within the Office of the Secretary of Defense (OSD) and Component organizations:

(1) Act in support of the joint warfighting capability by applying innovations and best
practices from leading companies as well as from our joint forces;

(2} Receive better information for strategic decisions to DoD leadership by providing access
to actionable management information by way of the continued migration to a networked
information (net-centric) environment; and,

(3) Reduce the cost of business operations by providing timely, reliable and accurate financial
information to drive a cost-conscious decision-making process.

The DoD established Investment Review Boards (IRBs) under the authority of 10 United States Code
(U.5.C.) 2222 as added by Section 332 of the Ronald W. Reagan National Defense Authorization Act for
Fiscal Year 2005 (FY0S NDAA), Public Law 108-767. IRBs perform their functions consistent with
Subtitle I1f of Title 40 U.S.C. (formerly the Clinger-Cohen Act), Office of Management and Budget
Circular A-130 (Management of Federal Information Resources), and other applicable laws, rules and
regulations.

Purpose / Rudience

This supplemental guidance provides a single, consistent process for Component engagement with
OSD for the Investment Review Process. It complements the Investment Review Process Overview
and Concept of Operations for Investment Review Boards (now referred to as IRB CONOPS), which
describes the responsibilities of all organizations and individuals that have significant roles in the DoD
Business Systern Investment Review Process. The BEA Compliance Guidance, a companion
document, provides guidance on determining a system’s compliance with the DoD Business
Enterprise Architecture (BEA).

This document is presented as user guidance on preparing Defense Business System certification
submissions to the Defense Business System IRBs and the Defense Business Systems Management
Committee (DBSMC), as defined in the IRB C ONOPS, for the review, certification, and approval as well
as annual review of funding for defense business systems. The users of this document will be Component
personnel fitting one of the following profiles:

*  Pre-Certification Authority (PCA) - Each Component has designated a2 PCA (typically
within its Chief Information Officer (CIO) organization) who holds Information
Technology (IT) portfolio responsibility for the organization. The PCA is responsible for
the internal Component evaluations of all systems as described in the IRB CONOPS. This
evaluation includes verification that a given system is in compliance with the DoP) BEA
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and is included in the Component and/or Enterprise Transition Plan (ETP). For systems o
be presented to IRBs for review, the PCA must assert via letter that the system is in
compliance with the conditions of obligation of funds as specified in the FY0S NDAA.

* Program Managers (PMs) - PMs are the ultimate subject matter experts for their
respective systems. They are responsible for maintaining all information related to the
business system requiring approval and certification of DoD funds and/or annual review
as specified in FY035 NDAA.,

Jpon reading this documentation, Components should understand:

¢ The purpose of the IRB processes;

»  Whether a system must participate in these processes, and to what degree;

* A general overview of the overall processes and their specific role in them:

»  The audit trail created by the Certification and Annual Review processes; and,

* The documentation they must prepare in order to successfully navigate the process and
have their system modernization funding approved.

Tiered accountability is critical to the Department’s success in modernizing business operations. Through
the DBSMC / IRB processes and the establishment of enterprise-wide systems and capabilities, the
Department is defining a set of consistent standards and practices that will enable full interoperability for
the future. Each Component is responsible and accountable for maintaining systems, processes and
architecture in compliance with these standards. Component PCAs and PMs play an enormously
important role in ensuring that the Department’s business transformation efforts are a success. Their
diligence in managing an effective internal investment review process and in building and maintaining
capabilities that are compliant with the DoD BEA and ETP will drive the delivery of future business
capabilities across the Department,

Which Systems Require Certification Review and Annual Review

Certification

The FY05 NDAA states that funds may not be obligated for a defense business system modernization that
will have a total cost in excess of $1 million unless:

(1i the approval authority designated for the defense business system certifies to the Defense
Business Systems Management Committee established by section 186 of this title that the defense
business system modernization —

A Is in compliance with the enterprise architecture developed under subsection feh;

B.is necessary to achieve a critical national security capability or addvess a critical
requirement in an area such as sqafety or security; or

C. Is necessary o prevent a significant adverse effect on a project that is needed to achieve an
essential capability, taking into consideration the alternative solutions for preventing such
adverse effect; and

(2) the certification of the approval authority is approved by the Defense Business Systems
Management Committee. " (Title 10 U.S.C section 2222 (aj)

Certification is required for any system development / modernization investment costing in excess of $1
milhion in total DoD funds. Obligation of DoD funds for a business system modernization in excess of §1
million which has not been certified and approved by the DBSMC is a violation of the Anti-Deficiency
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Act. The §1 million threshold applies to the total lifecycle of the development / modernization investment
which may span multiple years. Certification Review focuses on determining whether to approve funding
based on DoD business requirement and the system’s alignment with the DoD BEA and overall portfolio
of systems. It s alse important to understand that this applies to all investments geared towards creating
new business systems capabilities whether defined as development, modernization or enhancement. These
terms are used interchangeably in this document. The FY05 NDAA requirements do not apply to
maintenance and ongoing operational funding appropriated to specific systems.

Annual Review

In addition to system certification, the FY0S NDAA requires:

“Periodic review, but not less than annually, of every defense business svstent investment. "(Title
10 US.C section 2222 (2)(2)(B))

Annual Review applies to all business systems, regardless of investment Tier, including systems for
which there is no planned development or modernization spending. The FY 2005 NDAA does not
prescribe any specific format for annual review: however, Components must structure internal investment
review processes consistent with Clinger-Cohen Act (40 USC § 11312) capital planning and investment
contro requirements. It is anticipated that Components will incorporate the annual review reguirement
into their currently existing annual review activities such as portfolio management or annual budget
preparation. At a minimum, as part of the annual reviews Components should make sure that systems are
assessed against the DoD BEA, ensure systems are included in the C omponent or Enterprise Transition
Plan as appropriate, and that all required information regarding each system has been updated in the
Department’s global business systems inventory. Components are required to submit a letter to the IRBs
on a semi-annual basis, on a schedule consistent with the Enterprise Transition Plan update cycle, listing
all business systems that have been reviewed. These internal Component reviews, coupled with
notification of these reviews to the CA / IRB. meet the FY05 NDAA annual review requirement.

In addition to annual reviews conducted at the Component level, the IRBs will conduct annual reviews of
all development / modernization activities that have previously been certified and are currently in process.
Whereas Certification Review is focused on making a go / no go decision about a program’s
modernization, IRB Annual Review is focused more narrowly on whether the system is meeting its
milestones in terms of cost, schedule and capability, and assessing progress towards meeting conditions
placed on the initial Certification.

IRB Annual Reviews are conducted only for systems that were previously certified by an IRB.
Component systems for which there is no development / modernization funding have nothing to certify
and, therefore, have no IRB Annual Review requirement. This does not exempt them from annual review
by the Component or from being requested by an IRB to present current status either individually or as
part of a portfolio review. Requests for additional information are strictly at the discretion of the
individual IRBs,

Investment Tiers
The rigor of the Certification and Annual Review processes is based on the system’s acquisition category
or the size of the financial investment. Investment Tiers have been designated as follows:

Tier 1 Includes all MAIS programs (ACAT 1A, ACAT 1AM, or ACAT 1D)
Tier 2 Includes all non-MAIS program investments $10 million or above
Tier 3 Includes all non-MALIS program investments greater than $1 million and




fess than $10 million
Tier 4 Includes all non-MAIS program investments less than or egual fo §1
million

Jity 12
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The $1 million threshold, and the determination of Tier. is based on the total cost of investment funds for

the modernization from concept refinement phase. or pre-initiation phase, to deployment, excluding

operations and support, i.c., sustainment phase. Depending on how the modernization is structured, it may
be a one-year effort or a multi-year effort and may extend beyond the Future Year Defense Plan (FYDP),

A certification approval will generally apply to that portion or phase of the modernization for which
procurement and funding has been granted.

Components seeking Certification for system modernizations usin

compliance with DoD BEA Version 3.0. For Certification for modernizations using FYO07 funds,
compliance with Dol BEA Version 3.1 will be required,

For purposes of Certification and Annual Review, the implications of investment Tiers are:

All systems, regardless of Tier, are required to maintain current, up-to-date information
regarding their systems and modernizations in the DoD IT Portfolio Repaository (DITPR).
Systems also must be incorporated in the Component’s business enterprise architecture
and transition plan, which are required to assessed against the DoD BEA and be consistent
with the ETP.

Certifications are performed by DoD IRBs for Tier 1, 2, and 3 systems. Components are
responsible for performing investment reviews of Tier 4 systems.

Components must review annually a/l of their business systems, regardless of Tier,
including systems that are in sustainment. Components are required to provide a report
listing all systems they have certified or reviewed internally to the appropriate IRB on a
semi-annual basis, on a schedule consistent with the ETP update cycle. The Component
reviews, coupled with the notification of these reviews to the CA / IRB, meet the FY 05
NDAA annual review requirement.

IRBs will conduct Annual Reviews only for those systems that had been previously
certified by the IRB with funds approved by the DBSMC.

The Certification and Annual Review processes differ very little between Tiers 1, 2 and 3.
Tier | reviews leverage the Defense Acquisition and JCIDS processes to meet their
certifications requirements; thus, additional documentation related to these processes is
typically required. For Tiers 2 and 3 there is essentially no difference, from a
Component’s perspective, in the core documentation required for IRB certifications, It
should be expected, however, that the degree of scrutiny applied by the IRBs, including
the amount of additional questions a program may be asked to prepare answers to, will
vary in proportion to the size of the investment. Given the size of their investment, Tier |
and 2 systems should be prepared to provide additional system information as requested
by the IRB. Tier | and 2 systems are also more likely to be required to make special
presentations to the IRB regarding their business requirements,

IRBs reserve the right to designate any program a PSA Interest program, regardless of the
size of its modernization investment. PSA Interest programs require IRB certification:
however. there is no requirement for DBSMC approval of the certification.

g FY06 funds must demonstrate system




The Role of DITPR

The Defense Information Technology Portfolio Repository (DITPR) serves as the Department’s
authoritative inventory of IT systems. By DoD CIO Directive, all Components are required to enter and
maintain current information about all of their IT systems in DITPR. All IT business systems are required
to be registered in the DITPR. Information collected within DITPR covers four basic areas in regards to
business systems:

* System Overview Information: Name, acronym, points of contact, ete,

¢ Compliance Information: Information required to comply with other federal reporting
regulations

*  Architecture: A basic architectural profile is maintained

¢ Certification: Information required for the Investment Certification and Annual Review
processes

Maintaining complete and up-to-date information in DITPR will greatly benefit Component PMs and
PCAs when uploading documentation to the IRB Portal. For the Certification and Annual Review
processes, keeping information in DITPR current, wilf enable the automatic generation of standard
reports, and eliminate the need for manually generated templates and dashboards. DITPR will also be
used to complete a variety of other federal reporting requirements, several of which are listed below:
(Note: this is not a complete list.)

* Federal Information Systems Management Act (FISMA)

¢ Federal eGovernment Initiative (eGov) (E-Authentication and Privacy Impact
Assessments)

¢ Mission Critical / Mission Essential Systems Inventory (10 USC 2223(a)5))
* Interoperability (CJCS1 6210.01D)

The IRBs and DoD CIO will be paying close attention to the completeness of data in DITPR in order to
ensure a high fevel of data quality that is uploaded to the IRB Portal. Detailed guidance for how to use
DITPR, including an explanation of each data field, can be found on the DITPR website
(hitps://www.dadms.navy.mil/).

Components are required to enter overview and compliance information for all systems registered in
DITPR. Components also are required to enter architecture and certification information for those systems
seeking IRB / DBSMC certification approval and other systems as directed by the IRBs.

Though not required, Components should consider instituting the practice of entering architecture and
certification information for systems not secking certification. This will support Component-level
investment certification efforts.

Business Uransformation Agency 5



The Certification process as illustrated in Figure 1 is a straightforward workflow. It begins at the
Component level with the identification of a business solution that needs funding and moves through
evaluation and pre-certification at the Component level, followed by DoD IRB review and
recommendation for certification, and then DBSMC certification approval,

Process Roles

A detailed explanation of the responsibilities of each of the parties in the IRB / DBSMC certification
review process can be found in the IRB CONOPS. The following narrative provides a brief description of
the role of each of the five key players. Role delineation within individual Components may vary
somewhat due to Component specific practices. For example, a Component-level functional organization
may perform the Program Manager role described below. U ltimately, overall Component responsibilities
remain the same.

The Program Manager (PM)

PMs are the focal point for providing information about their respective systems. As such, PMs are
responsible for ensuring that all required data are valid, current and show an accurate picture of the state
of the system represented. The information they provide, which may eventually be uploaded on the IRB
Portal, enables their Component organizations, as well as the DoD 1RBs and DBSMC, to make informed
decisions regarding systems and initiatives development / modernization investments.

The PM’s role in the investment review process is primarily to prepare the necessary documentation
describing the program. This involves maintaining system information in DITPR along with initiating /
updating those DITPR fields regarding the specific modernization certification request. The PM performs
the economic viability review of the modernization and prepares any other plans or analyses required by
the Component PCA or the IRB. The PM should always be prepared to answer questions posed by the
PCA or IRB regarding any aspect of their program. The PM may be required to accompany the PCA for
presentations to the appropriate DoD IRB regarding their program. Unless authorized by the PCA, PMs
will conduct all communication regarding their certification submission through the PCA’s office.

The Pre-Gertification Authority (PCR)

The PCA serves as the primary authority within the Component responsible for internal certification and
review of business systems development / modernization funding requests, as well as the development
and maintenance of the Component-level systems architecture and transition plan. The PCA identifies IT
systems with total madernization funding that exceed $1 million, and serves as the Component authority
for determining when to submit these systems to the appropriate Do) {RB for certification. When a
system’s package is uploaded to the IRB Portal for review and certification. the PCA validates that all
information provided has been reviewed and determined to be accurate. The PCA also asserts that any
documentation necessary to substantiate information submitted to the IRB is readily available for review
upon request.

Each Component’s designated PCA is responsible for completing an internal Certification process. The
PCA will assure, at a minimum, that when a system investment successfully completes the Certification
process it is has been assessed against the DoD BEA and is included in the Component or Enterprise
Transition Plan and validates that all required system information is loaded into DITPR and uploaded on

6 Business Transformation Agency
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the IRB Portal. Information regarding how Components are to assess BEA compliance is found in the
separate BEA Compliance Guidance. For those systems submitted to DoD IRBs for certification review,
the PCA will prepare a standard certification package consisting of a PCA certification letter, IRB
summary reports and an economic viability analysis and upload it to the IRB Portal. The PCA is
considered the point of contact for any communication between the IRB and the system’s PM,

PCAs are also responsible for providing the IRB with summary reports, on a regular basis, of all systems
certifications and annual reviews performed internally. The PCA is also responsible for ensuring that
certification and annual review files that are uploaded to the IRB Portal conform to the file naming
conventions shown in Appendix G of this document.

The IRB Support Staff

The IRB Support Staff serves as the primary interface between the Components and the IRB Process. I
support IRBs and the DBSMC the IRB Support Staff coordinates certification activities for all system
modernizations that are being reviewed and ensures information required to make certification decisions
and uploaded on the IRB Portal by Component PCAs is complete and accurate. The IRB Support Staff
follows up on actions of both bodies by writing and uploading issue papers, meeting minutes, and other
communications.

The IRB Support Staff is the Component’s primary point of contact with the process. They assist by
ensuring documentation is complete and serve as the communications point, informing Components of
the progress of their package in the process, including any decisions reached.

DoD Investment Review Boards (IRBs)

The Do> IRBs meet on a scheduled basis to review each defense business system development /
modernization funding request submitted by the Components seeking DBSMC certification approval.
Components may be requested to provide a briefing during an IRB meeting, The IRB determines whether
or not to recommend certification of a system development / modernization funding request. The IRB
may place specific conditions on a system certification request. If certification with conditions is
approved by the DBSMC, those conditions will be reviewed at the Annual Review, if not earlier.

Upon conclusion of an IRB certification review meeting, the IRB will prepare meeting minutes for the
approval by the IRB Chairperson as well as a PSA Certification memo for the designated DoD
Certification Authority (CA) to sign. This memo details all decisions made regarding system
certifications and documents any conditions placed on certifications. The DoD CA will then forward the
memo to the DBSMC for its approval of the systems investments listed. The IRB meeting minutes and
PSA Certification memo are uploaded to the IRB Portal.

The Defense Business Systems Management Committee (DBSMC)

The DBSMC has final certification approval authority for all defense business system development /
modernization investments. Investment certifications that are reviewed and recommended by individual
IRBs are presented to the DBSMC for approval. If and when approval is granted, it will be so noted in the
DBSMC meeting minutes, which are uploaded on the IRB Portal. Additionally, upon conclusion of a
DBSMC meeting, an official memorandum is issued documenting the DBSMC’s decisions. This memo is
uploaded on the IRB Portal. In the event the DBSMC disapproves a certification recommendation, an
issue note is prepared and uploaded on the IRB Portal for the Component PCA to resolve. It is up to the
Component PCA to decide whether to resubmit the systein once the relevant issues have been resolved.

8 Business Transformation Agency
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It is important to note that the official record of data for the IRB Process is the documentation uploaded
on the IRB Portal. During the Certification process, a variety of documentation is gathered about a
specific program or system and its development / modernization investment. Much of this information is
taken from DITPR and other repositories by the Components and uploaded to the IRB Portal. The IRB
Support Staft also uploads informational material to the IRB Portal in support of IRBs and the DBSMC.
Together, these documents provide an audit trail for the Certification process. Standard documentation
includes:

L]

The Certification Dashboard (DITPR Report)

* System Regulatory Compliance Report (DITPR Report)

¢ Economic Viability Analysis

s Component Pre-Certification Letter

*  issue Papers

¢ Cross IRB Coordination Reports

» PSA Certification Memo

* IRB and DBSMC Meeting Minutes

¢  DBSMC Memo

*  Other Documents requested by the PCA, IRBs or DBSMC

As depicted in Figure 1, all of these documents will be uploaded on the IRB Portal. Details for how to
access and utilize the IRB Portal may be found in Appendix F. Components are required to follow a very
specific naming protocol for all files uploaded on the IRB Portal. The required naming conventions are
detailed in Appendix G.

Under this process, the standard certification package prepared by the Component, which the PCA
uploads to the IRB Portal when submitting a system for IRB Certification, consists of three to four
documents:

¢ Component Pre-Certification Memo

*  Certification Dashboard (DITPR Report)

* System Regulatory Compliance Report (DITPR Report)

¢ Economic Viability analysis (if not using DITPR EV tool)

Of these, both the System Regulatory Compliance Report and Certification Dashboard are standard
DITPR Reports which may be simply extracted from DITPR and uploaded to the IRB Portal.

Business Transformation Agenvy g
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IRB Documentation Evolution

The intention is to make all Business System IRB Certification submission packages completely
electronic, driving towards a net-centric “maintain once, use many” approach. This will be
accomplished over time through an electronic fusion of inputs from DITPR (the DoD’s authoritative
source for systems and related information), the Select and Native Programming-IT (SNaP-{T, the
authoritative source for budget information) and potentially other specific authoritative sources where
DITPR and SNaP-IT do not provide the needed information,

While we have not yet achieved this long range goal, we have made significant progress for FYQ7 by
including all fields of information required for a standard Certification or Annual Review in DITPR.
All systems are required to maintain full, complete, and up-to-date information regarding their status
in DITPR, Assuming PMs and PCAs have complied with this requirement, all standard documents
required for Certification or Annual Review and uploaded on the IRB Portal may be generated as
standard reports. For the Components this will eliminate the need to complete the old Appendix E
document used for FY06, as well as the need to manually ereate the IRB Dashboard, as this is now a
standard report.

We fully recognize that ideally some of the data used jn the Certification process would be better
derived net-centrically from SNaP-IT or other sources. We will be working very hard over the next
several months through the [T Management Data Community of Interest and other forums to make
this possible,

Documents

A detailed description of all relevant documents follows.
System Information in DITPR

As previously stated, Components (PMs and PCAs) are required to maintain full, complete and up-to-date
information about their IT business system and initiative development / modernization efforts in DITPR.
From this information, most of the other documents required for certification and uploaded to the JRB
Portal can be generated by a standard report. Instructions on how to fill in all areas of DITPR can be
found on the DITPR website (hitps://www.dadms_navy.mil/).

Within DITPR, there is a specific area devoted to Certification and Annual Review. Each Certification is
stored as a separate record linked to the given system. The questions asked in this section are those used
by the IRB to detail the modernization request. The answers to these questions populate the Certification
Dashboard used in the IRB meetings as well as other reports internal to the IRB / DBSMC process.
Detailed information as to how to answer these questions is contained in Appendix A.

Certification Dashboard

The Certification Dashboard is a summary report used within the IRB meetings to provide an overview of
the system modernization request to the board members as a means of encouraging discussion, It includes
a variety of program information including an overview of the modernization, as well as expected
milestone dates, costs, risks and other factors.

This report is now generated entirely from information stored in DITPR. Components can generate the
report at any time. This serves as a check to ensure their data is up-to-date and properly presented. When
the PCA deems this information to be accurate and up-to-date, the PCA should extract a copy of the
report and upload it on the IRB Portal using the instructions in Appendices F and G.

Business Transformation Agency




Appendix B provides a sample Dashboard Report. It details where within DITPR each portion of the
Dashboard is stored, so that PMs / PCAs can easily navigate the information and make adjustments.

System Regulatory Compliance Report

DITPR stores information regarding a system’s compliance with a wide variety of internal and external
reporting requirements (e.g. FISMA, e¢Gov, etc.). A standard DITPR System Regulatory Compliance
Report exists which summarizes a system’s compliance with the full array of reporting requirements
tracked. This information details both the need to comply with a given reporting requirement and the
current status of compliance. Components should produce, verify and upload this report on the IRB Portal
when submitting IRB Certification requests.

Economic Viability Analysis

An economic viability (EV) analysis is required for all system modernization requests that are submitted
for certification to the IRB / DBSMC process. There is an EV tool within DITPR, which may be used to
complete the analysis. The User’s Guide for this tool is available on the DITPR homepage. The use of this
tool is not mandatory; however, if another methodology is used, Components are required to upload the
documentation fife in the system’s folder on the IRB Portal per Appendices F and G,

Component Pre-Certification Letter

Upon Component-level approval of a system development /modernization effort, the PCA prepares a
letter that requests certification of program funding and defines which FY03 NDA A-defined criteria for
Certification the system is seeking. This letter asserts authoritatively for the Component that the system in
question:

* Has provided full and complete information required for Certification;
* Has updated ail information in DITPR;

¢ Is compliant with the DoD BEA {compliance with the BEA is detailed in a separate
Architecture Compliance Guidance);

¢ Isincluded in the Component or Enterprise Transition Plan and,

* Has completed and verified the required £V analysis and included it along with the
certification submission.

The PCA uploads this letter on the IRB Portal along with the Certification Dashboard, an EV analysis and
other requested documentation. System investment certification requests will not be considered by any
IRB unless the certification package is complete. A sample pre-certification letter is included in
Appendix C and the file naming convention is shown in Appendix G.

Cross IRB Coordination Reports

While each system is assigned a primary IRB based on its functional area, it is not uncommon for a
system to be of interest to more than one IRB. In this case, the primary IRB will coordinate distribution of
information to the appropriate IRBs and upload any coordination reports or memos on the IRB Portal in
the system’s folder.

IRB Meeting Minutes

After each IRB meeting, the IRB Chairperson issues meeting minutes detailing results of all systems that
were reviewed and which systems were recommended for certification to the Certification Authority. The
minutes also document action items produced by the IRB members and any conditions levied on a system
under review. Attachments to the minutes include the attendance sheet, IRB briefings, and other
documentation as directed by the IRB. These minutes uploaded to the IRB portal when published.
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Certification Authority (CA) Memo

Following each IRB meeting, the CA issues a memorandum to the DBSMC detailing results of the
meeting. This memo has, as an enclosure, a list of all of the systems reviewed by the IRB that are
recommended for certification approval by the DBSMC. This memo is uploaded to the IRB portal when
published.

DBSMC M, eeting Minutes

Minutes of each DBSMC meeting include a spreadsheet that details system certifications reviewed and
approved by the DBSMC. This spreadsheet includes the Component, System Name, Tier, and the dollar
amount of each certification. Approved minutes and any other documents deemed necessary by the
DBSMC are uploaded on the IRB Portal.

DBSMC Certification Approval Memo

As a final act confirming the approval of an investment certification, the DBSMC signs and issues a
formal memo announcing the approval results of systems acted upon by the DBSMC at its most recent
meeting. This letter is uploaded on the IRB Portal.

Issue Papers

Throughout the investment review process, the IRBs or DRSMC may raise questions that require
clarification or additional information. Any issue papers resulting from these questions are uploaded in
the system’s folder on the IRB Portal.

Other Documents requested by the PCA, IRBs or DBSMC

Components may provide additional information that will assist the IRB decision-making process.
Additionally, Components may be asked to provide additional information to clarify issues raised. In
cither of these instances, Components should upload this information to the IRB Portal.

17 Business Transformation Agency
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Title 10 U.S.C. Section 2222 (g}2XB) requires a “periodic review, but not less than annually of every
defense business system investment.” This requirement provides follow-up assurance that [T investment
modernizations, which have been previously certified and approved. are managed properly, and that
promised capabilities are delivered on time and within budget. This section explains annual review
requirements and processes as well as all required documentation (in most cases by explaining the
differences versus Certification), and attempts to answer questions that would typically arise.

To What Efforts Does Annual Review Apply?

Components are required to annually review o/f business systems, regardless of investment Tier,
including systems for which there is no planned development or modernization spending. The FYQ5
NDAA does not prescribe any specific format for annual review: therefore, Components may structure
these reviews in whatever way they deem most appropriate. It is anticipated that Components will
incorporate the annual review requirement into their currently existing annual review activities such as
portfolio management or annual budget preparation. At a minimum, as part of the annual reviews
Components should make sure that systems are assessed against the DoD BEA, ensure systems are
included in the Component or Enterprise Transition Plan, and that all required information regarding each
system has been updated in DITPR.

Components are required to submit a letter to the IRBs on a semi-annual basis, on a schedule consistent
with the Enterprise Transition Plan update cycle, listing all business systems that have been reviewed,
These internal Component reviews, coupled with notification of these reviews to the CA / IRB. meet the
FY05 NDAA annual review requirement.

Where do IRB Annual Reviews Focus?

In addition to annual reviews conducted at the Component level, the IRBs will conduct annual reviews on
the subset of business system modernizations that have been previously certified and approved by the
IRBs and DBSMC.

Annual Reviews are scheduled by the IRBs throughout the year. The standard documentation required to
meet Y05 NDAA requirements regarding Annual Review, however, is narrower in scope, focusing on;

¢ Continued compliance with the Business Enterprise Architecture (BEA)

*  Program performance in terms of cost, milestone achievement and assessment of program
risk against what was originally certified

*  Progress towards meeting any conditions placed on program certifications by an IRBs or
DBSMC

Finally, IRBs pay special scrutiny to any system that has significantly missed milestone dates or outspent
its budget by 10 percent or more in any fiscal year. These systems may be required to re-certify based on
their budget situation,

Business Transfornation Agency ' 13
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When Must a Systein Go Through an IRB Annual Review?2

All reviews of modernization investments, whether for Certification or IRB Annual Review, are
completed on an annual cycle. A system that has just had its funding certified and approved will not go
through an Annual Review until the next fiscal year.

For example, if a program sought and received certification and approval in FY03 for funding for a
modernization that will take three years to complete beginning in FYO06, then it is required to go through
the IRB Annual Review process in FY06, FY07 and FY08,

As another example, if a system goes to an IRB for Certification in October 2005 (FY06) for a
modernization that would be completed by the end of the summer of 2006, then there would be no
requirement for an IRB Annual Review. This is because the entire modernization was completed within
the year the Certification Review was performed and certification gramed.

Timing of IRB Annual Reviews within a given fiscal year is dictated by the IRBs. To better manage the
Department’s assets and to optimize business capability delivery across the Department, the IRBs
schedule IRB Annual Reviews for systems delivering similar (and possibly overlapping) capabilities at
the same time. This facilitates better discussion at the Departmental level about overall requirements and
allows senior leadership to carefully examine the trade-offs inherent in funding one solution versus
another.

Can More Than One IRB Annual Review he Required in a Fiscal Year?

Programs may have more than one certified modernization initiative active at any given time, Status on
each active certification must be reviewed separately; thus, more than one Dashboard report may be
required. Regardless, the IRBs will work to ensure all IRB Annual Reviews of certifications for a single
program will occur at the same time. Programs may occasionally, at the discretion of the IRB, be required
to participate in other reviews. In these instances, the IRB wil] provide full details of what is to be
addressed and provide guidance as to the specific documentation required.

IRB Annual Review Process Steps

The Annual Review process is very similar to the IRB Certification process. Once the IRB provides its
Annual Review schedule to the PCA, the steps are essentially the same:

¢ The system’s program management staff coordinates the development and review of its
IRB Annual Review submittal package with the Compoenent PCA.

*  The Program Manager and/or Component updates the data in the system’s entry in DITPR
to reflect the system’s current status.

¢ The Component PCA submits the system's IRB Annual Review package, which includes
uploading the PCA IRB Annual Review Assertion Letter, the System Regulatory
Complianee report, and the Annual Review Dashboard, to the IRB portal.

* The Component provides supplemental documents and data when requested by the IRB.
* The IRB conducts the system’s [RB Annual Review

¢ The status of the system’s progress through the IRB Annual Review process is updated in
DITPR by the IRB Support Staff,

* The IRB CA’s decisions are uploaded to the IRB Portal

Business Transformation Agency
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IRB Annual Review Documentation

The documentation that a Component is required to prepare for the IRB Annual Review process is also
very similar to the documentation required for Certification. As with the submission of Certification
packages, the IRB Annual Review packages will utilize the IRB Portal as the official record of data.

¢ Each program is required to have complete and accurate information entered into the
Department’s global IT systems repository — DITPR.

* A dashboard report is generated by the Component PCA and uploaded onto the IRB Portal
in the program’s folder.

* Any required supporting documentation such as updated EV analyses, plans for
architecture compliance, or longer explanations of milestones issues are also uploaded to
the IRB Portal.

¢ Finally, the Component PCA must generate an IRB Annual Review Assertion letter
(similar to the Pre-Certification letter generated for the Certification process) and upload it
to the IRB Portal.

Updating DITPR

Just as with the Certification process, most of the documentation required for the IRB Annual Review
process is generated directly from information entered and stored in DITPR. It is the responsibility of
every PM and Component to ensure that all information in this repository is up-to-date and accurate.
Specifically, Components should review the certification section of DITPR for each active Certification
for a given program and:

[ Update all fields related to costs, milestones and risks. These are the arcas where the
program must highlight that it has exceeded or slipped on any expectation. The updated
information is then compared with previous submissions of Certification and IRB Annual
Review dashboards uploaded on the IRB Portal.

2. Detail issues regarding achievement of capability milestones incfuding cost, schedule
and/or performance.

3. Detail all actions or issues relating to meeting conditions placed on the initial Certification
of funding.

The IRB Annual Review Dashhoard

The IRB Annual Review Dashboard report (detailed in Appendix D) generated from DITPR is almost
identical to the Certification Dashboard. As with the Certification Dashboard, the top portion of the
Dashboard is dedicated to general program information — name, acronym, dollars certified and date,
points of contact (POCs), etc. Likewise, the bottom portion of Dashboard details the program’s
milestones, budget, and risk, albeit with the updated information that has been input into DITPR.

The difference in the two Dashboards lies in the middle. Here, IRB Annual Review Dashboard documents
issues related to milestone achievement. Afier a brief summary of the modemnization, the Dashboard
displays information regarding the program progress — achievement versus plan (schedule, budget,
performance) and actions taken to address any conditions placed on the certification.

Itis the PCA’s responsibility to run this report in DITPR, approve its content, verify its accuracy, and
upload a copy of the approved report to the IRB Portal in the program’s folder.

16 Business Transformation Agency
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Supporting Decumentation

The Component may wish (or be required) to provide additional or backup information to support
anything related 1o the program. This information should be uploaded on the IRB Portal and may include:

*  General program update presentations

¢ Detailed plans for meeting certification conditions

* Updated economic viability analyses

*  Greater depth explanations for program slippage issues
¢ Responses to specific questions posed by the IRB

* BEA compliance plans

The PCA IRB Annual Review Assertion Letter

The IRB Annual Review Assertion letter (sample provided in Appendix E) is equivalent in function to the
Component PCA Letter that was submitted for the initial IRB / DBSMC Certification process. The same
degree of accountability applies to the IRB Annual Review Assertion letter as to the Component Pre-
Certification letter when the system’s certification was first reviewed by the IRB and approved by the
DBSMC. In the IRB Annual Review Assertion letter, the Component:

*  Asserts the system is consistent with the Component’s architecture and is compliant with the
DoD BEA
*  States the system is included in the Component or Enterprise Transition Plan

*  States that the system’s data in DITPR is current

* Reports the condition under which the system is compliant with the FY05 NDAA (refer to
Appendix A, “Certification — Overview”, question 3)

* Provides information on how the system is performing in terms of cost, schedule, and
performance

Consequently, the Component requests that the IRB approve the system’s modernization efforts as a
result of the IRB Annual Review.

Basiness Transformation Agency 17
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The Defense Information Technology Portfolio Repository (DITPR) serves as the Department’s
auvthoritative inventory of I'T business systems. All Components are required to enter and maintain current
information about all of their IT systems in DITPR. Information collected within DITPR and eventually
uploaded on the IRB Portal covers four basic areas in regards to business systems:

I, System Overview Information — Name. acronym, points of contact, etc.

2. Compliance Information ~ Information required to comply with other external and internal
reporting regulations

Architecture - A basic architectural profile is maintained

4. Certification — Information required for the Investment Certification and Annual Review
processes

L3

The following guidelines provide assistance in completing those fields in DITPR specific to the last point
-~ information required for the Investment Certification and Annual Review processes. Detailed
information as to how to complete other sections of DITPR may be found on the DITPR website
(https://www.dadms.navy.mil/).

The Certification section of DITPR not only collects detailed information specific to the modernization,
but is also the driver for generating the IRB Certification Dashboard report, which is uploaded on the IRB
Portal and is the primary document used for review by the IRBs. Providing complete and accurate
information on the Questionnaire streamlines the certification request process and expedites the funding
for the modernization.

Note: Systems may have more than one certified modernization initiative active at any given time,
Each modemnization request over $1 million requires separate Certification; thus, there may be more
than one Certification (and associated set of answers to certification questions) tied to each system.

The Certification related questions in DITPR fall into five categories as follows:

Certification - Overview

Certification - Detail

Certification - Milestones of Modernization
Certification - Investment & Return
Certification - Risks & Mitigation

Finally, there are two Annual Review-specific questions that are included in the Certification - Detail
section.

Listed below is a description of the data collected for each section.
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Certification - Overview

1. What is the amount of funding requested for this system development / modernization /
enhancement?

3. What is the requested NDAA for FY05 Certification Classification for this svstem development /
modernization / enhancement request?

4. In which Tier is this Development / Modernization / Enhancement to be certified”
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Certification - Detail

I. Describe the development / modernization / enhancement effort to be certified.

2. Summarize the development / modernization / enhancement in 100 words or less

3. Provide a brief description of the benefits anticipated as a result of successfully implementing this
development / modernization / enhancement,




4. Identify Legacy Systems eliminated by this Development / Modernization / Enhancement,

5. If'this system is slated to be replaced in the foreseen future, identify the system that will replace it.

6. Describe any adverse effects should this Development / Modemization / Enhancement not be
approved:

Business Transformation Agency 21
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IRB Annual Review - Specific Questions

1. Milestone Achievement Issues: Briefly describe any issues regarding achievement of
capability milestones including cost, schedule and / or performance.

2. Compliance Plan for Meeting Certification Conditions: Briefly detail all actions or issues
relating to meeting conditions placed on the initial Certification of funding.

Certification - Milestones of Modernization

This image demonstrates how the IRBs will view the Milestones portion on the Certification
Dashboards during investment reviews:

<iilestone Descriptions =mnmiddivyyys
Milestone Description= =mmmiddiyyye
=Milestone Deseription- =mamiddiryves
Alilestene Dezaription “qmiddyrres

1. Provide the Systemy/Initiative's key milestones over the FYDP.
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Certification - Investment & Return

This image demonstrates how the IRBs will view Investment and Return information on the IRB
Certification Dashboard during investment reviews.

reakevan:

ding Type>
<Select Funding Type>
<Select Funding Type>
Total

1. Provide a budget breakout of the development / modernization / enhancement funding
requested by funding type and fiscal year.

2. Briefly explain any budgetary issues where the system funding request deviates from normal
modernization budgeting practices.

Bursiness Transformation Agency 23
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3. Provide the following Economic Analysis (EV) metrics for this Development /
Modernization / Enhancement to be certified.

The key financial benefit metrics listed in questions are to be provided. The values will be
auto-populated if DITPR’s Economic Viability (EV) tool was used: otherwise, the values

calculated by any other 100! must be manually entered.

3.1 Net Present Value (NPV) in Millions

3.2 Benefit Cost Ratio (BCR)

3.3 Break-Even Year




Certification - Risks & Mitigation

This image demonstrates how the IRBs will view the Risk portion on the Certification
Dashboards during investment reviews:

Annotate the risk for cach of the following categories using the risk parameters described below.
The “Risk Management Guide for DoD Acquisitions” can be found at the following website:
http://www.dau.mil/pubs/pdf/riskmgmtguide2001. pdf,

1. Schedule Risk

2. CostRisk

3. Performance Risk

Business Transformation Agency
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The following guidelines provide a recommended course of action for the review and subsequent
submission of a Certification Dashboard for the IRB Process.

The Certification Dashboard contains pertinent summary information the IRBs use in making
decisions on business system investments. This document is produced for every system reviewed
during an IRB meeting and is, in fact, the primary chart presented when the system is discussed
at the meeting. Therefore, it is critical that the data contained in the Dashboard be as accurate as
possible in order for the IRBs to make informed decisions.

The Dashboard is created from data previously submitted in DITPR. Therefore, the system and
certification imformation are populated automatically when creating a Dashboard report from

DITPR. The only action items for completion are:

Review the Dashboard report and ensure existing data is current and accurate. Save the
Dashboard to file, make any customizations and upload it to the IRB Portal.

The Dashboard appears as follows:

Deferise Business Systeins Certification Dashboard Amount Requesied: $M81
Biusiness Systens Name (SystentAcronyai TDE For Perisd: FY
?} {Sj o } Target Approval Dade: mmildiyyry
Tier: Classification: Transition Plan State: SHAPR
Ao Joitt iftiative: PortfolioBurhie; Pattizer IRBisE -
Companent: Componert PCA: Eead IRB; -
Prograin Description
"Bt deseription of i proglanm
WModernization Description
Dresieriptiion of the mardernization
{Expected (igcomes:

Frafik inorder of ingortance the specific benefis that will be met

[Systems Eliminated; 2 be el and their sunset dites.

Crdigality and any adverse effects should systent modernization not e approved;

Operational Activities: R S e e b e
hfmmgmeogerMEmmeswrmﬁpﬁmmw&m@mgspwm Mestane Dlegdeiption: okl
:_mmgaw: <mdddhs
=Moot Brsatitidas ) <middiane
+ belliszhone Diesoription: conriddiyiy
<Misrdng Description: <rretddinigy:

oy = :

< Solect Frlnditeg Typen
Totdl
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Review Dashhboard Information

It is the responsibility of the Components (PCA or PM., as designated) to review the Dashboard
report, completing any missing fields and updating any items before saving and uploading it 1o
the IRB Portal. As previously mentioned, all data on the Dashboard is puiled from the system’s
information entered into DITPR. The following explains where to go in DITPR in order to enter
or edit each of the fields included on the report. Dashboard data is pooled into three main DITPR
data categories:

» System Overview Data
o  BEA Profile Data
e Certification Data;

Overview

Detail

Milestones of Modernization
Investment & Return

Risks & Mitigation

The following graphic illustrates how the Dashboard information maps to the various areas

within DITPR.
System Overview Data j Certification: Overview
Defense Business Statems Certification Dashbhoard Asmoiint Re : $hEE
Businesy Systeoh Nanie {Spstendcronym, 1D FolVeslods Y
. - Target Approval Date: monidiyyyy
Tiat; Clagsification: Tramsition Phary Stite: . SHAPTE
Beap ol Riitiotive: PuartfolicBrunile: Partsior IRB(sk -
Componerit: Camponent PCA: Lead 1B: -
s bgeain Desoription:
et dewenipiion of the program
Bodernization Descsiption: fx . s
Denrption'of the madetsizaian Certification: Detail
kEmﬂedfnnedms‘:

Eariz. I otder of impotiafwoe the specitc benefts that vl be mier

Eliminad a4 Kentify o b fand their sunset daes,

Syste

teiticality snd any ddverss affects showil system moderhization notbe appioved: § O Maodernization

Certification: Milestones

Certification: Investment & Refarn

ipet ational Activiies: o
deniig the Opes stiomat aetivits et ¢ by e ogintih (WWD@? o

\ AIRlestone Denciption: wenrnidaiugny

BEA Profile Data WO Drsigion: vl

<Blestote Besttptions: < Iy

S R P ety R R RIS S R e R
L e B -

BT e na

Certification: Risks & Mitigation
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System Overview Data

Defense Business Systems Certification Dashboard
‘Businesy Systen Name (Systenidcronym _ID2)

Frer Classification. Transion Flan State: SMAP TS,
Al Jeintinitiative Portfalio:Bundis: Fartner IRBisy -
Component; Conmponent FOA: Lead iRB: "
Program Bescription:
Biridf Qesaimtivn of the pogratn

The System Overview portion should be reviewed for accuracy to ensure the correct system is
being evaluated with the proper information. If the data is inaccurate or missing for any fields,
changes should be made using DITPR.

For example, if the systemn was previousty an “"FM system for “Lead IRB”, but recently
changed to “MS&SM?”, then make certain that is represented in the System Overview portion of
the Dashboard. Otherwise, errors such as this could send the certification to the incorrect IRB,

If you require detailed instructions for filling in these fields please refer to the DITPR Guidance
available at: https://www.dadms.navy.mil/BMMP/BMMPHelpFiles/BMMP htm

BEA Profile Data
Operational Activities:
Identify the operational activities currently performed by the existing system

The BEA portion should only include operational activities (OV-5) that currently exist. This
portion should be reviewed to ensure that no capabilities are missing or misrepresented.
Operational Activities will be further explained in the DITPR Guidance.

Centification Data

a. Certification Overview

Amount Reguested: $34M
For Periad; FY
Target Approval Dae: mmiddivyyy

The Certification Overview provides a high-level view of the proposed investment: How Much,
For When, and By What Date. While these items are populated by the certification portion of
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DITPR, please make certain they are correct. This is often the first group of information an IRB
member views before anything else.

b. Certification - Detail

FACTRrniZalion DEsciphion: 0 e crigtion of The mde nmagon

Expected Ouicomes: Fprk i order of nporienos Be sperifis benefil thetw ill ba et

Syslems Eliminated: keriffy Bysterys) tobe elivinsed prd thel surset dalps

Criticality and any adverse effects should sy stem modernization nof be approved

The Certification Detail summarizes the proposed modernization in detail including a description
of the investment. This data is completed during the certification portion of DITPR, but is
reviewed to ensure that no changes have been made since the certification was entered into
DITPR.

For example, after completing the certification, the program manager may realize there are
additional systems or system module that can be eliminated. This is the type of updated

information that would be required for re-entry into DITPR,

¢. Certification - Milestones of Modernization

Miestone Deseription>

7

=MMilestone Deseripions
<Ailestone Descriptions

The Milestone section is very straight forward. It is recommended to check the dates to ensure
there have been no schedule changes, and review the system’s record in the Enterprise Transition
Plan.

10 Butstness Transformation Agency
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Braakeven:

<Se§a¢t Fuﬁdzﬂg Type-
< Select Funding Type>
<Select Funding Type:
Total - - : - - -

This section is populated with data completed on DITPR’s EV Tool, or from data entered into
DITPR using an offline EV tool. It is imperative that this section be accurate for the
modernization at hand. All amounts are entered in three decimals and each system is required to
compute a BCR, Breakeven Year, and NPV,

Important: If there are any funding requirement changes after completing the EV tool, do not
merely make the changes in the yearly funding. It is vital to re-enter the amounts back in the EV

tool in order to recalculate the BCR, Breakeven Year, and NPV.

e. Certification - Risks & Mitigation

The Risks & Mitigation section provides a brief summary of what obstacles the modernization
may have in achieving the development on time, and within cost and scope. Any changes made
to the investment or recent changes in legislation may alter any of the three risk categories.
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AppendixC. Sample - PCA Pre-Certification letter

The below memo is a sample only. Components may construct the document according to their
preference as long as it captures all of the pertinent information.

MEMORANDUM FOR __{Fult Name of the IRB (Acronym)] _ INVESTMENT REVIEW BOARD
CHAIRPERSON

SUBJECT: Pre-Certification of Compliance

The Program Manager of the _[Name of Business Systern Modemization] Tequests authority to obligate
 [Total Amountl [ Break out the exact dollar amount request by Fiscal Year, to three decimal place

precisionf. The {Modemization Effort is required o fsummarnize how it will improve performance, pprove
warfighier support, satisty a mandate, law, policy recutation, or provide a critical capabifityl.

f have performed a review of this system and have verified that it is included in the _ [Component
Namel and/or _{Enerprise]l. Business Systems Transition Plan(s): the information contained in the
Defense Information Technology Portfolio Repository (DITPR) for this system has been updated
and is verified to be complete and accurate as of _{Dael; and an Economic Viability Analysis was
completed and reviewed by the program’s cost authorily who concurs with the financial metrics
recorded in DITPR and reflected on the certification dashboard.

During a previous certification, _[nol or [a or fseveral]  condition(s) {was/were placed on the
systern as follows: _{state or paraphrase condition(s)]. [ This/These] condition(s) _fhas been/have been| [satisfied]
or [not vet been satisficdl. [State how they werg met or reasons they were not met. |

Based on my review, | conclude that this system and its modernization are consistent with the

Compenent Name) andios [Enterprise] architecture and are _{in comphiance with the business enterpris
architectire version BEA 3.0/3.1 ] or [ecessary to achigve a critical national security capability or address & critical
requircment in an area such as safety or security] or fnecessary to preveni a sisnificant adverse effect on a project that is
needed to achieve an essential capability: taking into consideration the alternative sohutions for preventing such adverse
effectl_and 1 recommend the _[IRB Acronym]_ fnvestment Review Board certify to the Defense
Business Systems Management Conumitiee (DMSMC) approval of this request. A completed
certification dashboard and compliance report are forwarded for your review.

My point of contact for questions about this submission is _[Ful Namel who may be reached at
Phone Number] or email at _[Email Addresst

Component Headguarters PCA
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Appendix D. IRB Annual Review Dashboard Guidance

The Annual Review Dashboard (see figure 3) is very similar to the Certification Dashboard submitted
when the system first sought IRB Certification. There are only three areas on the Annual Review
Dashboard that were not on the original Dashboard that require completion.

A | Milestone Achievement Issues: The Component should provide information on those issues that
affect the system’s ability to achieve the system’s Milestones.

B | Certification Conditions: The Component should list those conditions that were applied to the
system by the IRB and/or the DBSMC when it first sought IRB Certification.

C | Compliance Plan for Meeting Conditions: In this section, the Component should summarize its
accomplishments to date in meeting those conditions and its plans to meet the remaining
conditions listed in B.

G,
sheivenent iy sues:
P aparine frries mesting scheduls, cost. 2040r pEESITANGS ,’-‘-\

Cartification Conditions: B
LEt atvy sendiions plised oo the cerificstigy

Sompiance plan for mesting conditions: C
D agied plan sutliting how oorfions will he mét

Dependencies:
Do stds deppdesacits

Figure 3. Annual Review Dashboard

Risks and Mitigation was present in the original Dashboard and should only require updating to reflect
the system’s stafus at the time of the Annual Review.

Business Transformation gency 13
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Appendix E. Sample - PCA Annual Review Assertion Letter

The below memo is a sample only. Components may construct the document according to their
preference as long as it captures all of the pertinent information.

MEMORANDUM EOR _{8ull Name of the IRB {Acronym]  INVESTMENT REVIEW BOARD
CHAIRPERSON

SUBIECT: Pre-Certification for Annual Review of Systems Approved by the Defense Business
Systems Management Committee (DBSMC)

The [Name of Business System Modernization! is submitted for annual review of the modernization
request in the amount of _§ _ approved by the DBSMC on _state month and vear of cerfification

I have performed a review of this system and verified that it is included in the _[Component Nazg!
and/or [Enerprise] . Business Systems Transition Plan(s) and the milestone information contained in the
itatthosel. documends(s) is [corect] or fwill be updated during she neat ETP update|. Additionally, the
information contained in the Department of Defense Information Technology Porifolio Repository
(DITPR} for this system has been updated and is verified to be complete and accurate as of _{Dag].

Since the Certification, [there have heen no changes] or fihe foflowing changes]  to the modernization’s
cost, schedule/milestones and performance/scope [hashavel occurred. {List changes]

During a previous certification, _{nelor lalor [severall condition(s) [was/werel placed on the
system as follows: _Istate or paraphitase condition(sy]. [This/These condition{s) _[has been/have been] [satisfied]
or fnot vet been satisfiedl. _IState how_they were met of feasons they were not med. |

Al the time of the previous certification, the system was assessed as s <
enterprise architecture version BEA 3.073.1: or nécessary fo achieve_a critical national security capability or address a critical
requirement in an agga such as safely or security: of necessary o prevent 4 significant adverse effect on a project ihat is
needed to achieve an essential capabitity, taking inte consideration the alternative solations for proventing such adverse
effect]. The system _{has alsol or [have notl been assessed against the newest version of the BEA
(version ) and was found _[compliani or [conditionally compliant} or [aon-conflicting].

Based on my review. [ conclude that this system’s BEA compliancy status _[has not changed] or [has
chaneed 10 fstate the change(sil], and 1 recommend the _IRB Acronym . Investment Review Board approve
this request. A completed certification dashhoard and BEA compliance plan (if appropriate) are
forwarded for your review,

My point of contact for questions about this submission is _{Full Namel who may be reached at
_{Phone Numbert or email at | Enail Address].

Component Headquarters PCA
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Introduction

The IRB Portal is a secure web-based platform that provides the ability for users to collaborate on
projects ~— sharing documents, identifying and assigning tasks, and scheduling calendar events. The
portal is accessible from any location using a web browser.

This manual is designed to assist users in accessing the IRB Portal as well as navigating and performing
specific functions related to the certification and annual review processes.

Portal Terminology

The following terms are associated with the portal software and may be referenced in this document.

Portal A secure web based platform that provides integration
services, advanced search, collaboration, and content
management in one location.

Portlets Electronic services that deliver information.

Communities Web sites within a Portal used to deliver applications and
workspaces.

Subcommunities Secure hierarchy that allows users to create communities
within communities.

Project The main unit of collaboration that lets users work together

setting schedules, assigning tasks, sharing documents and
exchanging ideas,

Iavestment Review Board Portal Access

The Component PCA must obtain access to the IRB Portal. The IRB Portal is the official automated
workflow tool and the Department’s single entry point for electronic submission of certification packages
and related communication. The Component PCA uploads the submission package to the appropriate
system folder located on this portal.

The IRB Portal is located at https://portal.acq.osd.mil/portal/server.pt

Access to the Investment Review Board portal is password restricted. Each IRB has a point of contact
(POC). To establish a portal account and obtain login information, contact the POC for your IRB and
identify name, organization, phone number, and email address on the External Account Request
Spreadsheet.

Business Transformation Agency
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Login to the Portal

a. To login to the Investment Review Board Portal, go to an internet browser and type in the
URL: htps://portal.acq.osd.mil/

b. In the Login Screen, enter yvour username and password provided by the Portal Services team
and click the “Log In” button.

Flaass anter your Useran end Fassverd, snd then dick keg In .

Hsarname: - P .
Pasmeond: |

Brivacy ¥ Sscurity Dischaime:

(i?‘igare .

Upon login, you will see the BTA/IRB Community Page. On this page. each IRB is represented by a tab.
Click on the tab to enter the workspace for the IRB.

PolicyiHelp

(_F iguré 2-)-
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Uploading Documents
When uploading documents, please refer to the naming conventions specified in Appendix G of this IRB

Guideline. To upload a document, follow the steps below from the IRB Sub-community Page.

Step 1 - Locate your Compenent in the Contmunity Projects Portlet and click the link.

A S D A

s iy Waaiiatni
e R R N e R it & SRR
: E ? 274/BR: 2 3:

N R D e

(Figure 3)

SRt

Step 2 - Click on the Overview Page tab to display summary information such as status and most

recently updated documents.

ppt L3208

to Dotuments
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Step 3 — Click on the Documents tab located at the top of the page. At this tab, you will see a folder
structure on the left side of the page. Each folder represents a system name. The folder structure is:

t. System — the naming convention used for your specific system folder is based on the DCIO’s_
designated unique business system registration identifier (hereafter referred to as
SystemAcronym_ID# which is currently defined as SystemAcronym_DITPR# - Format
example is SABRS 21)

Fiscal Year (format example: FY2006)
Click on the desired folder and click the Upload button.

e b

PILM Al Force

!3 Pocurnents

AE-ERIES_MXH
AFLRME KK
| AFEAE_ 17T
e ADIME_¥XH
ATHE 166
ECAMEP_XXX
: EESOH-MIS 18F
s EMIE WEX

Subscribe — If you want to be notified via email when
documents are upload, deleted or modified in this folder, click
on vour system folder and click the subscribe link.

b,

{Figure 5)

Step 4 — After clicking Upload, select Single to upload a single decument. Click Browse.

{Figure 6)
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Step 5 - Navigate to the location of the file and select the file. Click Open.
Note: The size of your file must not exceed S0MB.

Choose file |

T Sample Documerds

BRMIP Component Liser Help Guide doc
Hedpful_Hints.xls
InformationSecuribywarensss, pof
Sample File, s

Saraple Mesting Agenda.doc

(Figure 7)

Step 6 ~ Click Upload.

M——— Int_é"ht‘ Expl

(Figure 8)
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Step 7 — Once a document has been successfully uploaded, you will receive a confirmation screen with
the details of the documents. Click the Close button at the top right side of the page to finish.

(Figure %)

Step 8 — All uploaded documents will appear in the folder view. To access a document, click on the file
name that acts as a link to the document.

RPILM _Alr Force

.‘4 Bocuments

& PP AW Forte

Bl AF-EMIS_ X0 C O & { Wy e %/05 10118 PR Companent POC
i B AFIRME MK

Site piFaE W4 ¥ B

Wy amwm_168
| S BCARE R
5 BESOH-MIS_165
; EMIS_X3K
S5 RBMIE WK

gCreated By:  John Dudes
= Date Created: SFZ5/0T 23856 b
% prate Modified: 5/25/05 23830 PM

(Figure 19)

Step 9 — Click the Close button at the top right side of the page to finish,
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Other Document Functions

Below is a list of functions you can perform in the documents area in addition to uploading files. The
menu bar at the top of the Documents Page shows the action icons.

RPFILM Al Fovee

FELLM _fir Fovom
SR AOES 167

B EYEE
R AR SRRSO
fm FYoa
AFEPREAE_ U
5 AFEAE, ITFO
5 ASIREE SN
BEHE FEE
b soame wikx
G B SEBOM-MIE (6%
G EMATS WHN

B OEE RIS Kk

Momes Prodadk

Brocuirrents

Edit Delete i

Warsicri: %
Checked In By: Cormnponest S50

e Crantied Bys et B
o Bake Cresteds /6703 10013 D8
Y Drate Modifted: E/8/053 10018 P
: Babe Published: Hever Sublzbed

s 2o 1 #AR
FBILAT  Air
Locatiors  Forea/ACES LEFSFYOC/BMMP

Function .

(Figure 11)

Use .. . S .
Select the desired folder. Click Upload, and then select Single to upload a

Upload
single document.
Click Browse, then navigate to the location of the file and select it. Click
Upload.
Check-out a You can check-out the current version of a document & lock it for editing.
document Other users will still be able to view the file, but will not be able to make any

changes to it, until you check the file back in. The system will keep copies of
all verstons of a document and a complete revision history. To check-out a
document select the document then click the Check-Qut icon and choose
whether to download the current version of the document or work from an
existing version on your computer. Click Finish.

Users who view the file will see who has checked it out & the date and time it
was checked out.

Check-in a document

To check-in a document, select the document {checked-out documents are
highlighted by a red checkmark), click the Check-In icon, then browse to the
file location and upload it.

DPelete document

To delete a document from the portal, select it and click the Delete Icon.

Subscribe

To subscribe to a folder/document to receive email notification when changes
are made, select the folder/document, and then click Subscribe.

Unsubscribe

To unsubscribe from a folder/document & stop receiving email notification

when changes are made, select the folder/document, then click Unsubscribe,




Function
Notity

Send an email notification to other project users to view the document. Click
Notify, then click To & select the name of the project users to notify.

View Versions View the version history of a particular document. All previous versions of a
document are saved and vou. Select the document, click View Versions.

Document Icons
The following icons are available when viewing a document:
,;}5 : Edit the document properties
W Delete the document
&

Check out the document

i@. Check in the document

Subscriptions /Notifications

Portal users can subscribe to folders and documents in order to receive email notification when changes
are made.

Step 1 - To subscribe to a folder/document, click the checkbox next to the folder/document name, and
then click Subscribe. To unsubscribe from a folder/document and stop receiving email notifications when
changes are made, click the checkbox next to the folder/document name, then click Unsubscribe.

ErarChprryeinbs

B aP-ERMED, N0
AFTRBNE R
AEBAE T O
RS IR
AEHE S5
EOmRES RN

By PESCH-RAEE 18-S
ERAES
PURTE B3

(Figm:é 12) .

Step 2 - Users who have subscribed to a folder will receive an email notification when a new document is
uploaded/checked in or deleted. Users who have subscribed to a document will receive an email

Basiners Transformation Agency




FaEL

notification when changes are made to the document. The email notification will contain links to the
project, folder, and document.

(Figure 13)

Managing Your Subscriptions

Step I - To manage your subscriptions, click the My Account link.

(Figure 14)

Step 2 - You can manage your subscriptions, deleting the ones vou no longer want and specifyving the
types of e-mail notification vou want for each subscription. You can choose o receive immediate
notification, summary notification of all messages for the day or both types of notification. If you want to
delete a subscription, you must clear all relevant check boxes.
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ridar Sunchronis

S Examp‘!a Projest

tait Task List WodFind Exampls Project W ™

Dosurhert Chedk
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Example Project

Docurnent Chadoed Example Profect
in

(Figure 15)

Tasks

A task is a single unit of work to be completed by one or more persons. A task defines the work to be
done, the person to do the work and the due date. If a certification package is incomplete a task will be
created notifying the component POC of the missing items. An email notification will be sent to the
assigned person/persons when a task is created. To view the details of the task and update the status, click
the Task name link in the email (you may have to log into the portal if not already logged in).

Taeh way assighad bo vou,

(Figure 16)

Claiming and Completing a Task

Tasks can be assigned by IRB Leaders requesting addition information, Notifications will inform you that
a task has been assigned to you. To claim a task. follow the steps below:
1. Click on the Task Link in the notification email that was sent. This link will take you directly to
the assigned task (You may be required to login to the portal).
2. Right click on the Task and click the Claim Link.
When the task is complete, change the status to 100%, and add a note in the comments field for
the leader who has assigned that task.

Ld
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tep 1 — Claim Task

SRR R0

Step 2 — Updat

T P ——
Monday, Decamber S, 2008
Moaday. Pecember 12, 2003

1 Note Added on Decsreber 12, 2005 11:08/58 A EST by Trans Hall
RPILM is not s parther. Navy postid revised dashboard,

Seatus changed from 0% o B88% o December 13, S06% 1110533 AM EST by Lrens Hail

Task )\sw}gnmf fo Wiltard Swwyer, Tracy Budisk, John Budas on Sacarnbar T, 2005 743130 AM EST by Irena Hafl

3 Task Assighuad b Jokin Dodas on Decermnber 5, 2005 71 4827 AM EST by Irene Hall,
P Tasle Craated on Decarnbar 5, 2005 7:46013 AM BT by Trens Hall.

(Figure 17)

Function _ N —
Update task status To change the completion percentage and status of a task, select the desired
percentage in the Status field.
Print Displays a print preview of the task list. Click Print in the Print Task List page.
Add A Note Enter the text in the text box and click Add Nete
Additional Support

For assistance with the Investment Review Board Portal, contact the AT&L. Web/Portal Services Team at
ousdATL.Portaki@osd.mil or at 703-602-2598, option 5.
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Documents uploaded to the IRB Portal for the IRB Certification process must adhere to the
following file naming conventions,

Certification document  Standard file name

' Pre-Certification Authority Sy %temAcromm ID# FY‘(X CPCL etter
Letter (PCA) B
Certification Dashboard SystemAcronym_1D# FYxx_Certification_Dashboard
Component Economic SystemAcronym [D# FYxx_EV
Viability (EV) Analysis ]
Annual Review Assertion SystemAcronym_ID# FYxx_Annual_Review_Assertion
Letter Letter
Annual Review Certification SystemAcronym_ID# FYxx_Annual Review_Certificati
Dashboard on Dashboard

Three fields in the file name are variable, i.e., different values would be used for each system:
SystemAcronym, ID#, and FYxx. The table below defines the file name fields.

File name field .~~~ - -Description’

SystemAcronym The system’s acronym mDITPR |
ID# The system’s DITPR 1D number.
FYxx The fiscal year for which IRB Certification is requested. For

example, FY07 would be used for systems seeking certification
for fiscal year 2007 funds.

Certification documents that will be uploaded to the DBSMC section of the IRB Portal by the IRB
Support Staff or DBSMC Support Staff will follow the below naming convention:

Standard file name

Certification document. .- =

CA Memo IRBName_ CA _Memo _yearmonthdate(of IRB meeting)
Example: FM_CA Memo_20060215

DBSIS IRBName DBSIS yearmonthdate (of IRB meeting)
Example: HRM_DBSIS_20060202

Dashboard IRBName_Dashboard_yearmonthdate (of IRB meetmg)
Example: WSLM MSSM_Dashboard 20060207

DBSMC Meeting Minutes DBSMC Meeting Minutes_yearmonthdate (of DBSMC meeting)
Example: DBSMC_ Meeting Minutes 20060217

DBSMC Approval Memo DBSMC_Approval Memo_yearmonthdate (of date stamped)
Example: DBSMC_Approval_Memo_ 20060125 N
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