Exhibit 1B-2
Department of the Navy (DON) Guidelines for the Completion of the Annual Self-Inspection Program Data Report

Notes: 
(a) The use of the term “command” is inclusive of all subordinate commands.
(b) The use of the term “Classified National Security Information Program” is synonymous with “Information Security Program.”
(c)  Policy requirements cited in DoDM 5200.01, Volumes 1 through 3 are embedded in the Self-Inspection Program Data Report to provide the nexus for the data being collected. 
PART A - Identifying Information: The following information provides specific information about the reporting command. Questions 1, 3-5 are self-explanatory. 
     (2) Enter the date of this report in format [DD MMM YYYY].  Example: 25 SEP 2014.
PART B - Classified National Security Information (CNSI) Program Profile Information: The following information provides information about the classification activity performed within the command.
     (6) Validation of a designated Original Classification Authority (OCA) position(s), refer to the current list of Department of the Navy (DON) OCAs available at http://www.secnav.navy.mil/dusnp/Security/Information/Pages/ClassificationManagement.aspx. If yes, complete questions 7 and 9 for additional original classification program profile information, and question 8 regarding derivative classification activities. If no, skip to question 8 regarding derivative classification activities. 
     (7) Validate OCA is actually conducting original classification activity (i.e., issuance/maintenance of a security classification guide).
     (8) Anyone with access to a classified information system is considered a derivative classifier, and is a means to validate whether the command is conducting derivative classification activity.  A “yes” answer will require further information regarding derivative classification in questions 46, 53, 63-66, 73-78, and 94-95 at a minimum.
     (9) Applies to DON OCA delegated positions that have obtained approval for exemption from automatic declassification for an element(s) of information 25 years old or older, codified in a security classification guide (SCG) issued by the OCA, to the Interagency Security Classification Appeals Panel (ISCAP) via Director Record Management Division (DRMD) DON Declassification Program Manager. Note: the compilation of all DON ISCAP approved exemptions are codified in the DON Declassification Guide available from DRMD DON Declassification Program Manager. 

PART C – Self-Inspection Program Activity: Self-Inspection Program Activity was previously requested in the “Agency Security Classification Management Program Data” (SF 311) for fiscal year 2014 and prior fiscal years. It will now be collected in this report. Question 10 is self-explanatory. 
PART D – Description of the Program: The following information provides a comprehensive description of the command’s self -inspection program.  Questions 16, 26-27, 33-35 (if applicable), and 44 are self-explanatory.
Responsibility:
(11) Describe how the commanding officer is specifically involved in the entire lifecycle of the command’s self-inspection program.
(12) Describe how to ensure, through the self-inspection program, the commanding officer has sufficient information to allow him or her to effectively assess the overall management and effectiveness of the CNSI program.
(13) List the role(s) or organization(s) that the commanding officer has designated to manage and perform the command’s self-inspection.
a. Has the Command Security Manager (CSM) or an inspector (e.g., Naval Inspector General, Command Security Inspector, or Presidential, Inspection and Survey Inspector) conducted command inspections, assist visits, or program reviews to examine the command’s overall security posture (to include subordinate commands)?
(14) List the different types of methods used to perform the self-inspection.  See the Annual Self-inspection Program Data form for examples.
(15) Describe all command inspections used to collect information pertaining to the command’s CNSI program and explain how they are used to assess the command’s information security program posture.
(17) During self-inspections, are reviews of relevant security command instruction(s) conducted to ensure currency with DON and DoD policies, directives, and/or instructions? Does the command instruction reflect current DoD and/or DON security policies governing the protection of classified information?  Relevant policies include, but are not limited to: DoDM 5200.01, Volumes 1-3, DoDM 5200.45, SECNAV M-5510.36, DoDI 5230.29, DoDD 5230.09, and the Information Assurance (IA) Publication 5239-22.
(18) Were interviews conducted with the OCA and derivative classifiers to properly answer this question, and gather some of the information required for answers to parts E, G and H of this form?

Approach:  Representative Sample
(19) If you answered “yes” to this question, then describe in questions 22 and 23 how you determined the number of original and/or derivative classified documents was adequate to provide a representative sample with quantifiable numbers.  The representative sample will also support the numbers reflected in your answers to questions 75 and 78. If you answer “no” you must provide an explanation in Part K: Explanatory Comments.  NOTE: Indicate “no” for this question if the command only receives classified information but does not produce classified information, include that as the justification in Part K: Explanatory Comments, and indicate “N/A” for questions 20-28. 
(20) Self-explanatory.  However, question 21 still applies whether or not reviews encompassed some or all offices and/or operations.
(21) Describe how the command determines which offices and/or operations whose documents are to be included in the sample of classification action.
(22) Examples of classified information in document and electronic formats are identified in DoDM 5200.01, Volume 2 (e.g., MS PowerPoint briefs, correspondence, reports, blueprints, maps, CDs, emails, web pages, URL, etc.).
(23) Describe how the sampling adequately represents the command’s classification actions.  For example, last year’s derivative classification activities (1000 classification actions) reported in the SF 311 and then determined 20% of that sample (200 classification actions) was an adequate sample; or, 100% sampling was conducted given the command does not produce a large number of classification actions (e.g., average of 150 a fiscal year).
(24) The answer to question 23 above is the foundation for determining if the sample is proportionally sufficient.  For example, conducting a sampling of only 1% of 1000 classification actions produced may not be sufficient to enable a credible assessment.  Especially, if the sampling was only conducted on classified actions produced from one office that has a higher rate of discrepancy or accuracy.  A more balanced assessment can be obtained, if the sampling is conducted across command offices and/or operations that produce classification actions.
(25) Enter the position, organization, or individual who actually performed the review of classification actions.
(28) Indicate whether an individual(s) has/have been authorized to correct misclassifications (e.g., marking errors, over or under classification of information, declassification of information without proper authority, etc.).  If, yes, identify the role(s) designated to perform the corrections.

Frequency
(29) Describe how frequently self-inspections occur (e.g., after a major security incident, annually at a specific timeline, quarterly, unannounced on an annual basis, coordinated in conjunction with command IG inspections, etc.)  Self-inspections must be conducted at least annually.
(30) Describe how it was determined how frequent the command performs self-inspections.  The basis for the frequency cited in question 29 will be foundation for the answer.

Coverage
(31) Describe how the command determines which offices or activities to include in their self-inspection; include specifically what offices, activities, subordinate commands, etc., were actually covered during the self-inspection.
(32) Three part question.  First, address how self-inspections are structured to assess command activities.  Second, how it’s structured to assess for subordinate command(s) activities.  Third, how it’s structured to assess the collective activities of the command and subordinate command(s).  For those commands with no subordinate commands, this part of the question does not apply.

Reporting
(36) Describe the form, application, or method used to document the self-inspection findings.
(37) List the role(s) or organization(s) receiving the self-inspection report(s). 
(38) List the role(s) or organization(s) compiling and/or analyzes the findings found in the report(s). 
(39) Describe how the collective findings from the self-inspection report(s), conducted on the command and/or subordinate command(s), are analyzed to determine if there is a command-wide problem(s) (e.g., It is based on the number and/or percentage of common findings occurring throughout at least 50% of the program offices within the command and/or subordinate command(s) on data collected at various times throughout the fiscal year).  Note:  Do not describe the actual findings for this question.  Use Parts E and F to parse out that data.  
(40) Describe the means of delivery for “how” the results are provided to the commanding officer (e.g., orally briefed, with charts outlining trends (positive and/or negative), and formal report using exhibit 1B-1).  Identify when the reports are provided to the commanding officer (e.g., Within 30 days of completing the self-inspection, at the end of the fiscal year, prior to submitting the collective command and/or subordinate command(s) reporting data to Deputy Under Secretary of the Navy (Policy) Security Directorate (DUSN(P)/SD, etc.).
(41) Describe how a decision is made to determine when or if corrective action will result from a finding.
(42) Describe those responsible for taking correction action(s) (e.g., CSM for policy and training requirements, commanding officer when leadership support and/or funding required, supervisors for holding personnel accountable, etc.).  Those responsible will depend on the corrective action(s) required.
(43) Describe how the self-inspection results are ultimately reported in the annual report to the DUSN (P)/SD.
PARTS E, F, and G – These sections are used in a 3-step process to document overall findings, analytical assessment of how those findings affect the command’s information security program, and then finally what corrective actions are planned, initiated, or completed.
PART E - Summary of the findings of the command’s self-inspection program: The information entered into PART E provides a summary of findings from specific inspection results identified during all command inspections, as well as any discovered while answering the questions in PARTs D, G, and H. All findings must be documented in PART E, questions 45-51, for each topic area addressed.  
(45) Original Classification: This question only applies to commands with designated OCA positions.  Include a summary of findings related to original classification collected from the means and methods described in question 14, findings found during other command inspections listed in question 14, findings documented in questions 59-62, 82-84, and 95 and the following minimum baseline questions. 
a) Is information classified only when required to protect the interests of national security?
1. Describe how that determination was made (e.g., evaluation of existing SCG issued by the OCA).
b) Did the OCA(s) notify known holders of any classification changes to information they originally classified? 
c) Is an SCG issued for each classified system, plan, program, project or mission involving classified information under their authority, before initial funding or implementation? 
d) Is each SCG approved personally and in writing by an OCA who has program or supervisory responsibility over the information? 
e) Does the OCA communicate with others who are responsible for classification guidance or similar activities to ensure consistency and uniformity of classification decisions?
f) Does the OCA seek user input when reviewing SCG(s) for revision?
g) Are all SCG changes promptly submitted to DUSN (P)/SD, prior to the final issuance of the updated SCG? 
h) Have all tentative classification decisions been codified in an SCG within 180 days.
i) Has written confirmation of OCA training (i.e., letter of indoctrination or refresher training) been submitted to the DUSN (P)/SD? 
j) Are commands reviewing all command SCGs for compliance and ensuring each are in the new DON SCG format as required in the 2015-2016 Fundamental Classification Guide Review data call? 
k) Does the OCA review SCG(s), issued under their authority, at least every 5 years? 
l) Is information that has been released to the public without proper authority classified or reclassified only when the information can be reasonably recovered, most individual holders are known, and it can be withdrawn from public access?
m) How many OCA decisions were made this year? Was there an increase or decrease from last year? 
n) Has the OCA employed Alternative Compensatory Control Measures (ACCM) on any originally classified information under their authority? 
1. Is the OCA designated as the ACCM sponsor, as required per the DoDM 5200.01, Volume 3, Enclosure 2, Section 18f? 
2. Is the ACCM documentation (e.g., program security plan and SCG) being updated a minimum once every 5 years per the DoDM 5200.01, Volume 3, Enclosure 2, Section 18j(5)? 

Example Answers: (Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion.): 
a) OCA is non-compliant with initial and annual refresher training requirements.  
b) Original classification decisions improperly approved by a program manager who is not an OCA.  
c) 25% of SCGs were not reviewed within the last 5 years.  

(46) Derivative Classification:  Include a summary of findings related to derivative classification collected from the means and methods described in question 13, findings found regarding derivative classification during other command inspections listed in question 14, and findings documented in questions 63-66, 73-78, and 95, and the following minimum baseline questions, as applicable.
a) Did all of the derivative classifiers observe and   respect the original classification determinations or other sources used?
b) Were all classification determinations properly carried forward on all newly created information?
c) Did all of the derivative classifiers have access to the governing SCGs, if used as the source of classification?

Example Answers: (Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion.):  
a) 25% of all derivative classification samples were improperly marked.
b) 10% of all derivative classification samples had a derivative classifier who did not have the required bi-annual training.
c) 10% of all derivative classification samples did not carry forward the proper classification markings from the source document(s).
 
(47) Declassification:  This guidance is not primarily focused on commands performing Systematic or Mandatory Declassification Reviews.  Include a summary of findings related to declassification that have been collected from the means and methods described in question 14, findings found regarding declassification during other command inspections listed in question 15, findings documented in question 95(c), and the following minimum baseline questions, as applicable. 
a) Are declassification instructions on derivatively classified documents carried forward and the most restrictive date used, from the source document(s)?
b) Is the OCA consulted, prior to declassifying a derivatively classified document with a “Declassify on” date that has passed?
c) Are personnel within the command aware that declassification does not equate to approval for public release?
d) How does the command ensure that only the cognizant OCA has performed any declassification or downgrading decisions?
e) Is there a trend in over-usage of the 25 year declassification date (i.e., default to 25 years for original and/or derivative classification decisions)? 
f) Are reasonable steps taken to declassify information determined to be of permanent historical value prior to its accession into National Archives and Records Administration (NARA)? 

Example Answers: (Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion.):
a) 5% of derivatively classified documents did not apply the most restrictive declassification date.
b) 90% of command personnel interviewed were not aware they were required to validate the declassification date with the OCA and/or most current SCG, prior to declassifying a document.

(48) Safeguarding:  Include a summary of findings related to safeguarding collected from the means and methods described in question 14, findings found during other command inspections listed in question 15, and the following minimum baseline questions, as applicable. 
a) Does the command have a process where all military and civilian personnel retiring, reassigned, resigning, or separating, return or properly transfer their classified information (as applicable)? 
b) Was a risk assessment conducted when the storage alternatives for Top Secret, Secret, and Confidential were considered (DoDM 5200.01, Volume 3, Enclosure 3, Section 4 applies)?
c) Do all designated vaults, secure rooms and/or bulk storage facilities meet required hardening standards in the DoDM 5200.01, Volume 3?
1. Do all designated Controlled Access Areas (CAAs) and Restricted Access Areas (RAAs) meet requirements outlined in the IA PUB 5239-22?
d) Does the command test the intrusion detection system (IDS) on a quarterly basis, if used as a supplemental control for rooms (or facilities) designed for open storage of classified?  See supplemental controls in DoDM 5200.01, Volume 3, Enclosure 3, Section 3?
e) Have all vaults, secure rooms, bulk storage, CAAs, and RAAs been properly designated in writing by the CSM?
f) Do all vaults and secure rooms have a Standard Operating Procedures (SOP) 
g) Have all vault and secure room SOPs been reviewed, since the last self-inspection reporting period to ensure they address safeguards at the highest level of classified information stored, and the types of classified operations being performed, within the designated room or area 
h) Have all security containers used for the storage of classified information in the afloat environment (ships and submarines) been replaced or programmed for replacement, if they don’t meet the conditions the UNSECNAV memo dtd 26 June 2015, “Shipboard Containers Used for the Storage of Classified Information?”
i) Do all security containers in use, for the storage of classified information, have the required GSA standard label showing their compliancy with required hardening standards?
j) Do GSA-approved security containers meet the requirements outlined in the DoD Manual 5200.01, Volume 3, Federal Specifications AA-F-358, MIL-STD-167-1A, and/or MIL-S-901D?
k) Is the combination(s) to a GSA approved security container(s), vault or secure room door(s), changed per requirements in DoDM 5200.01, Volume 3, Enclosure 3, Section 11b?
l) Are combinations marked and accounted for per the classification level of the information stored therein?
m) Is the “Security Container Information” form (SF 700) properly completed and the combination properly safeguarded?  See questions 1-6 below to fully answer this question.
1. Does the SF 700, Parts 1 and 2 include the names, home addresses, and phone number of the persons to be contacted if the container is found opened and unattended?
2. Is the SF-700, Part 1, sealed in an opaque envelop to protect personally identifiable information (PII), and the opaque envelop conspicuously marked “Security Container Information?” 
3. Is the SF 700, Part 1, attached to the inside of the locking drawer of a GSA approved security container or affixed to the inside of the vault or secure room door(s)? 
4. Is the combination(s) to a GSA approved security container, vault or secure room door(s) recorded on the SF 700, Part 2, and marked with the highest classification level of the material stored therein?
5. Is the classification authority block (i.e., Classified by, Derived from, and Declassify on) written on the SF 700, Part 2, per DoDM 5200.01, Volume 3, Enclosure 3, Section 10b?
6. Is the classified combination to the GSA approved security container, vault or secure room door(s) sealed in the SF-700, Part 2, and then stored in a GSA approved security container commensurate with classification level of the combination?
n) Has the command established procedures for command key and lock accountability and control?
o) Are command locks repaired only by authorized personnel who have been subjected to trustworthiness determination or who are continuously escorted?
p) Are repairs to the GSA approved security container(s), vault, or secure room door(s) recorded on the Maintenance Record for Security Containers/Vault Doors, Optional Form 89?
q) Do unserviceable security containers have the GSA label removed?
r) Has the command established a requirement for end of day checks using the Activity Security Checklist (SF 701)?
1. Is the “Security Container Check Sheet” form (SF 702) used when securing all GSA approved security containers, vault, and secure room door(s)?
s) Are cover sheets (SFs 703 (Top Secret), 704 (Secret), and 705 (Confidential)) placed on all classified information when removed from secure storage?
t) Are all classified removable storage media and devices retaining data, properly marked at the highest classification level approved for processing or storage?
u) Does the command have a process to identify all equipment and peripherals approved to process classified information and procedures to prevent unauthorized access (to include repair or maintenance personnel)?
v) Are working papers marked and controlled as required for finished products of the same classification when retained more than 180 days from date of origin (meaning creation)?
w) ) Is there a system of accountability to record the receipt, reproduction, transfer, transmission, downgrading, declassification and destruction of Top Secret information (less SAP, SCI, and other special type of classified information)?
1. Are inventories of Top Secret information conducted at least annually or more frequently when circumstances warrant?
x) Are procedures in place to ensure visitors have access only to classified information for which they have a need-to-know and the appropriate clearance eligibility?
y) Are procedures in place for classified meetings, including classified meetings held at the command or hosted at cleared facilities?
1.  Does the command security policy include requirements for conducting a classified meeting or conference, including locations within the command that are authorized to hold such meetings, roles and responsibilities, and approval process?  
z) Are procedures established for the control and issuance of the “Courier Authorization Card” (DD Form 2501)?
aa) Does the command mailroom have a GSA-approved security container to store overnight United States Postal Service (USPS) first class, certified, registered mail and commercial express deliveries until contents are opened to determine whether classified or not?
ab) Are command procedures established for preparing classified bulky shipments as freight?
ac) Is classified information, both hardcopy and electronic, transported or transmitted outside the command receipted for?
ad) Does the command authorize the hand carry or escort of classified information, via commercial aircraft, when other means are not available and there is an operational need or contractual requirement?
ae) Does the command security policy prescribe the appropriate safeguards for equipment used for processing classified information (copiers, facsimile machines, computers, etc.) per requirements in DoDM 5200.01, Volume 3, Enclosure 2, Sections 14 and 15?
1. Are these devices properly marked for the classification level authorized for reproduction?
2. Are they located in protected areas that provide appropriate safeguards for access?
3. Are there procedures in place for access by maintenance personnel, including destruction or return of equipment upon expiration of the lease?
4. Are command personnel briefed on the requirements and location of equipment used for processing classified information?   
af) Is classified information reproduced only when necessary to accomplish the organization’s mission or for complying with applicable statutes or directives?
ag) Are all users of classified information aware of their personal responsibility to protect classified information they know, possess, or control to ensure unauthorized persons do not gain access?
ah) Has the appropriate official approved residential storage of classified information?
ai) Are procedures established to ensure the proper dissemination of classified information outside DoD and to foreign governments?
aj) Are special types of classified and controlled unclassified information (CUI) disseminated per their governing instructions?
ak) Was a security and policy review conducted on documents provisioned to the Congress?
al) Is a security and policy review conducted prior to prepublication of information intended for public release, including information released through IT systems (e.g., public accessible website, Facebook, etc.).
am) Does the command use the proper products that meet the specific National Security Agency (NSA) performance requirements for sanitizing, destroying, or disposing of media for classified information?
1. Current NSA Evaluated Products List is available at https://www/nsa.gov, under Information Assurance, Mitigation Guidance, Media Destruction Guidance.
2. Technical guidance on destruction methods are outlined in DoDM 5200.01, Volume 3, Enclosure 3, Section 18.
an) Does the command security policy prescribe procedures to ensure all classified information intended for destruction is destroyed by authorized means and appropriately cleared personnel (e.g., location of facilities and type of destruction devices within the command)?
1. Is classified information pending destruction controlled in a manner to minimize the possibility of unauthorized removal and/or access (e.g., stored in a GSA approved security container)?
2. Are annual “clean-out days” conducted?
3. Destruction procedures are outlined in DoDM 5200.01, Volume 3, Enclosure 3, Section 19.
ao) Does the command have any approved DON ACCMs? 
1. Is there a current standard operating procedure for the ACCM? 
3. Has the command designated the appropriate roles required per the DoDM 5200.01, Volume 3, Enclosure 2, Section 18f? 
4. Is there still a need for the ACCM in accordance with the DoDM 5200.01, Volume 3, Enclosure 2, Section 18a? 
5. Is the ACCM access control list for the command being maintained?
6.  Are cover sheets properly marked “ACCM” and the appropriate nickname when used for ACCM information. 

Example Answers: (Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion.):  
a) 5% of facilities inspected did not meet the physical attribute requirements for Open Storage of Secret material.
b) Individuals working in two facilities designated for open storage Secret were not arming their IDS when required.
c) 5% of GSA approved security containers inspected no longer meets the required specification for storing Secret material.
d) 45% of removable media and peripherals retaining were not properly marked.
e) The command does not have an adequate process for the approval and designation of devices authorized for classified reproduction.
f) ACCM acknowledgment briefs were not being updated when command personnel were debriefed from an ACCM. 
(49) Security Incidents:  Security incidents are generalized as either a violation or infraction.  Therefore, the term below speaks to security incidents.  Include a summary of findings related to security incidents within the command.  Information must be derived from the preliminary inquiries (PIs) and investigations of security incidents occurring within the command, and address the following minimum baseline questions, as applicable: 
a) Has the command had any incidents involving a loss or compromise of classified information?
b) Indicate the number of security incidents reported (e.g. 5 security incidents occurred during the fiscal year.  3 out of 5 were security infractions.  2 out of 5 were security violations).
c) Indicate the number of electronic spillages included in the number of security incidents.
d) Was a Manual of the Judge Advocate General (JAGMAN) investigation conducted to provide a more detailed investigation, recommended disciplinary action, or additional correction action as a result of classified information compromised or lost?
e) When a loss or compromise of classified information or equipment has occurred, is appropriate investigative and remedial action(s) taken to ensure further loss or compromise does not reoccur?
f) Was the PI Officer designated in writing per Chapter 12 of the SECNAV M-5510.36?
g) Is the CSM responsible for overseeing the PI for compliance with SECNAV M-5510.36 and DoDM 5200.01, Volume 3 (including electronic spillages)?
h) Is a PI, or if required an investigation, performed for all security incidents? 
i) Are appropriate actions taken to help preclude security incidents (e.g., robust security training)?
j) Did the final PI or investigation results include all the appropriate authorities and/or program offices (e.g., OCA, NCIS, SSO Navy for SCI, etc.)?
k) Was disciplinary action or other accountability actions contemplated (e.g., individual’s access to a classified information system temporarily suspended pending completion of appropriate security training and Joint Personnel Adjudication System incident report posted), if the security incident was the result of a knowing, willful, or negligent discharge of classified information. 
l) Is proper training or other corrective actions taken when a command security program weakness is discovered at the conclusion of the PI and/or investigation?
m) Is the commanding officer reviewing and approving the results of a PI or investigation, prior to release to the appropriate authorities or program offices?
1. Does the command security instruction prescribe procedures for investigations to be reviewed by senior leadership?
n) Is the CSM briefing the commanding officer on recognized trends contributing to security incidents?
o) Are practices dangerous to national security being documented and promptly corrected (e.g., personnel bringing personal electronic devices into secure rooms, end of day security checks not being conducted, etc.)? 
p) Are security reviews conducted on information subjected to loss or compromise (SECNAV M-5510.36, paragraph 12-15 refers)?
q) Are security incident procedures for ACCMs identified in the command’s ACCM security plan?

Example Answers: (Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion.  
a) The command reported 20 security incidents, and 15 were attributed to electronic spillages.
b) Two electronic spillages were not reported to the OCA.
c) Individuals are generally not held responsible for their willful or negligent actions that caused security incidents.
d) Practices dangerous to national security are not being documented or actively corrected.

(50) Security Education and Training (SETA):  Include a summary of findings related to your security education and training program collected from the means and methods described in question 14, SETA deficiencies found during other Command inspections listed in question 15, assess whether the answer to question #50 includes trends in lack of awareness to security requirements for inclusion, and address the following minimum baseline questions.  
a) Do new employees receive security orientation training?
1. Does your security orientation training include all of the required elements outlined in the DoDM 5200.01, Volume 3, Enclosure 5, Section 3?
b) Are command personnel advised not to discuss classified information over unsecured communications (e.g., UNCLASSIFIED telephone, e-mail, facsimile, messages, website, etc.)? 
c) Does the command have a tracking tool or documented method to track all required initial, annual, or bi-annual security training?
d) Have all employees received their annual security refresher training?
1. Does annual refresher training include topics identified in DoDM 5200.01, Volume 3, Enclosure 5, Section 7?
e) Has the CSM and other security staff been properly trained per DoDM 5200.01, Volume 3, Enclosure 4?
f) Have classified couriers received proper training in their responsibilities, prior to their initial courier duties?
g) Is the command using the most effective methods to deliver training on a continuous basis and not relying solely on initial and annual refresher training?
h) Do all employees receive a security termination briefing upon separation from the command or removal of access (e.g., reassigned and access no longer required, access suspended for cause)? 
i) Do all command personnel who require access to an ACCM program receive specialized training upon access to the program and annually thereafter? 
j) Does the command’s ACCM specialized training address the procedures for access, control, transmission, storage, and marking? 
k) Does the OCA training outline the roles and responsibilities for an OCA with established ACCM programs under his cognizance? 

Example Answers: Provided as examples only and are not intended to be copied, unless there’s sufficient documentation to support the conclusion. 
a) 20% of employees separating from the command do not check out with the security office and therefore do not receive a security termination brief.
b) The initial security orientation briefing does not include all required topics (e.g., ACCM roles and responsibilities, personnel within command who can originally classify information).
c) Unable to confirm that personnel with access have completed annual refresher training, because the command does not centrally track completed training requirements.
d) Insufficient security staffing levels have impacted being able to conduct all the required security training, and we have seen an increase in the number of security incidents and marking errors (evidenced in findings indicated in items 46 and 49).

(51) Management and Oversight:  Include a summary of findings related to the overall management and oversight of the command’s CNSI program, along with any program management findings identified in Part D.  Additionally, consider all organizational levels, including security staff (e.g., CSM), who have a role in the oversight of the CNSI program.  Identify circumstances that may inhibit the effective management and execution of the CNSI program, and address the following minimum baseline questions, as applicable. 
a) Is the commanding officer actively involved in the CNSI program?
b) Has the commanding officer designated a CSM in writing to manage the day-to-day execution of the CNSI program?
c) What other inspections have been performed at the command where the CNSI program was inspected, assessed, or evaluated?
d) Are adequate resources provided to effectively manage and comply with requirements found in the DoDM 5200.01, Volumes 1-3, and the SECNAV M-5510.36?
e) Has the higher echelon command performed an inspection of their subordinate command CNSI programs (e.g., Naval Air System Command inspecting Naval Air Warfare Center, Weapons Division, China Lake)?
f) Is there sufficient oversight and active involvement from the higher echelon command? 
g) Are waivers and exceptions submitted to DUSN (P)/SD for all conditions that prevent compliance with SECNAV M-5510.36 or DoDM 5200.01, Volumes 1-3? 
h) Has the commanding officer issued a command security instruction? 
i) Has the commanding officer approved an emergency plan for the protection and destruction of classified information? 
j) Is the CSM named and identified to command personnel on command organizational charts, telephone listings, rosters, or other media? 
k) Has the commanding officer designated in writing a command Top Secret Control Officer/Assistant (TSCO/TSCA), North Atlantic Treaty Office (NATO) Control Officer and a Naval Warfare Publications custodian?
l) Has the CSM: 
1.  Developed a command security instruction (see Exhibit 1A for command instruction requirements)? 
2. Formulated, coordinated, and conducted a command security education program? 
3. Kept command personnel abreast of all changes in security policies and procedures?
4. Ensured threats to security and other security incidents are investigated and reported? 
5. Promptly referred all security incidents under their jurisdiction, to the NCIS, which have a loss or compromise of classified information determination?
6. Coordinated preparation of an SCG(s) under the command’s cognizance?
7. Maintained liaison with the public affairs officer on proposed public releases?
m) Does the TSCO account and control all command TS information, excluding SCI?
n) Are security functions performed by another command covered by a written Security Service Agreement (SSA)?
o) Does the CSM have knowledge and oversight of approved DON ACCMs under their command’s cognizance? 
1. Is an annual ACCM report provided to DUSN (P)/SD each calendar year? 
2. Is the ACCM sponsor provided an updated listing of the primary and alternate ACCM control officers for each ACCM program under their authority? 

Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion.
a) Insufficient staffing levels have impacted our ability to conduct regularly scheduled and comprehensive inspections of subordinate commands.
b) The command security instruction is outdated.
c) The TSCO is not designated in writing by the commanding officer.
d) The CSM is not adequately trained to perform all of the responsibilities required for the position.
e) The CSM is buried in the organization and does not have direct access to the commanding officer.
f) The CSM was unaware a subordinate command had 2 DON approved ACCMs under the cognizance of their OCA until the latest Naval Inspector General (IG) inspection. The ACCMs were approved prior to the CSM coming onboard. 

PART F – An assessment of the findings of the command’s self-inspection program: The information entered into PART F must provide the commanding officer with an assessment of the command’s CNSI program by program areas.  The assessment must be based on the findings (positive and negative) described in PART E.  The assessment must indicate to the commanding officer corrective action(s) completed, scheduled, or pending further assessment to determine appropriate corrective action(s) required. 

(52) Original Classification:  Include the overall assessment of the original classification activity at the command (refer to the finding(s) in question #45).
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) OCA needs to have the proper and current training to ensure original classification decisions are within policy and clearly communicated to user of the classified data.  
b) OCA annual training scheduled within next two days, and a recurring calendar event was added to the OCA and CSM’s calendar to ensure timeliness of required training.
c) Need to develop and provide training to program managers on original classification to ensure they are aware of the OCA’s role and the required OCA determination for original classification decisions.
d) OCA is dedicating resources to focus on reviewing and improving SCGs to ensure they are current with the most up-to-date classification decisions within the next two weeks.  All SCGs requiring update will be completed within 2 months.

(53) Derivative Classification:  Include the overall assessment of the derivative classification actions at the command (refer to the finding(s) - in question #46). 
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) The derivative classifiers identified on all samples with improper markings have received their bi-annual derivative classification training. 
b) Based on continuing trends derivative classification training may not be effectively presented, methods of delivery may need to be investigated and the presentation requires updating to reflect the issues identified during each sampling and inspection.
c) A command tracking tool is being created to ensure 100% of all derivative classifiers receive their bi-annual training when needed. 

(54) Declassification:  Include the overall assessment of the declassification actions at the command (refer to the finding(s) in question #47). 
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) Additional training for all derivative classifiers is required to emphasis the importance of carrying forward the most restrictive “declassify on” dates.  Efforts to improve the training are to be identified in #57 below.
b) SCG(s) issued by the OCA is out of date with a declassification date that has already passed, but our command has received confirmation from the OCA that the information is still classified.  Requested OCA provide an updated SCG in order to ensure command personnel are properly identifying classified elements of information and associated declassification dates.

(55) Safeguarding:  Include the overall assessment on how the command is performing the requirements for safeguarding classified information (refer to the finding(s) in question #48). 
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) During this self-inspection period it was discovered that the current checklist for Open Storage Secret construction standards was not being used.  This has resulted in several facilities being non-compliant with safeguarding standards.  We have initiated action to inspect all facilities for compliance within the next month.
b) Safeguarding trends determined new employees who are assigned work space in designated open storage facilities need additional on-site training for the proper opening and closing of the secure room(s).  Training expected within next two weeks.
c) The containers used for holding classified material at the Secret level currently do not meet required specifications, but are located in designated Open Storage Secret areas.  The command security office has requested additional funding to eventually replace the containers with GSA-approved security containers. 
d) The risks associated with removable media and peripherals storing classified data, which are not being marked with the proper classification markings, are of high concern.  Additional targeted training on this matter underway.  Random inspections for compliance will be implemented.
e) Collaborating with the Information Systems Security Manager (ISSM) to ensure new information systems are immediately marked upon connection to a classified network or stand-along systems accredited to process classified information.  
f) Training involving removable media needs to be developed and provided to all system users.  Estimated completion within the next three months.
g) The Command process to designate devices approved for classified reproduction needs to be improved to ensure proper safeguards are in-place (e.g., devices properly marked for the classification level authorized for reproduction, located in an area that provides appropriate safeguards for access, procedures for access by maintenance personnel are outlined – including destruction or return of equipment upon expiration of the lease, destruction, or replacement, inventory of devices, command personnel have been briefed on the requirements, and their location are centralized). Estimated timeframe for completing actions is three months.
h) The ACCM standard operating procedures did not outline specific debriefing and access control list requirements for when personnel no longer required access to an ACCM. The standard operating procedures have been updated, read, and new ACCM acknowledgment briefs recorded by all command personnel requiring access.

(56) Security Incidents:  Include the overall assessment of what the trend and types of security incidents are across the command and how to mitigate future occurrences (refer to the finding(s) in question #49).
Example Answers: (These are provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion).
a) Electronic spillages (ES) continue to be the largest upward trend contributing to security violations at the command.  It was determined that users of classified information technology (IT) systems need to have better standard operating procedures available to them for the transfer of classified information across networks and stand-alone IT systems.  
b) Inquiry and investigation processes were updated to ensure compliance with DoD and DON policy requirements wherein all cognizant OCAs are notified of a loss or compromise of classified information to conduct a classification review and, thus enabling proper damage assessment, if applicable.   
c) A lack of corrective actions and/or disciplinary action for individuals who willfully and/or negligently compromise or disclosure classified information has created a command environment where its personnel do not take security procedures and policies seriously. 
d) Command is assessing means to pursue proper corrective actions for all discovered practices dangerous to security given limited resources.  

(57) Security Education and Training:  Include the overall assessment of the command’s security education and training program (refer to finding(s) in question #50). 
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) Overall the security education and training program is marginally adequate.  Re-evaluating the effectiveness of our training, method of delivery, and resources to provide training to effect changes towards improvements, due to trends in improper handling, storage, and transmission of classified information. Command checkout procedures are in place to ensure personnel with access to classified information are properly debriefed or transferred in status, but it’s not being properly adhered to.  Reminder included in the plan of the week, staff meetings, annual refresher training, and will coordinate with local civilian and military personnel offices to validate compliance prior to departure.  
b) The initial security orientation brief for new employees was not current with all of the required topics and thus employees did not receive the proper training to handle classified information.  Estimated completion of the updated brief within the next three months.
c) The CSM does not have the appropriate resources to effectively track that security training requirements are being met.  Assess cost effective methods to track personnel that are in compliance with training requirements.  

(58) Management and Oversight: Include the overall assessment of the command’s management and oversight of the CNSI program. (Refer to finding(s) in question #51). 
Example Answers: Provided as examples only and are not intended to be copied unless there’s sufficient documentation to support the conclusion. 
a) The security office is not sufficiently staffed to the proper levels to perform in-depth and timely reviews of subordinate commands, thus leaving the subordinate commands without adequate direction, guidance, and oversight to ensure classified information is appropriately protected. 
b) The commanding officer removed collateral duties from the CSM to allow for more dedicated focus on command self-inspections and assisting the subordinate commands with the execution of their CNSI program. 
c) The command security instruction is currently under rewrite and is expected to be staffed throughout the command within the next 60 days. 
d) Additional training for the CSM has been requested and is awaiting command approval to effectively keep up on changes in security policy, advancing technology and IT systems storing and processing classified information, and to encourage security professional certification.  
e) Direct access between the CSM and the commanding officer is required to ensure effective communication, decision making, and management of a successful CNSI program vice filtered communication through multiple layers of leadership.   
f) The inability to conduct inspections on subordinate commands and no turnover information from previous CSM resulted in the current CSM’s lack of knowledge on ACCMs within the command. Standard operating procedures, CSM turnover binders, and OCA change of command brief have been updated to reflect this information and to prevent any lack of oversight in the future. 
PART G – Focus Questions: The following provides information about specific requirements for the management and execution of the command’s CNSI program.  If the response provided indicates a finding or an answer to a question was favorable but the requirement could be better executed, ensure the finding and assessment is documented in PART E and F, and corrective actions documented in PART I.  Questions 59-78, 81-88, and 92-93 are self-explanatory.
(79) This information should be obtained from the appropriate personnel office or supervisors.
(80) This information should be obtained from the appropriate personnel office or supervisors.
(89-91) These questions are not applicable to the command, as there are no cognizant security agencies within the DON. 

PART H – Findings of the Annual Review of Command’s Original and Derivative Classification Actions: The following information provides information about the command’s original and derivative classification actions.  Questions 94 and 95 (a-m) are self-explanatory.  Questions to think about are provided below for both Questions 95 (k) and (m) to assist the security manager when conducting random samples.  To ensure a complete evaluation, review all types of classified information produced to assess for marking compliance (e.g., MS PowerPoint briefs, correspondence, reports, emails, Naval messages, etc.).  See Appendix (1) to this enclosure to use as a tool to track discrepancies identified when sampling documents for compliance.

95(k) Portion Marking.  
a) Are all portions within a classified document marked in accordance with DoDM 5200.01, Volume 2, Enclosure 3, Section 6?
b) Are classified intelligence documents/portions marked with the appropriate intelligence control marking(s)?
c) Are the portions of documents containing Foreign Government Information (FGI), to include NATO, marked to indicate their country of origin?

95(m) Other.   
a) Do NATO and FGI retain the original classification level and assigned a U.S. classification equivalent, if necessary?
b) Are applicable warning notices placed on the face of classified documents?
c) Is the face of NATO and FGI marked with the appropriate notice?
d) [bookmark: _GoBack]Are classified documents containing ACCM information marked in accordance with the security plan and DoDM 5200.01, Volume 3, Enclosure 2, Section 18? 
e) Is the assignment and use of nicknames, exercise terms, and code words per OPNAVINST 5211.6?
f) Is an explanatory statement included on the face of documents classified by compilation?
g) Do documents, marked classified for training and test purposes, include a statement indicating that the documents are actually unclassified?
h) When removed or used separately, are component parts of classified documents marked as separated documents?
i) Are unclassified letters of transmittal marked to show the highest overall classification level of any information being attached or enclosed?
j) Are classified files or folders marked or have the appropriate SFs been attached to indicate the highest overall classification level of the information contained therein?
PART I – Corrective Actions (Question 96): The following information provides planned corrective actions and completed corrective actions for deficiencies identified in PART E and F.  
Example Answers: Provided as examples only and are not intended to be copied.   Identify specific command planned or initiated actions in PART I.
a) OCA annual training brief is scheduled for one week from the date of this report and an annual reoccurring calendar event is placed on the OCA and CSM’s calendar to ensure timeliness of required training.
b) SCG improvement initiative underway to ensure compliance with the Order.
c) Develop and provide training to program managers on original classification.
d) Identify other methods of delivery for derivative classification training aides.
e) Training is being developed for the proper safeguarding requirements and will be provided to each program and facility manager, who will in turn, train each secure room resident or user of classified information within 60 days of this report. 
f) Training involving marking removable media will be developed and provided to all IT users.
g) Improve the command process to designate devices approved for classified reproduction.
h) Specific emphasis training will be developed and added to new employee orientation and annual refresher training to incorporate the ISSM’s training on standard operating procedures for the transfer of classified information across networks and stand-alone IT systems.
i) Specific training will be developed and added to new employee orientation and annual refresher training to emphasize the importance of referring to an SCG when compiling or paraphrasing information on an unclassified medium.
j) Add the requirement to check out with the CSM upon separation, resignation, or re-assignment from the command.
k) Are the CSM turnover binder(s), change of command brief(s), and the command security instruction being updated to identify and incorporate ACCM policies and procedures within command? 
Completed actions:
a) Derivative classification training aides are developed and will be sent out within 30 days from the date of this report.
b) Discussed with the security staff the importance of prioritizing a timely response to employee requests for validation of OCA “declassify on” dates. 
c) Current checklist for the build out of controlled areas (e.g., secure room for Open Storage Secret, Controlled Access Area, etc.) has been provided to the physical security (PHYSEC) team (charged with certifying rooms meet standards) and is being actively used.
d) Inquiry and investigation processes have been updated to ensure all cognizant OCAs are notified of a loss or compromise of classified data.
e) ACCM standard operating procedures updated to outline specific debriefing and access list requirements for when personnel no longer require access. 
PART J – Best Practices (Question 97): The following information provides information about what innovative ideas have been implemented at the command which improves the effectiveness of the CNSI program. 
Example Answers: Provided as examples only and are not intended to be copied.   Identify specific command innovative practices in PART J):
a) The CSM initiated security discipline teams that align subject matter experts (SMEs) within the command and its subordinate commands.  This approach encourages the sharing of ideas and best practices by security topic, allowing data calls and taskers to be performed more efficiently and consistently. It also places those who perform the actual work and are the most knowledgeable in their fields in a position to advise the CSM on the best way to execute the CNSI program.
b) Initiated a working group composed of the CSM and the ISSM--to include other SMEs from each of our offices--to establish a regularly scheduled forum to discuss ES trends, upcoming IT initiatives and policy implementation.
PART K – Explanatory Comments: Use this space to elaborate on any answers to questions on the form.   Explain any significant changes in trends from previous years.  Elaborate on opportunities for improvement, even if the command is within policy requirements.
Example Answers: Provided as examples only and are not intended to be copied.   Identify specific Command comments in PART K):
a) Question 26: The security assistants who review the sample material for proper original or derivative classification markings have knowledge and experience in the marking requirements.  We recognized that we can gain efficiencies and increase the sampling by providing additional training to the team. 
b) Question 56: ESs are up 20% this fiscal year, even with the implementation of additional training initiatives by the ISSM and CSM.  The root causes identified across all ESs have remained consistent.  Focused training will be performed.
c) Question 83: The OCA delegation at our command will be voluntarily rescinded once the SCGs are reassigned to the OCA at the higher level in our chain of command.  Referral of decisions to an existing OCA at a higher level in the chain of command is practical regardless of geographical separation; and sufficient expertise and information can be provided to that OCA to permit effective classification decision-making.  
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