                                              Exhibit 1B-1

ANNUAL SELF-INSPECTION PROGRAM DATA:  FY (enter)
(Submissions must be unclassified.)




	PART A:  Identifying Information

	1.  Enter the full command name.
	1. Ex: Naval Air Warfare Center, Weapons Division

	2.  Enter the date of this report.
	2.[Enter today’s date]

	3.  Enter the name, title, address, phone, fax, and e-mail address of the
individual responsible for this report.
	3. [Enter the Commanding Officer’s name, title, and official contact information]; Example:
RDML Smith, James
1 Navy Dr. M/S 1200
Arlington, VA 22202


	4.  Enter the name, title, phone, fax, and e-mail address of the individual or
office responsible for conducting self-inspections and reporting findings.
	4. [Enter Command Security Manager’s name, title, and official contact information]

	5.  Enter the name, title, phone, fax, and e-mail address for the point-of- contact responsible for answering questions regarding this report.
	5. [Enter the POC for this report]

	PART B: Classified National Security Information (CNSI) Program Profile Information (DoDM 5200.01-V1, Encl 4, Para 6 thru12)


	6.  Has your command and/or subordinate command(s) been designated as an original classification authority (OCA)?
	6.	Yes	No

	7.  Does your command and/or subordinate command(s) perform original classification activity?
	7.	Yes	No

	8.  Does your command and/or subordinate command(s) perform derivative classification activity?
	8.	Yes	No

	9.  Does your command have and Interagency Security Classification Appeals Panel (ISCAP) approval for all elements of information 25 years old or older?
	9.	Yes	No

	PART C: Self-Inspection Program Activity: Number of Self-Inspections Conducted (DoDM 5200.01-V1, Encl 2, Para 7.d(3)
	




	10.  Enter the number of self-inspections of the classified national security information program that were conducted by your command during the reporting period? (Note that this does not include routine after-hours security check.)
	10.  

	PART D:  Description of the Program (DoDM 5200.01-V1, Encl 2, Para 6 thru 8)
A description of the command’s self-inspection program to include activities assessed, program areas covered, and methodology utilized.  The description must demonstrate how the self-inspection program provides the Commanding Officer with information necessary to assess the effectiveness of the CNSI program within the command and the command as a whole (i.e., subordinate commands inclusive).

	Responsibility (DoDM 5200.01-V1, Encl 2, Para 7.d & 8.a)

	11. How is the Commanding Officer involved in the self-inspection program?  (Describe his or her involvement with the self-inspection program.)

	

	12. How is the self-inspection program structured to provide the Commanding Officer with information necessary to assess the command’s CNSI program in order to fulfill his or her responsibilities under DoDM 5200.01-V1, Encl 2, Para 8.a?

	

	13. Whom has the Commanding Officer designated to assist in directing and administering the self-inspection program?  Who conducts the self-inspections?  (DoDM 5200.01-V1, Encl 2, Para 8.a & b)

	

	Approach (DoDM 5200.01-V1, Encl 2, Para 7.d)

	14. What means and methods are employed in conducting self-inspections?  (For example: interviews, surveys, data calls, checklists, analysis, etc.)
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15. If your command performs different types of inspections (e.g., command and subordinate command self-inspections, command inspections, compliance reviews, etc.), describe each of them and explain how they are used.  If not, indicate NA.

16. Do your command and subordinate command(s) self-inspections evaluate adherence to the principles and requirements of E.O. 13526 and its implementing directive and the effectiveness of command programs covering the following areas? (Select all that apply.) (DoDM 5200.01-V1 thru V3) 
Original classification	Security violations	Safeguarding	Management and oversight
Derivative classification	Declassification	Security education and training
17. Do your self-inspections include a review of relevant security directives and instructions?
17.	Yes	No
18. Do your self-inspections include interviews with producers (where applicable) and users of classified information?
18.	Yes	No
Approach:  Representative Sample (DoDM 5200.01-V1, Encl 2, Para 7.d(2))
                                (If your command does not classify information, indicate NA.)
19. Do your self-inspections include reviews of representative samples of original and derivative classification actions to evaluate the appropriateness of classification and the proper application of document markings?
19.	 Yes	 No	 NA
20. Do these reviews encompass all command activities that generate classified information?
20.	 Yes	 No	 NA
21. Describe below how the command identifies activities and offices whose documents are to be included in the sample of classification actions. (Indicate if NA.)

22. Do the reviews include a sampling of various types of classified information in document and electronic formats?
22.	 Yes	 No	 NA
23. How do you ensure the material reviewed provides a representative sample of the command classified information?  (Indicate if NA.)

24. How do you determine that the sample is proportionally sufficient to enable a credible assessment of your command and/or subordinate command(s) classified product?

25. Who conducts the review of the classified product? (Indicate if NA.)

26. Are the personnel who conduct the reviews knowledgeable of the classification and marking requirements of
 E.O. 13526 and its implementing directive? (DoDM 5200.01 V2, Encl 3 and 4)
26.	 Yes	 No	  NA
27. Do they have access to pertinent security classification guides? (Indicate if NA.)
27.	 Yes	 No	  NA
  28. Have appropriate personnel been designated to correct misclassification actions? (Indicate if NA.       If yes, identify below.   (For additional info refer to DoDM 5200.01-V1, Encl 2, para 7.d(2))

28.	 Yes	 No	  NA

Frequency (DoDM 5200.01-V1, Encl 2, para 7.d(3))
29. How frequently are self-inspections conducted? Are they conducted annually? 

30. Describe the factors that were considered in establishing this time period?
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	Coverage (DoDM 5200.01-V1, Encl 2 para, 7.d(3) & 8)

	31. How do you determine what offices, activities, divisions, etc., are covered by your self-inspection program?   What command and/or subordinate 
command(s) activities are assessed?

	

	32. How is the self-inspection program structured to assess individual command and/or subordinate command(s) activities and the command as a whole?

	

	Special Access Programs (SAP) (DoDM 5200.01-V1, Encl 2, para 7.d(3)) and Encl 3 para 12.d)
(If your agency does not have the authority to create SAPs, indicate NA.)

	33. If your command has SAPS, are self-inspections conducted annually?
	33.	 Yes	 No	 NA

	34. Do the self-inspections confirm that the appropriate command authorities have reviewed each SAP annually to determine if it continues to meet the requirements of E.O. 13526?
	34.	 Yes	 No	 NA

	35. Do the self-inspections determine if officers and employees are aware of the prohibitions and sanctions for 
creating or continuing a special access program contrary to the requirements of E.O. 13526?
	35.	 Yes	 No	 NA

	Reporting (DoDM 5200.01-V1, Encl 2, para 7.d(3))

	36. What is the format for documenting self-inspections in your command?

	

	37. Who receives the reports?

	

	38. Who compiles/analyzes the reports?

	

	39. How are the findings analyzed to determine if there are problems of a systemic nature?

	

	40. How and when are the results of the self-inspections reported to the Commanding Officer?

	

	41. How is it determined if corrective actions are required?

	

	42. Who takes the corrective actions?

	

	43. How are the findings from your command self-inspection program distilled for the annual report to the Department of the Navy – Senior Agency
Official (Deputy Under Secretary of the Navy Plans, Policy, Oversight and Integration)?

	

	44. Has the Commanding Officer formally endorsed this self-inspection report?
	44.	Yes	No
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PART E:  A summary of the findings of your command’s self-inspection program (DoDM 5200.01-V1 thru V3)
The summary should present specific, concise findings from your self-inspection program for each of the required program areas below.  It is not a description of the requirements of the command and/or subordinate command(s) CNSI program.  Rather, the summary outlines the essential self- inspection findings based on the compilation and/or distillation of the information contained in the command internal self-inspection reports, checklists, etc.  In large commands where findings are drawn from multiple command offices and activities, the findings that are reported here may be the most significant or most frequently occurring.
45. Original Classification:







46. Derivative Classification:







47. Declassification:







48. Safeguarding:







49. Security Violations:







50. Security Education and Training:







51. Management and Oversight:





PART F:  An assessment of the findings of your command’s self-inspection program (DoDM 5200.01-V1 thru V3)
The assessment discerns what the findings mean.  The assessment is an evaluation of the state of each element of your command CNSI program based
 on an analysis of the specific, concise findings of the self-inspection program.  It reports what you have determined the findings indicate about the state of your command CNSI program.

[bookmark: _GoBack]The assessment should inform the Commanding Officer and other decision makers of significant issues that impact the CNSI program.  It should be used to determine how security programs can be improved, whether the command regulation or other policies and procedures must be updated, and if necessary resources are committed to the effective implementation of the CNSI program.  The assessment should report trends that were identified during the reporting period across the command and/or subordinate commands or in particular activities, as well as trends detected by making comparisons with earlier reporting periods. It can be used to support assertions about the successes and strengths of a command’s program.

52. Original Classification:





53. Derivative Classification:







54. Declassification:






55. Safeguarding:







56. Security Violations:







57. Security Education and Training:







58. Management and Oversight:
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	PART G:  Focus Questions

Answer the questions below.  If the response identifies a deficiency, it should be explained in Part D, Summary of Findings, under the relevant program area, and should be addressed in Part H, Corrective Actions.

	Training for Original Classification Authorities (DoDM 5200.01-V3, Encl 5, Para 5 and 7.b)

	Original classification authorities (OCAs) are required to receive training in proper classification and declassification each calendar year.
(Indicate NA if your command does not have OCA.)

	 59.  Does command policy require training for original classifiers?
	59.	 Yes	 No	 NA

	 60.  Has the command and/or subordinate commands validated that this training has been received?
	60.	 Yes	No	 NA

	
 61.  What percentage of the original classification authorities at your command has received this training?
	61.

	
	Actual	Estimated

	 62.  Have any waivers to this requirement been granted? (No waivers have been granted for DON OCAs)
	62.	 Yes	 No	 NA

	Persons who Apply Derivative Classification Markings (DoDM 5200.01-V3, Encl 5, Para 3.c, 5.b(1), and 7.a, c & f)

	Persons who apply derivative classification markings are required to receive training in the proper application of the derivative classification principles of E.O. 13526, prior to derivatively classifying information & at least once every two years thereafter.
(Indicate NA if your command do not have any personnel who derivatively classify information.)

	 63.  Does command policy require training for derivative classifiers?
	63.	 Yes	 No	 NA

	 64.  Has the command validated that this training has been received?
	64.	 Yes	 No	 NA

	
 65.  What percentage of the derivative classifiers at your command has received this training?
	65.

	
	Actual	Estimated

	 66.  Have any waivers to this requirement been granted? (No waivers have been granted for the DON)
	66.	 Yes	 No	 NA

	Initial Training (DoDM 5200.01-V3, Encl 5, Para 3)

	All cleared command personnel are required to receive initial training on basic security policies, principles, practices,
 and criminal, civil, and administrative penalties.

	 67.  Does your command policy require initial training?
	67.	 Yes	 No

	 68.  Has the command validated that this training has been received?
	68.	 Yes	 No

	
 69.  What percentage of cleared personnel at your command has received this training?
	69.

	
	Actual	 Estimated

	Annual Refresher Training ( DoDM 5200.01-V3, Encl 5, Para 7)

	Commands are required to provide annual refresher training to all employees who create, process, or handle classified information.


	 70.  Does your command policy require annual refresher training?
	70.	 Yes	 No

	 71.  Has the command validated that this training has been received?
	71.	 Yes	 No

	
 72.  What percentage of the cleared employees at your command has received this training?
	72.

	
	Actual	Estimated

	Identification of Derivative Classifiers on Derivatively Classified Documents (DoDM 5200.01-V2, Encl 3, Para 8.a & c(1)(a))

	Derivative classifiers must be identified by name and position, or by personal identifier on each classified document. 
(Indicate NA if your command does not derivatively classify information.

	 73.  Does your command review of classification actions evaluate if this requirement is being met?
	73.	Yes	No	NA

	 74.  What percentage of the documents sampled meet this requirement?
	74.

	 75.  What was the number of documents reviewed for this requirement?
	75.

	List of Sources on Documents Derivatively Classified from Multiple Sources (DoDM 5200.01-V2, Encl 3, Para 8.c(1)(b) & (d)(2))


	A list of sources must be included on or attached to each derivatively classified document that is classified based on more than one source  document or classification guide.

	 76.  Does your command review of classification actions evaluate if this requirement is being met?
	76.	 Yes	 No	 NA

	 77.  What percentage of the documents sampled meet this requirement?
	77.

	 78.  What was the number of documents reviewed for this requirement?
	78.
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	Performance Evaluations ( DoDM 5200.01-V1, Encl 2, Para 7.h)

	The performance contract or other rating system of original classification authorities, security managers, and other personnel whose duties
significantly involve the creation or handling of classified information must include a critical element to be evaluated relating to designation and management of classified information.

	 79.  Does command policy require this critical element in the performance evaluations of personnel in the categories
  required by E.O. 13526?
	79.	 Yes	 No

	 80.  Has the command validated that this critical element is included in the performance evaluations of personnel in the
  categories required by E.O. 13526?
	80.	 Yes	 No

	 81.  What percentage of such personnel at your command has this element in their performance 
 evaluations?
	81.

	
	Actual	Estimated

	OCA Delegations (DoDM 5200.01-V1, Encl 2, Para 7.n)

	OCA delegations shall be reported or made available by name or position to the DON Senior Agency Official.
This shall be validated at least annually via this reporting mechanism.

	 82.   Have there been any changes in the delegations, by name and position, of original classification authority in your
 command since delegations were reported to ISOO in 2010.
	82.	 Yes	 No	 NA

	 83.  Have all delegations been limited to the minimum required based on a demonstrable and continuing need to
 exercise this authority?
	83.	 Yes	 No	 NA

	 84.  If changes have been made, have they been reported, by name or position, to the DUSN (P)/Security
 Directorate?
	84.	 Yes	 No	 NA

	Classification Challenges (DoDM 5200.01-V1, Encl 4, Para 22 & DoDM 5200.01-V3, Encl 5, para 3.c(5)(g) & 5.c(3))
The SAO shall establish procedures under which authorized holders of information, including authorized holders outside the classifying
 agency are encouraged & expected to challenge the classification of information they believe is improperly classified or unclassified.
Classification challenges must be covered in the training for OCA & persons who apply derivative classification markings.


	 85.  Has your command established procedures under which the classification of information can be challenged in 
 accordance with DoDM 5200.01-V1, Encl 4, Para  22?
	85.	 Yes	 No	 NA

	 86.  Does your command training for OCAs and for personnel who apply derivative classification markings cover classification challenges?
	86.	 Yes	 No	 NA

	 87.  Does your command’s training for all other cleared personnel cover classification challenges?
	87.	 Yes	 No

	Industrial Security (DoDM 5220.22, Chapter 1, Section 1-104)

	The National Industrial Security Program (NISP) was established under E.O. 12829 to safeguard Federal Government classified information that is released to contractors, licensees, and grantees (hereinafter contractors) of the United States Government.  The Secretary of Defense serves as Executive Agent for inspecting and monitoring the contractors, who require or will require access to, or who store or will store classified information, and for determining the eligibility for access to classified information of contractors and their respective employees.  Besides the Department of Defense (DoD), there are four other agencies that are Cognizant Security Agencies (CSAs):  the Office of the Director of National Intelligence (ODNI), the Department of Energy, the Nuclear Regulatory Commission, and the Department of Homeland Security, that are authorized to provide operational oversight of their contractors.  The heads of other agencies, except the Central Intelligence Agency (CIA), are required to enter into agreements with the Secretary of Defense that establish the terms of the Secretary’s responsibilities on behalf of these agency heads.  The ODNI may enter into an agreement with the CIA authorizing the latter to inspect and monitor contractor programs requiring access to intelligence sources and methods, including Sensitive Compartmented Information.

	 88.  Does your command have contracts that require access to classified national security information (CNSI), hereinafter referred to as classified contracts?  (DoDM 5220.22, Chapter 1)
	88.	 Yes	 No

	 89.  Is your command one of the CSAs designated by E.O. 12829?  (Not Applicable to commands)
	89.	 Yes	 No		

	 90.  If your agency issues classified contracts and is not a CSA, has it entered into an agreement with the DoD to provide industrial security services, or in the case of the ODNI, with CIA?  (Not Applicable to commands)
	90.        Yes	 No

	 91.  If your agency issues classified contracts, has your agency head designated a senior agency official for the NISP?  (Not Applicable to commands)
	91.	 Yes	 No	 NA

	 92.  If your command issues classified contracts, does it provide the contractor with current security classification guides? (DoDM 5220.22, Chapter 4, Section 4-103)
	92.	 Yes	 No	 NA

	 93.  Are the contractor’s security requirements issued through either a specific contract clause or by a Contract Security Classification Specification (DD-254)? (DoDM 5220.22, Chapter 4, Section 4-103)
	93.	 Yes	 No  [image: ] NA		





	PART H:  Findings of the Annual Review of Command’s Original and Derivative Classification Actions (DoDM 5200.01-V1 and V2)

In this section provide specific information with regard to the findings of the annual review of the command's original and derivative classification actions to include the volume of classified materials reviewed and the number and type of discrepancies identified.

	 94. Indicate the volume of classified materials reviewed during the annual review of command’s original and derivative
 classification actions. (If your command does not classify information, indicate NA.) (DoDM 5200.01-V1, Encl 2, Para 
 7.d(2))
	94.

	 95. Indicate the number of discrepancies found during the annual review of classification actions for each category below.  For additional information
 on marking, consult the DoDM 5200.01-V2, Encl 2 thru 4.

	95(a)  Over-classification:  Information does not meet the standards for classification.
	95(a)

	95(b)  Overgraded/Undergraded:  Information classified at a higher/lower level than appropriate.
	95(b)

	95(c)  Declassification:  Improper or incomplete declassification instructions or no declassification instructions.
	95(c)

	95(d)  Duration: a shorter duration of classification would be appropriate.
	95(d)

	95(e)   Unauthorized classifier:  A classification action was taken by someone not authorized to do so.
	95(e)

	95(f)   “Classified By” line:  A document does not identify the OCA or derivative classifier by name and position
                       or by personal identifier.
	95(f)

	95(g)  “Reason” line: an originally classified document does not cite a reason from section 1.4 of E.O. 13526.
	95(g)

	95(h)  “Derived From” line:  A document fails to cite, or cites improperly, the classification source.  The line
should include type of document, date of document, subject, and office/agency of origin.
	95(h)

	95(i)  Multiple sources:  A document cites “Multiple Sources” as the basis for classification, but a list of these
                       sources is not included on or attached to the document.
	95(i)

	95(j)   Marking:  A document lacks overall classification markings or has improper overall classification markings.
	95(j)

	95(k)  Portion Marking: The document lacks some or all of the required portion markings.
	95(k)

	95(l)   Instructions from a classification guide are not properly applied.
	95(l)

	95(m) Other:   	.
	95(m)

	PART I:  Corrective Actions

	96. Describe actions that have been taken or are planned to correct identified program deficiencies, marking discrepancies, or misclassification
actions, and to deter their reoccurrence.

	

	PART J:  Best Practices
Best practices are those actions or activities that make your self-inspection program and/or CNSI program more effective or efficient.  They set your program apart through innovation or by exceeding the minimum program requirements.  These are practices that may be utilized or emulated by other agencies.

	97. Describe best practices that were identified during the self-inspection.

	






	PART K:  Explanatory Comments
Use this space to elaborate on any section of this form. If more space is needed, provide as an attachment to this form. Provide explanations for any significant changes in trends/numbers from the previous year’s report.
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